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Abstract 

The Internet of Things (IoT) can be considered one of the most powerful tools 
for creating, modifying and sharing data. There are now billions of connected 
objects, and this number is growing more and more. While the proliferation of 
connected objects could facilitate all aspects of our lives, security concerns are 
also increasing. It is widely recognized that the IoT is first and foremost a threat 
to user privacy. Furthermore, there are many solutions and countermeasures are 
proposed to deal with the security risks of IoT. In this Systematic Literature 
Review (SLR) we present an in-depth analysis of the security of IoT, 
considering the most generic architecture with the different layers and their 
security issues and the solutions proposed to deal with them. Furthermore, this 
SLR also provides an insight on the current trends and future research directions 
of IoT security. 
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I. INTRODUCTION 

IoT is the acronym for Internet of Things, it was coined in 1999 by Kevin Ashton, 
defining a system where physical objects are connected to the Internet [1]. 

The Internet of Things is the convergence of several technologies (physical devices, 
vehicles and other elements including electronics, software, sensors ...) and network 
connectivity allowing the collection and exchange of data from and among connected 
objects. The IoT has become one of the most important technologies of the 21st century, 
offering possibilities for the physical world to be integrated into computer systems, thus 
allowing improved efficiency, economic benefits and reduced human efforts [2]. 

These devices, are powered by a set of sensors (microphones, cameras, GPS, 
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thermometers, etc.) which constantly collect information about their environment, 
including sensitive personal information. New smart devices offer a wide range of new 
features, promising convenience and a better life, however the variety and large amount 
of user data collected, analyzed, transported and stored in each layer of the IoT 
architecture presents several vulnerabilities [3]. 

Indeed, the success of IoT devices has not gone unnoticed and the number of threats 
and attacks against IoT devices and services is also increasing. However, it is therefore 
essential to identify the risks and implement security measures to secure IoT devices 
and to protect people's privacy. The field of research related to IoT security is relatively 
new. Therefore, we deemed it to be very helpful to carry out a systematic literature 
review of the most important and significant research work in this field to get an insight 
on the most important IoT security challenges, the different solutions proposed to 
address them and to identify the most important current and future research directions 
in this area. 

The remainder of this article is presented as follows: In section 2, we present the 
different methods used for the selection of primary studies used in this SLR. Section 3 
provides an overview of IoT security, the general IoT architecture, the IoT security 
challenges, the security issues of each layer of the IoT architecture and thus the different 
protocols of IoT security. Section 4 is dedicated to a review and comparison of the 
different solutions proposed to address IoT security threats and challenges. Section 5 
presents the main conclusions of this SLR. 

 

II. RESEARCH METHODOLOGY 

In order to answer the research questions and to achieve an in-depth SLR on IoT 
security, we adopted an approach based on three stages, namely, planning, conducting, 
and reporting.  

A. Primary studies  

In order to increase the emergence of search results, primary studies were selected based 
on keywords in the search function of a publication or a search engine. The search 
strings are as follows: 

("Internet of things" OR "IoT") AND "security" 

("Internet of things" OR "IoT") AND ("cybersecurity" OR "cyber-security") 

("Internet of things" OR "IoT") AND "Threats" 

We will consider the following publishers online platforms for the papers retained for 
this SLR: IEEE Xplore, Google Scholar, ScienceDirect, SpringerLink, ACM Digital 
Library. 

Based on the above mentioned inclusion / exclusion criteria (Table 1), we thoroughly 
searched these platforms for papers that comply with them in their titles or abstracts or 
keywords. 
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B. Data extraction  

The selected primary studies were grouped after extracting, classifying and storing the 
data for each study according to certain categories (Table 1): 

Table 1. Inclusion and Exclusion criteria 

Inclusion criteria Exclusion criteria 

Posted in journals, conferences or 
websites 

The study does not address IoT or IoT 
security 

Published after 2008 The study is not written in English 
Presents results, challenges or protocols 
related to IoT security 

Electronically inaccessible 

Presents IoT security architectures The study does not contain references 
 

Figure 1 shows the rate of paper selected in the different stages of the process after the 
search performed on the platforms indicated above. 

 

Fig. 1. Selection of papers 
 

Figure 2 presents the distribution of the selected papers by year. We note that more than 
70% of the studies have been published over the years (2015-2020).  

 
Fig. 2. Distribution of selected papers by years 
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III. IOT SECURITY 

A. Background 

The IoT is a system of interconnection between computing devices, machines, objects, 
animals and even people, equipped with unique identifiers with the ability to transfer 
data over a network. It uses built-in sensors, processors and communications hardware 
to send and collect data, as well as process the data it acquires from its environment [4]. 
The first IoT device was a Coca-Cola machine installed at Carnegie Mellon University 
in the 1980s, capable of reporting its stock levels through the ARPANET [5]. The IoT 
has continued to evolve over the years. It was in 2010 that mankind really began to 
want to connect all devices to the internet to simplify their daily lives. The IoT evolves 
and offers various applications in all areas, thus making life easier for people. There are 
many smart systems based on the IoT such as smart health care, smart transportation, 
smart homes, smart building, etc. Everything can be connected, you just have to find 
the right sensor that collects the data, the right connectivity that transmits it and the 
platform that returns it. IoT Analytics predicts that the number of active IoT devices 
globally is expected to grow from 8.3 billion in 2019 to 21.5 billion by 2025 [6] [7] 
(Fig. 3). 

 

 
Fig. 3. Distribution of paper 

 

Although it is already producing massive amounts of data, this is nothing compared to 
what will happen over the next decade. Given the various cyber-attacks and 
threats targeting IoT platforms, services and applications, cyber-security and privacy 
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addressed by research communities [8-10].  
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B. Generic architecture of IoT and security issues at each layer 

There are several proposed IoT architectures [11-13], but the basic architecture consists of 4 
layers, namely the perception, network, middleware and application layers, and despite the 
many contributions of researchers it remains still challenges and problems to be solved. To this 
end, it is very important to analyze, examine and resolve the multiple security issues in the 
different layers as shown in Table 2. 

Table 2: IoT architecture and security issues 
Application 

Layer  

User 
interface (Smart 
healthcare,smart 
transportation,etc) 

This layer is an interface 
for users which is made up 
of different service areas 
such as (healthcare, smart 
homes, connected cars, 
etc.), so it offers users 
access to different IoT 
applications tailored to 
their needs.  

This layer’s security issues and challenges 

depend on the application area: 
Authentication security issues, data access, 
data protection and recovery, reliability 
issues, spear-phishing, cloning and social 
engineering [14-20].  

Middleware 

Layer  

Data storage, 
analytics  
(Cloud 
computing, big 
data, etc)  

This layer constitutes 
technologies such as cloud 
computing, big data 
processing and databases, 
and its role is therefore 
data storage and analysis.  

This layer includes several data storage 
technologies, exposing it to huge cyber-
attacks risks such as: DoS, jamming, 
unauthorized access, malicious insider, bad 
output, node modification, malicious-code 
attacks, handling suspicious information 
and multi-party authentication [21-25].  

Network Layer  

Communication 
protocols, 
transmisión (Wi-
Fi, Bluetooth,etc)  

It is made up of different 
technologies such as (Wi-
Fi, Bluetooth, etc.), and its 
role is to transmit the data 
collected via sensors to 
any system for processing 
and filtering.  

There are still some vulnerabilities in the 
network layer despite the security measures 
it includes, which can expose it to multiple 
cyber-attacks such as: Spoofing, denial of 
service (DoS), eavesdropping, man-in-the-
middle, sybil attack, cluster security 
problems, sinkhole attack, sleep 
deprivation attack, sniffing and altered or 
replayed routing information [26-32].  

Perception 

Layer   

Physical devices, 
sensors (RFID, 
ZigBee, WSN, 
GPS, etc)  

The perception or 
recognition layer consists 
of different types of 
sensors and actuators 
(RFID, ZigBee, WSN, 
GPS, etc.), which collect, 
detect and process the data 
collected from the 
environment and transmit 
them to the next layer 
which is the network 
layer.  

This layer includes sensors whith limited 
storage and computing resources the fact 
that represents a major challenge. Collected 
data are transmitted over a wireless network 
exposing them to several security threats 
and attacks. This is mainly 
because   physical devices have several 
vulnerabilities such as: Node capture, 
unauthorized Access to Tags, Tag cloning, 
differential power analysis (DPA), mass 
node authentication, fake node and 
malicious data, denial of service (DoS), 
eavesdropping, spoofing, routing attack, 
RF jamming, replay, and side-channel 
attack (SCA) [33-36].  
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C. IoT security challenges 

The most important challenges for IoT can be summarized as follow: 

Confidentiality: This is an IoT data security service that prevents unauthorized users 
from accessing confidential data. There are mechanisms and protocols that ensure the 
confidentiality of sensitive IoT data, such as: authentication, encryption, authorization 
[14, 15]. 

Authentication: Each node in the IoT must be able to authenticate other nodes and 
objects, and this is a security service that is very difficult compared to the heterogeneity 
of the IoT [16-27]. 

Availability: The main goal of IoT is to be able to connect everything and make 
everything available online, thus enabling users to have all IoT data available all the 
time [28]. 

Integrity: In IoT, data is exchanged between multiple devices, so it is mandatory to 
check if the data come from the right sender and go to the relevant IoT node without 
any intentional or unintentional interference [29]. 

Detection: The IoT system needs to be equipped with a detection mechanism to provide 
information on these devices in the event that there is a device failure within the 
network. It is therefore mandatory that these IoT systems can detect any loss of 
connectivity between devices [30]. 

Heterogeneity: There are many devices or sensors in the IoT belonging to different 
manufacturers with different capabilities depending on the complex or simple 
architecture [31]. 

Lightweight solutions: Knowing that IoT devices have very low computing power and 
memory capacity, traditional cryptographic algorithms do not apply to the IoT systems. 
Therefore, it is necessary to have powerful security mechanisms with low cost and 
minimal overhead [32]. 

 

D. IoT protocols and securtity 

There are several IoT protocols for messaging, web transfer and other applications and 
features, including security and privacy, within IoT platforms such as Message Queue 
Telemetry Transport (MQTT) protocol and Constrained Application Protocol (CoAP). 
MQTT is a client-server protocol for messaging transport, which is easy to implement 
and works over TCP / IP [33, 34, 35, 36]. CoAP is a protocol used for Internet devices 
with limited resources at the application layer [37]. Advanced Message Queuing 
Protocol (AMQP) is a protocol that is designed for the transfer of business messages 
between applications. Transport Layer Security (TLS) /   Datagram Transport Layer 
Security (DTLS) is a protocol designed to protect private data by preventing tampering, 
eavesdropping, and forgery in communications [38]. It is based on TLS, which is a 
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protocol that used for computer communications networks security. Extensible 
Messaging and Presence Protocol (XMPP) is a protocol that is designed for instant 
messaging, and more generally for a decentralized data exchange architecture [36]. 
LoRaWAN is a wireless communication protocol, offering low data rate and low power 
consumption objects connected to the Internet via gateways using LoRa communication 
technology [39, 40]. IEEE 802.15.4 is a low-data rate wireless personal area network 
and is the PHY and MAC Layer used by many IoT protocols, such as ZigBee [36, 41, 
42]. It is intended for wireless networks of the Low-Rate Wireless Personal Area 
Network (LR-WPAN) family due to their low power consumption, short range and low 
device speed. 

 

IV. SOLUTIONS AND DISCUSSIONS 

A. Blockchain for IoT 

The IoT is a fast growing sector. Connected objects are multiplying to abysmal 
proportions, and so are security problems. Blockchain, which is a technology for storing 
and transmitting information that is transparent, secure, and operates without a central 
control body, could help solve these threats. The Blockchain is a decentralized / 
distributed network where everyone is connected to the others in one way or another, 
that is to say it constitutes a database that contains the history of all the exchanges 
carried out between its users since its creation. This database is secure and distributed: 
it is shared by its various users, without intermediaries, which allows everyone to check 
the validity of the chain [66, 67]. The blockchain thus makes it possible to record 
transactions, signatures ... in a register shared among all its users. The goal is to make 
sure that no one changes afterwards [68, 69]. The blockchain could therefore add a layer 
of security by adding a chain associated with the identity of the connected object [70]. 
Thus, this chain of identification will allow objects to interact with each other without 
having to communicate via a third party, thereby limiting information outputs or 
potential attacks from outside [71-73]. 

The Internet of Things brings huge opportunities in different areas, but also poses many 
security challenges and risks [74-76]. Many experts recognize that the IoT is above all 
a threat to user privacy [77, 78].  

In this section of our SLR we analyze the most important solutions proposed, specifying 
the approach, limitations, layers concerned and domain as indicated in Table 2. 
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We present in figure 5 a statistical study of the different solutions proposed by the 
researchers in Table 2 according to the security aspects. 

 
Fig. 5. Security aspects depending on the solutions proposed 

 

V.  IOT CYBERSECURITY FUTURE RESEARCH DIRECTION 

In this section, we present future research directions regarding IoT security based on 
our SLR.  

Application Domain: We can notice that the domains of application that are most 
requested by researchers are smart health care, smart transport, smart homes, smart 
cities and especially IoT security in general, however we need to approach and study 
the multitudes of other domains of application to extend the use of IoT.  

Security issues and protocols: With the development of IoT new vulnerabilities appear 
like bad output, etc. However, we must examine them and propose solutions. Regarding 
the protocols, the most widely used are MQTT, CoAP, AMQP, DTLS, XMPP. It can 
also be seen from Table 2 that authentication is one of the security aspects most dealt 
with by researchers. Studying other protocols and security aspects could improve IoT 
security. 

Security: Blockchain technology being a new paradigm of security, its integration with 
IoT would eliminate the risks and challenges that IoT faces. As a result, it becomes a 
research and production challenge for researchers. We are therefore studying the 
implementation of a blockchain-based architecture to strengthen the security of the IoT. 
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CONCLUSION 

The security of the IoT has come under intense scrutiny after a number of incidents. 
The implementation of security measures is essential to ensure the security of IoT 
devices. In this SLR we find a presentation of the IoT including its security state, the 
general architecture of the IoT, the security challenges and protocols, the security issues 
of each layer of the architecture and also an analysis and a comparison of the most 
famous solutions proposed by researchers following several characteristics. According 
to this SLR we can notice the limits of the solutions proposed by the researchers and 
thus deduce the insecurity of its solutions. However, given the revolutionary promises 
of iot and its fields of application, it is important to offer more robust security solutions. 
This SLR could serve as a benchmark for new researchers in this field, providing a 
comprehensive view of IoT security, and future research direction. 
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