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Abstract

Internet has become the most popular medium for transferring various digital forms of
multimedia data. By the advent of Internet, digital data can be modified and illegally used
with ease. Every day, huge amount of information is transferred over the Internet. Thus, the
intellectual property right of digital data, which is transmitted over the Internet, requires more
attention. Digital watermarking provides authentication and copyright protection for digital
contents over the Internet. Text is an important medium for transferring information over the
Internet, which requires safeguards. In this paper, there is an attempt which suggests a text
watermarking algorithm that uses a combined image plus text watermark and compression as
well as encryption techniques to protect the text document. Initially the watermark is
embedded in the text and a watermark key is generated by using the properties of text. In
order to increase the efficiency of text document, the document is compressed using Huffman

Encoding Algorithm. The text document is then encrypted by using RSA algorithm to
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enhance the security of text. The reverse of the above steps is done to extract the watermark.

Experimental results demonstrate the effectiveness of the proposed algorithm.

Keywords: security, watermarking, authentication, watermark embedding and extraction,

compression, Huffman coding, encryption, RSA cryptographic algorithm.

1. INTRODUCTION

The rapid growth of Internet has increased the use of electronic data and the development of
various Internet technologies and has eased the modification and illegal distribution of digital
contents. Thus, the copyright protection of digital data transmitted over the Internet has
become an important and conspicuous research topic in recent years. Current copyright laws
are not adequate for dealing with digital data over the Internet [6]. This has led to the
development of watermarking techniques. In the past few years, many watermarking
algorithms had been proposed for authentication and copyright protection of digital contents.

Digital watermarking is a technique for inserting information into an image or text or
audio, which can be later extracted for various purposes including identification and
authentication [7]. A digital watermark is a pattern of bits inserted into a digital image, audio,
video or text file that identifies the copyright information. It can be a unique logo or signature
of an individual, who owns the copyright of a digital content [4]. The process of embedding a
watermark in a text that uniquely identifies the original copyright owner of the text is called
Digital Text Watermarking. Text watermarking protects digital content from copyright
violations, illegal copying, tampering, redistributions, and other similar infringements.

Text documents are easier to copy, reproduce and tamper as compared with images,
audios and videos and thereby are prone to different types of attacks [8]. Hence, text needs to
be fully protected. Text watermarking techniques not only prevent the text from illegal
copying, forgery, and redistribution, but also help to protect copyright. Text watermarking
algorithms use either an image watermark or a textual watermark. But watermarks consisting
of both image and text make the text more secure and has better robustness [1]. So in this
paper we have used a combination of both image and text watermark instead of using plain
textual or image watermark in order to achieve better robustness.

The paper is organized as follows. The introduction section is followed by the
fundamental concepts of digital watermarking in Section 2. A description of the proposed
watermarking (embedding and extraction) algorithm is presented in Section 3. The
experimental results and its interpretations are given in section 4 and finally section 5
concludes the paper.
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2. DIGITAL WATERMARKING

Information hiding techniques came up to safeguard the information from illegal usage,
illegal copying, redistribution of copyrighted documents, tampering, forgery, and
authentication. Cryptography, steganography, and watermarking emerged as sub disciplines
of information hiding to serve particular purposes. Digital watermarking provides
authentication and copyright protection for digital contents over the Internet.

Based on human perception, watermarks can be classified into visible (perceptible)
watermarking and invisible (imperceptible) watermarking [4]. Visibility is a term associated
with the perception of the human eye. In visible watermarking, watermarks are embedded in
such a way that they are visible when the content is viewed. Invisible watermarks cannot be
seen but they can be recovered with an appropriate decoding algorithm. Invisible watermarks
are more robust than visible watermarking. Invisible watermarks can again be robust or
fragile. Robust watermarking is a technique, in which modification to the watermarked
content will not affect the watermark in any way. As opposed to this, in fragile watermarking,
watermark gets destroyed when watermarked content is modified or tampered with.

Watermarking can also be classified based on the type of document to be watermarked
[5]. The classifications include Image Watermarking, Video Watermarking, Audio
Watermarking and Text Watermarking. The process of embedding a digital watermark into a
digital text document, that carries information unique to the copyright owner or the creator of
the document, is called Digital Text Watermarking.

Text watermarking is an emerging area of research. The text watermarking algorithms
which have been developed so far can be classified into the following categories [1].

1. Image based methods
2. Syntactic methods
3. Semantic methods
4. Structural methods.

2.1 Image based methods

In image-based methods of text watermarking, the binary watermarks are embedded in text
image. Brassil, et al. [10, 11] was the first person to propose text watermarking schemes using
text image and binary watermark. He proposed a few methods to watermark text documents
using text image. The technique was the line shift algorithm which moves a line upward or
downward (left or right) depending on binary signal to be inserted. The detection algorithm
was non-blind, in which the original document must be available. The second method was the
word shift algorithm, which moves the words horizontally thus expanding spaces to embed the
watermark. The algorithm can operate in both blind and non blind modes. The third method is
feature coding algorithm, in which certain text features are altered to insert watermark bits in
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the text. After that, Maxemchuk, et al. [15-17] and Low, et al. [18, 19] analyzed the
performance of these methods.

Then, an algorithm based on an average inter-word distance in each line was proposed by
Huang and Yan [20]. The distances are adjusted according to the sine wave of a specific phase
and frequency. Thereupon, the feature and the pixel level algorithms were proposed, in which
it marked the documents by altering the stroke features such as width or serif [29]. The
algorithm, which uses the gray scale image of a text was also proposed [30]. Another
algorithm, which watermarks the text document image using edge direction histogram was
also developed [31].

A text watermarking algorithm, based on word classification and inter-word space
statistics was proposed by Young Won Kim et al. [32]. In this algorithm all the words in a text
are classified depending on some text features and adjacent words and are grouped to form a
segment. The segments are classified based on class labels of the words within the segment.
Adnan M. Alattar et al. developed an algorithm to watermark electronic text documents
containing justified paragraphs and irregular line spacing [33]. The algorithm that exploits the
printed text document to identify the source printer was also proposed [34].

All the above text watermarking algorithms which are based on text image are not robust
against text reproduction and copy paste to notepad attacks [2]. Now a days with effective and
increasing use of OCR (Optical Character Recognition), these methods are a failure. The use
of OCR can destroy the changes made by shifting words upward and downward, to the
document margins, to the fonts, serif and features of text. Hence all changes made in text
structure, feature and font to embed watermark will get destroyed.

2.2 Syntactic methods

In syntactic methods, the syntactic structure of a text is utilized to embed the watermark.
Mikhail J. Atallah, et al. was the first person, who proposed the natural language
watermarking scheme by using syntactic structure of text [12,13]. In this method, the
syntactic tree is built and transformations are applied to embed the watermark. All inherent
properties are maintained during watermark embedding. Hassan, et al. utilized
morphosyntactic alterations to watermark the text [21]. The text is first converted into a
syntactic tree diagram and watermark is embedded. He stated that agglutinative languages like
Turkish are easier to watermark than English language. At this juncture [22], Hassan presented
an overview of syntactic tools available for text watermarking and also developed a syntax
based natural language watermarking method. The syntactic solutions are more suitable to
agglutinative languages like Korean, Turkish and Arabic.

Text watermarking algorithms using syntactic structure combined with natural language
processing (NLP) algorithms, is an efficient approach for text watermarking. But NLP is very
low [2].
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2.3  Semantic methods

In semantic schemes, the watermark embedding is done by utilizing the semantics of text.
Atallah et al. proposed an algorithm in 2000 using semantic watermarking techniques [23].
Then algorithm based on synonym substitution was proposed by Topkara, et al [24]. In [25],
another algorithm, based on nouns and verbs was proposed for text watermarking. Topkara, et
al. developed another algorithm using abbreviations, acronyms and typos to embed the
watermark in text watermarking [26]. An algorithm based on presupposition was proposed in
[27]. Presuppositions are identified and then transformations like passivization, topicalization,
extraposition and preposing are applied to embed watermark in the text. The text pruning and
grafting algorithms are also proposed in the past. In [28], another algorithm was proposed
using Text Meaning Representation (TMR).

The text watermarking methods based on semantics are language dependent. The
synonym based methods are not resilient to the random synonym substitution attacks.
Sensitive texts like legal documents, poetry, and quotes are difficult to watermark [2].

The above mentioned algorithms are not applicable to all types of text documents under
random tampering attacks and are not designed specifically to solve tamper detection
problems. Hence to avoid the above mentioned drawbacks, new methods, which use text
structures to embed watermarks, have been proposed.

2.4 Structural methods

Structural schemes of text watermarking are the recently used watermarking approach which
uses the text structures to embed watermarks. In this scheme, the text is not altered when the
watermark is embedded into it. These types of text watermarking schemes are called zero
watermarking [3]. Many text watermarking techniques utilizing existence of double letters in
the text have been proposed for protecting text documents [1,4, 9]. Z. Jalil et al. proposed a
zero text watermarking algorithm based on structural approach for protecting text documents
[2].

Text watermarking solutions are not robust against random tampering attacks such as
insertion, deletion and re-ordering attacks. In this paper, we propose a zero text watermarking
algorithm based on non-vowel ASCII characters that uses combined image and text
watermark to protect the text document.

3. PROPOSED ALGORITHM

In this paper, we propose an invisible zero watermarking algorithm, which uses combined
image and text watermark to protect the text document. In this algorithm, the occurrences of
non-vowel ASCII characters existing in the text are utilized to embed the watermark [2]. The
original owner of text logically embeds the watermark in a text and generates a watermark
key. The watermark key along with the watermarks is kept with the Certification Authority
(CA), where the original author is registered. If any violation to the copyrights of the owner

26487



26488 Jaseena K.U. et al

occurs, the generated key is used to identify the original owner and thus resolve conflicts.
This is done by using the extraction algorithm. Sometimes, there is a chance of more than one
claim for a single text. In that case, the one that was registered earlier will be considered as
the original one.

A compression scheme is also applied to the text documents. This not only reduces the
size of the document but also increases the speed of data transfer. Here we use Huffman
Encoding Algorithm. The text document is then encrypted using RSA algorithm to enhance
the security of text document. The reverse of the above steps is done to extract the
watermark. The extraction of watermarks involves three steps. 1) The cipher text is decrypted
to get compressed plain text document back. 2) The compressed document is decompressed
to retain plain text document. 3) The watermark is extracted using watermark key from the
plain text with the help of watermark extraction algorithm. After extraction, the original and
extracted watermarks are compared to calculate the watermark accuracy in order to prove
authenticity of the original owner of the text document.

In the proposed algorithm, the text is first partitioned based on partition size (Pr). Pr is
considered as a delimiter to form text partitions. Depending on the value of GS (Group Size),
partitions are combined to form text groups. Then the occurrence of all non-vowel ASCII
characters is calculated in each group and maximum occurring non-vowel ASCII character is
identified in each group to create MONV (Maximum Occurring Non-Vowel) list. This
MONV list and combined image and text watermark is used to generate the watermark key.
This watermark key is registered with a certification authority (CA), a trusted third party for
copyright protection. The watermarks and watermark key is kept with the CA along with time
and date. Later this key is used in the extraction algorithm to identify the original owner. In
general, the watermarking process involves two stages, Watermark Embedding and
Watermark Extraction.

3.1 Steps of Embedding Process

The steps of embedding process are shown in Figure 1. The algorithm which is used to
embed the watermark in the text and to generate watermark key is called embedding
algorithm. It takes the combined image and text watermark as input, produces watermark key
and compressed and encrypted watermarked text as output.
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Figure. 1. Steps of embedding process

1. Inputs are combined image plus text watermark and text document.

2. Preprocess text which includes, discarding white spaces, special characters, digits etc
to make the watermark pure alphabetical.

3. Preprocess image which converts image to grayscale and scaling to standard size (100
x 100 pixels).

4. Then Convert image to plain text by normalization process.

5. The two textual watermarks (watermarks obtained after text preprocessing and image
preprocessing) and partial key containing a partition size (Pr) and group size (GS) is
given as input to the embedding algorithm.

6. Generate a watermark key using properties of text (using algorithm described below).

7. Compress the text document and watermark key using Huffman coding algorithm to
reduce the size of the information to be transmitted.

8. Encrypt the text document using RSA encryption algorithm to increase security of
text.

Preprocessing of text is the process of removing white spaces, special characters, digits etc
to make the watermark pure alphabetical. During image pre processing, image is first
converted in to grey scale and then scaling to 100x100 pixels. After image pre processing,
image is converted in to plain text by normalization process. The two textual watermarks
(watermarks obtained after text preprocessing and image preprocessing), partition size (Pr)
and group size (GS) is given as input to the embedding algorithm.

3.1.1Algorthm: Watermark Embedding
The algorithm used for embedding watermark as in [2] is presented below.
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1. Input W, GS, Prand T.

2. Split W into Wimg and Wy

3. Preprocess Wimg and Wy

4. Convert Wipyg to text WT

5. Merge WT and Wr to generate W.

6. Make partitions of T based on Pr

7. Make groups of text based on GS,where No.of groups = No. of partitions/GS
8

. Count occurrence of non-vowel ASCII characters in  each group and find Maximum
Occurring Non-Vowel (MONV) in each group

9. Generate Watermark Key using steps from 10 to 12.
10. While (j<watermark_length) repeat step 11 to 12
11. if (W;€ MONV list)
Key(i)=0,key(i+1)= Groupnumber(MONYV)L.ist
else

Key(i)=1,Key(i+1)=(W;+k)MOD26, the Cipher text where k is in Z26 and Z26
represents 26 alphabets(a- z)

12. Increment i
13. Output Key

W: Combined watermark, W,mq: image watermark, Wr: text watermark, GS: Group size, Pr:
Partition, T: text file, WT: text watermark (image to text), Key: Watermark Key

First, the watermark is split into image and text watermarks. The preprocessing of text and
image watermarks is done to make the watermark pure alphabetical (Wt and WT). The text
partitions are made based on Pr and based on GS; they are combined to form text groups.
Then, the occurrence of all non-vowel ASCII characters is calculated in each group and
maximum occurring non-vowel ASCII character is identified in each group to create MONV
(Maximum Occurring Non-Vowel) list. Using this MONV list and textual watermarks, the
watermark key is generated using the algorithm described above. Then the watermark key is
registered with a certification authority (CA), a trusted third party for copyright protection.

3.2 Steps of Extraction Process

The steps of extraction process are shown in figure 2. The algorithm which extracts the
watermarks using watermark key is called extraction algorithm. It takes the watermark key
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and encrypted and compressed watermarked text as input and extracts the watermark (image
and text) from the text.

Key GS Pr
Text Extraction
Document — Algorithm
Decompre l
ssion Watermarks
Algorithm

A

Compressed text

Decryption
Algorithm

f

Cipher
Text

Figure. 2. Steps of extraction process

1. The encrypted and compressed watermarked text is the inputs.

2. Decrypt the text document using RSA algorithm.

3. Decompress watermark key and decompress watermarked text using Huffman coding
algorithm.

4. Partition the text using Pr from watermark key.

5. Combine the partitions to make text groups as done previously in the embedding
algorithm.

6. Occurrence of non vowel ASCII characters in each group is analyzed and maximum
occurring non vowel ASCII character (MONV) in each group is identified.

7. Using the watermark key, watermarks are extracted from the text with the help of
extraction algorithm.

3.2.1Algorithm: Watermark Extraction
The algorithm used for extracting watermark as in [2] is given below.

1. Input Key and T.

2. Read Pr and GS.

3. Make partitions of T based on Pr

4. Make groups of text based on GS i.e. Numberofgroups=Numberof partitions/GS
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5. Count occurrence of non-vowel ASCII characters in each group and find Maximum
Occurring Non-Vowel(MONV)

6. L=length(Key), 1=1, j=1
7. While (I<L) repeat 8 to 9
8. If (Key () equal 0)
W(j)=groupnumber(MONV)
else
W(j)= Key(l+1) i.e. reverse cipher letter
9. I=I+1, j=j+1
10. Split W into Wimg and Wy
11. Output Wimg and Wy

Texts are partitioned and grouped based on Pr and GS value respectively. Occurrence of
non-vowel ASCII characters is analyzed and maximum occurring Non-Vowel ASCII
character (MONV) in each group is identified. Using the algorithm described above,
watermarks are extracted.

3.3 Compression & Decompression Process

After generating the watermark key, the original text document and watermark key are
compressed so that the size of text and key can be reduced. Compression not only reduces the
size of the document but also increases the speed of data transfer. A lossless compression
algorithm is preferred since we are dealing with text documents. The proposed system utilizes
Huffman coding algorithm to compress text document and watermark key. The
decompression process converts the compressed text back to normal form.

The Huffman Coding algorithm was proposed by David A Huffman in 1952 and it makes
use of bottom up technique. It is a lossless compression algorithm and it uses variable length
coding. It is a prefix code because no Huffman code is a prefix of another Huffman code. In
this method more frequently appearing symbols are coded with fewer bits per symbol [14].
So only fewer bits are needed to represent the whole information. The algorithm [14] is given
below.

1. Sort all symbols on the list according to their frequency count.

2. Repeat the following steps until the list has only one symbol left

a. From the list, pick two symbols with lowest freq count

b. Form Huffman sub tree with these two symbols as child nodes and create a
parent node for them.

c. Assign the sum of children's freq count to parent and insert it in to the list
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d. Delete the children from the list
3. Assign a code word to each leaf based on the path from the root.

3.4 Encryption and Decryption

In cryptography, encryption is the process of converting the plain text information into an
unintelligible format called cipher text. By encryption the confidentiality of the information
can be maintained. Here, we have used RSA algorithm which is simple as well as strong [35].

3.4.1RSA Algorithm

The RSA algorithm is named after Ron Rivest, Adi Shamir and Len Adleman, who invented
it in 1977. RSA Algorithm is based on integer factorization assumption. The RSA algorithm
can be used for both public key encryption and digital signatures. The important
characteristic of RSA is that it is computationally infeasible to determine the decryption key
given only the knowledge of the cryptographic algorithm and the encryption key. RSA
involves a public key and a private key. The public key can be known to everyone and is used
for encrypting messages. Messages encrypted with the public key can only be decrypted
using the private key. It consists of the following procedures: key generation, encryption, and
decryption [35].

3.4.1.1 Key Generation
1. Choose two big primes: p and q;
2. Calculate n=p*q;
3. Randomly choose an integer e, satisfying 1<e<¢ (n), gcd(e, ¢(n))=1. Totient function
¢ (n) denotes the number of positive integers less than n and relatively prime to n.
Here ¢ (n) = (p-1)*(g-1). The public key is (e, n);
4. Calculate d, satisfying ed mod ¢(n) =1, the private key is (d, n);
34.1.2 Encryption Procedure
1. Partition the message m to groups mi, i=1,2,..., |mi|= |n|-1; (|a]| means the length of a
in binary form)
2. Encrypt each group ¢ ; = m; ® mod n.
3. Connect each c; and get the cipher text c.
3.4.1.3 Decryption Procedure
1. Partition ctoc;, i=1,2,..., [ci= |n|-1;
2. Decrypteachc; :m;i=cmodn
3. Connect each m; and recover the plain text m.
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4. EXPERIMENTAL RESULTS

We have used different values for Pr for our experiments. Group size was taken as 5 in all
experiments. The combined image and text watermark used in experiments is shown in
Figure3.

B ey 20
E0UcTE 1o LEVATE

Bharathiar University, Coimbatore, Tamilnadu, India

Figure. 3. Combined image and text watermark used in experiments

Table | shows the accuracy of extracted watermark for image, text and combined image
and text watermarks under tampering attacks when algorithm based on non-vowel ASCII
characters[2] are used. For comparing the accuracy of extracted watermarks, we have taken
five values for Pr as 100,120,140,160 and 180. The graph corresponding to Table I is shown
in Figure 4.

TABLEI. ACCURACY OF EXTRACTED WATERMARK (IMAGE, TEXT AND OVERALL) UNDER
RANDOM TAMPERING ATTACK

Pr Text % In;zge text+image%o

100 96.05 99.66 98.67

120 80.13 99.67 89.71

140 96.16 99.72 98.39

160 97.06 99.66 98.53

180 99.99 100 100
Average 93.88 99.74 97.06
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Figure. 4. Graph Corresponding to Table |

From Table I, we can conclude that average accuracy of extracted textual watermark is
93.88% and that textual watermark is more sensitive to tampering attacks (insertion, deletion
and reordering attacks) than image watermark. Hence the accuracy of text is lesser than
image. But the combined accuracy (average) is 97.06%.

TABLE Il. LENGTH OF TEXT DOCUMENT AND KEY BEFORE AND AFTER COMPRESSION
ltem Length Before Length After
Compression Compression
Text taken 2135 1172
Key 20088 8381

Table 11 shows the length of the text and key before and after compression. The total
length of the original key without compression is 20088. But after applying Huffman coding
for compression, the total length of the key is reduced to 8381.

5. CONCLUSION AND FUTURE SCOPE

Digital Watermarking is an emerging research area for copyright protection and authentication
of electronic documents and media. In this paper, a new watermarking technique is proposed
that uses combined image and text watermark to prove authenticity of a text document. To
enhance efficiency and security, a lossless compression using Huffman Coding as well as an
encryption technique using RSA, are also used. This method proves to be a better way not
only to prove the authenticity of the transmitted documents, but also to resolve conflicts
related to copyright violation. The proposed algorithm is more resistant to random tampering
attacks. Experimental results show that the proposed algorithm is efficient and has better
performance.
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The security of text can be enhanced by using another powerful encryption technique.
The more powerful the encryption algorithm is, then it becomes more difficult for an attacker
to decode the original information. According to the proposed algorithm, the generated
watermark key is long. The disadvantage of a lengthy key is that it will be difficult for the
CA to maintain key and also transfer of key between owner of text and CA will not be easy.
As a future work, some measures other than compression may be considered to reduce the
key length.
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