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Abstract 
 

Wireless Sensor Network (WSN) is a network consists of number of nodes 

with limited sensing computation and communication capabilities. In this type 

of network we are providing security as well as energy-consuming operation is 

maintained. Hence to increase the lifetimeof the network it becomes necessary 

to reduce the number of bits that is been transmitted. One of the widely used 

methods for reducing the datatransmission is data aggregation (clustering). 

The security issues such asdata integrity and confidentiality in data 

aggregationbecome crucial when the WSN is deployed in remote sensing 

areas. Secure data aggregation in WLN is a method toachieve energy-

consumption of battery of a sensor device and data security using 

homomorphic algorithm. In this paper we propose a protocol called SEEDA 

(Secured End to End Data Aggregation)-SUM/AVG for secure data 

aggregationwhich provides end-to-end data security.The protocol SEEDA-

SUM/AVG is used to compute the SUM andAVERAGE at aggregator node. 

 

Key words: Support Secure Data Aggregation, end-to-end privacy, 

homomorphism encryption, Cipher Text, Aggregated data. 

 

 

Introduction 
A Wireless Sensor Network (WSN) is network consists of several sensor nodes which 

are interconnected with each other.This is used in many applications like tracking, fire 

detection and disaster prevention. These sensor networks can be described as a 

collection of sensor nodes that co-ordinates to exchange the data among themselves to 

perform some calculation which required. The WSN consists of nodes from a few to 

several hundreds or even thousands of nodes, where each node is connected to one 

another within a network.Each such node usually consists of a battery, micro 

controller an electronic circuit. The main challenge for a Wireless Sensor Network is 
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to provide security and to minimum the battery consumption. After sensor nodes are 

being deployedin theinterested field,these sensor nodes organize themselvesinto a 

multihop network with the Base Station (BS). Where the base station is central point 

of controller. The sensor nodes and BS areconnected via wireless network. WSNs are 

extensively usedin several application fields such as Health Care Monitoring, 

forestfire detection, Air Pollution Monitoring, tracking and many more. One of the 

majorapplicationsof WSN is to monitor environmental datasensing and to transmit 

that sensed data toBS. Then the BS analyzes the received data which is then used to 

initiatesome specific action. The data analysis carried out by BSin most scenarios is to 

compute SUM and AVERAGE. These computed values arecalled as aggregates and 

the computation of aggregates iscalled as data aggregation. Several data aggregation 

protocol has been processed. Data aggregation is the process of summing up of 

received data from all the sensor nodes in a cluster. The resultant value will be then 

sent to the base station where in, BS aggregates resultant value (SUM/ N).The data 

aggregation can occur either at the BS or at somenode in the network. If aggregation 

is carried out at BS everysensed data is to be transmitted to BS. Upon receiving the 

datafrom all the nodes, BS computes the required aggregate. Thisis a straight forward 

and simple method to aggregate the datawhich is called as All-Node data aggregation 

scheme. In thisapproach the energy consumption increases linearly with theamount of 

transmitted data.  

 

 

Literature Survey 
This section gives brief literature review of how Wireless Sensor Network is been 

implemented using different methodologies by different authors 

     The data aggregation within thenetwork helps in battery consumption of a sensor 

node [8], [2]. In dataaggregation, instead of sending each sensor node’s data to the 

BS,we form a cluster, in which each cluster has a cluster head, which collects all the 

data from its neighboring nodes which are in the cluster. By summing up the data the 

cluster head sends the resultant value to the BS. Then BS aggregates the received 

value from a cluster head.The security issues such as data integrity and confidentiality 

in data aggregation become crucial when the WSN is deployed in remote sensing 

areas.Where sensors are prone tonodefailures and compromises.Secure data 

aggregation protocols are suitable to achieveSecurity in data aggregation. These 

protocols are extensively studied in [9], [6]. Different data aggregation protocols are 

discussedin [9] and they are classified into two types. The first type, hop-byhop 

aggregation protocol. This achieve data aggregation in hopby-hop fashion and they 

are discussed in [7], [10], [11], [3], [5], [12],[13], [14], [15]. In this type of 

aggregation an aggregatorhas to decrypt every received message, then aggregate 

themessages according to its corresponding aggregation function,then finally, encrypt 

the aggregated result before forwardingit to BS and they require intermediate 

aggregator to storekeys for decryption and encryption of data. Also hop-by-hop 

securedata aggregation protocol does not guarantee data confidentialityat data 

aggregator. To overcome this limitation, a secondtype of aggregation protocol called 

end-to-end secure data 
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     Aggregation method is proposed in [16], [4], [17], [18],[19], [20]. These protocols 

perform data aggregation withoutdecryption of the sensor data at aggregator node. In 

our paperwemainly focus on the data aggregation protocol which provides end-to-end 

data security using homomorphic encryption. The secure aggregation methods that 

provide end-to-end data security are discussed in [16], [19], [4], [18]. In [16],in [28] a 

protocol to find the SUM aggregate is explained. In this method, aggregator node is 

required to store secret keys of nodes in its cluster head. Also the detailed energy and 

performance analysis is not discussed. In our paper we propose a protocol for secure 

data aggregation, Secure End-to-End Data Aggregation (SEEDA) protocol.The 

SEEDA-SUM/AVG protocol is used to compute SUM at cluster head and 

AVERAGE at BS. Generally end-to-end aggregation protocols are used to compute 

the aggregates like SUM and AVERAGE. 

 

 

Experimental Setup 
A cluster based private data aggregation (CPDA) protocol is implemented, where 

sensor nodes are distributed randomly into cluster based protocol. The cluster leaders 

are responsible for directly aggregating the data from the cluster members, with the 

communication secured by a shared key between a pair of communicating nodes. 

     Two data encryption method has been employed in CPDA:- 

 

End-to-End encrypted data aggregation 

In this scheme intermediate nodes can aggregate ciphertext directly without 

decrypting the messages. Compare to hop-by-hop one, it can guarantee the end-to-end 

data confidentiality and result in less transmission latency. 

 

Privacy Homomorphism 

In this scheme encryption transformation allows the direct computation on encrypted 

data. The data is encrypted and sent towards the base station, while sensors apply the 

aggregation function on the encrypted data. The base station receives the encrypted 

aggregate result and decrypts it. 

 

Algorithm: 

 

Paillier Cryptosystem: 

 

Homomorphic crypt system algorithm: 

     The Paillier Cryptosystem, named after and invented by Pascal Paillier in 1999, is 

a probabilistic asymmetric algorithm. 

     Step1: Take p and q were p and q are two large prime numbers where, 

     gcd (pq,(p-1)(q-1))->1 

     Step 2: calculate the valuesof n and lambda 

     Where n->pq, lambda -> (lcm(p-1),(q-1)) 

     Step 3: select random integer g  

     Where,  
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     g belongs to z*_{n^2} 

     Step 4: lambda-> LCM (p-1),(q-1))  

     Step 5: nsquare-> n*n 

     mu->(L (g^lambda mod nsquare)) ^ -1 mod n 

     Step 6: where L is L (u)-> u-1/2 

     Step 7:u->g lambda mod nsquare 

     Encryption and decryption: is based on modularization arithmetic 

     Encryption: 

     Step 8: m is a message to be encrypted 

     Step 9: select random r 

     Where  

     r is an integer 

     Step 10: Compute cipher text as  

     C->g^m * r^n mod nsquare 

 

Decryption: 
     Step 11: let c be the cipher text to be Decryption 

     Step 12: Compute the plain text message as  

     m-> L ( c^lambda mod nsquare) * mu mod n 

 

Homomorphic properties: 

A notable feature of the Paillier Cryptosystem is its Homomorphic properties. As the 

Encryption function is additively homomorphic, the following identities can be 

described. 

 

Homomorphic Addition of plain text: 

Step 11: The product of two Cipher texts will Decrypt to the sum of their 

corresponding plain text, 

     D(E(m1,r1) * E(m2,r2) mod nsquare) ->m1+m2 mod n 

     Step 12: The product of a Cipher text with a plain text raising g will Decrypt to the 

sum of the corresponding plain texts. 

     D (E (m1, r1) * g ^ m2 mod nsquare) -> m1+m2 mod n 
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Results 
 

Snap shot 1: Node Application 

 

 
 

 
 

Snap shot 2: Aggregator Formation: 
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Snap Shot 3: Base station: 

 

 
 

 
 

 

Conclusion 
By reviewing the existing data aggregation in the WSN, an adversarial model that can 

be more useful to save the energy of Wireless Sensor Nodes that lead to improve the 

life time of whole networks. An adversarial model for security on Data Aggregation 

its help us to give batter performance compare to existing scheme.  
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