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Abstract

In symmetric key cryptosystem, a single key is used for both encryption and
decryption. It is the most widely used cryptosystem in which the sender and
receiver parties share a single key . In this paper a new symmetric key
cryptosystem is constructed with the help of an arithmetic group of 3- tupples.
Properties of circulant matrix and Galois field of prime order are applied for
the construction of this new cryptosystem.
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Introduction

Cryptosystem:

A cryptosystem is a security mechanism. It eliminates the need to trust the network. It
is based on secrets called keys that are selectively distributed to the computers in a
network and used to process messages. Cryptography enables a recipient to verify that
the message was created by some computer possessing a certain key and this key is
the source of the message , Similarly for a sender, this key become the the destination.
Keys are designed in such a way that it is not computationally feasible to derive them
from the messages they were used to generate. These keys provide a much more
trustworthy means of constraining senders and receivers of the message.

Symmetric Key Cryptosystem:

A symmetric key cryptosystem is a collection of encryption algorithm, all types of
plain texts, secret key, cipher texts and decryption algorithms where the sending and
receiving parties know each other and have disclosed the information about private
keys toeach other.
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Circulant Matrix

A n * n matrix of the following form
di; dxdzadg ... dp
dpndy d2d3 ... ap-1
dpn-1 dpdg do ... Ap-2

dpdzdg ds... A1

is called a circulant matrix.

A circulant matrix has the following properties :
Sum of two circulant matrices is a circulant matrix.
Product of two circulant matrices is a circulant matrix.
Inverse of a circulant matrix is a circulant matrix.

Galois Fields:

If the set F has the finite numbers of elements, the F is called a finite field or a Galois
Field. If F=(F,+,.) is Galois Field , then |F|=p" where p is prime and n is a positive
integer.

Arithmetic Group:

An arithmetic group is a non-empty set G of numbers together with a law of binary
composition which is associative and has an identity element, and such that every
element of G has an inverse.

Abelian Group:
An abelian group is a group whose law of composition is commutative.

Linear Congruence:
A number a is said to be linear congruent to b modulus m if (a-b) is divisible by m.
This is represented as

a= b(mod m)

In this paper, a symmetric key cryptosystem is constructed with the help of a new
arithmetic group.

Properties of circulant matrix and Galois field of prime order are used here.

General Algorithms

Algorithm |
Input: Given a finite abelian group G of order m and Kk is prime to m
Output: a = b=ak«b*
Step I:Let us assume that a“=b*
Step I1: Since a*=b*
=>a‘(bY) =e
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=(ab™)=e
so(@M)k [1]
Also o(@ab™)jo(G)=m  ...... ...... [2]

Since o(ab™)#1, (1)=k is not prime to m, which is a contradiction.
Therefore, a“«b*
This proves the algorithm.

Algorithm 11
Input: Given the expression
aiXg+aoXot.. . +apX,=b(mod m)
Output: The expression has solutions if

d=G.C.D.(a3,a2,a3,....an,m) divides b. (The results are known vide [1] and [2]).

Also the number of solutions=d*m".

Symmetric Cryptosystem Algorithm

The construction of the symmetric cryptosystem is based on the following algorithm

Algorithm 111
Input : Z,°=Z,*Z,*Z,, and
X={(a,b,c,)eZ* : Det(circ(abc)}=a*+b*+c3-3abc= 0(modp)).
Output :An abelian group Gp= Z,° -X

Step I: We have
(a1,b1,¢1)(az,b2,¢2)=(A,B,C) iff circ( a;,bs,ci)circ( az,bz,c)=circ(A,B,C)

Step I1: Let us assume that

( al,bl,cl),( az,bz,Cz),(ag,bg,Cg),..... € Gp,

‘=0(mod p)' be denoted by ‘=0,

Also addition and multiplication mod p be denoted by juxtaposition.

Step I11: Now let us check the properties of a group forG,

1. Closure
(a,b1,¢1).(az,bz,¢2)=(A,B,C)=circ( a1,by,c1)circ(az,b,,cz2)=circ(A B C)

=det circ(a a;,b1,c1)det circ(az,b,,c2)=det circ(A B C)

Hence

det circ(a az,b1,¢1)#0 and det circ(az,b,,c2)#0

=det circ(as,by,c1)det circ(ap,bz,c2)#0 (since Z, is an integral domain, so it
without zero divisors)

=det circ(A B C)=0

=(A,B,C)e G,
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2. Assocativity
[circ( az,by,ca)cire( az,bz,co)circ(as,bs,c3)= circ( az,by,ci)circ( az,bz,c2)circ(as,bs,cs)]
=circ[( ai,bi,c1) . ( azby,c))] circ (as,bs,c3)= circ( ag,bs,ci)circ][ ( azbzcy) .
(83,bs,¢3)]
=[ (a1,b1,¢1)( a2,02,€2)](a3,b3,¢3)= (a1,b1,¢1)[( a2,02,¢2)(a3,03,C3)]

3. Identity
It can be easily shown that (1,0,0) is an identity.

4. Existence of inverse

We have (a,b,c) )e Gp=det circ(a b c)#0
Let (a,b,c)* = (a’,b’,c))
Here circ(a’,b’,¢”)=[circ (a,b,c)]™

5. Commutative : Obviously the product is commutative.
(ag,b1,c1) . (a,b,c) = (a,b,c). (ai,by,c1)
Since G contains all the properties of an abelian group,
So it is established that Gy, is an abelian group.

Counting The Order of The Group
We have
Gp = Zy’~ X 20(Gp)= 0( Z,°) -0(X)=p° ~0(X)  -----noromoon- [3]
Also o(X)= the number of solutions of the congruence a®+b*+c3-3abc= 0(modp)
= the number of solutions of a+b+c=0(mod p)
And o+o’bt+ac =0(mod p), a+ab+a’c =0(mod p)
at+a’b+ac =0(mod p), where « is a primitive root of a3=1(mod p)
=p*+p’+p*-1-p-1+1=3p°-p-1
From (1), o(Gp) =p*-3p*+p+1=(p-1)(p*-2p- 1)

Remarks

The number of solution of a+ b + ¢ = 0 is p?.

The number of solution of o + ab + oc = 0 is p2.

The number of solutions of a + o’b + ac = 0 is p>.

Order of the group G, = o(Gp) = (p - 1)(p®> — 2* p — 1), where p is a prime, there
exists an abelian group of order 3k(9k* — 2).

A symmetric key cryptosystem is obtained by choosing a number prime to o(Gp).

If p; is one of the number prime to o(Gy), the map f : G, —G, given by f (x) = xPt
is an injection. This gives a symmetric key cryptosystem.

Example 1: If from Z;x Z;x Z7, the following triplets are removed, it is a group.
(1) (a,b,c), where a=b=c.
(2) (a,b,c) where a+b+c=0(mod 7).
(3) (a,b,c) where
o+ ab + a’c = 0(mod 7)
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ot+0b + ac = 0(mod 7) where o*=1(mod 7) and « is not congruent to 1 mod 7.

Here a = 2, we proceed to find solutions of the following equations:

o+2b+4¢c=0

o+4b+2¢=0

The solutions for a+2b+4c =0 are (1,3,0), (1,1,1), (3,2,0), (3,0,1), (5,1,0).

These are vectors orthogonal to (1,2,4) in Z;° . However there are more such
vectors.

Our aim is to find all the vectors orthogonal to (1,2,4) in Z;* . We have that if
(1,3,0) is a solution of a +2b+4c =0(mod p), then k(1,3,0), k= 1,2,3,4,5,6 is also a
solution. All solutions are

(1,1,1), (2,2,2), (3,3,3), (4,4,4), (5,5,5), (6,6,6), (1,2,4),

(2,41), (3,6,5), (4,1,2), (5,3,6), (6,5,3), (1,3,0), (2,6,0),

(3,2,0), (4,5,0), (5,1,0), (6,4,0), (1,0,5), (2,0,3), (3,0,1),

(4,0,6), (5,0,4), (6,0,2), (1,4,3), (2,1,6), (3,5,2), (4,2,5),

(5,6,1), (6,3,4), (1,5,6), (2,3,5), (3,1,4), (4,6,3), (5,4,2),

(6,2,1), (1,6,2), (2,5,4), (3,4,6), (4,3,1), (5,2,3), (6,1,5),

0,1,3), (0,2,6), (0,3,2), (0,4,5), (0,5,1), (0,6,4) and (0,0,0).

The base is given by

{(1,1,2), (1,2,4), (1,3,0), (1,0,5), (1,4,3), (1,5,6), (1,6,2), (0,1,3)}

All solutions are obtained by multiplying each solution by 0,1,2,3,4,5,6. There are
in all 49 solutions.

The number of solutions of a+b+c=0 is 7% =49.

The number of solutions of a-+2b+4c=0 is 72 =49.

The number of solutions ofo +4b+2¢=0 is 72 =49.

The order of the group G; = (7 — 1)(7? - 2.7 — 1) = 204.

A symmetric key cryptosystem is obtained by choosing a number prime to 204
(e.g. 13). The map f : G; — G given byf(x) = x*is an injection.

This gives a symmetric key cryptosystem.

Example 2: We consider the following group :

Gi3 = {(a,b,c) € Z13° : detcirc(a,b,c) is not congruent to 0 mod 13 }.

The number of solutions of a+b+c=0 is 13% = 169.

The number of solutions of a +2b+4c=0 is 13° = 169

The number of solutions ofo +4b+2¢=0 is 13% = 169

The order of the group Gz = (13 — 1)(13? — 213 — 1) = 1704.

A symmetric key cryptosystem is obtained by choosing a number prime to 1704
(e.9. 13). The map f : Gi3 — Gusgiven byf(x) = x™* is an injection.

This gives a symmetric key cryptosystem.

Example 3: We consider the following group :
Gig = {(a,b,c) € Z1s* : detcirc(a,b,c) is not congruent to 0 mod 1 }.
The number of solutions of a+b+c=0 is 197 = 361.
The number of solutions of o +2b+4c=0 is 192 = 361.
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The number of solutions ofo +4b+2c=0 is 19% = 361.

The order of the group Gig = (19 — 1)(19° — 2.19 — 1) = 5796.

A symmetric key cryptosystem is obtained by choosing a number prime to 5796
(e.9. 13). The map f : G1g — Giegiven byf(x) = x** is an injection.

This gives a symmetric key cryptosystem.

Conclusion

A new symmetric key cryptosystem is constructed with the help of an arithmetic
group of 3- tupples. Properties of circulant matrix and Galois field of prime order are
applied for the construction of this new cryptosystem. It can be made more complex
by extending the group to the arithmetic group of n-tupples.
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