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Abstract

Mobile ad hoc networks (MANETS) are collections of wireless mobile devices
with restricted broadcast range and resources, and no fixed infrastructure.
Communication is achieved by relaying data along appropriate routes that are
dynamically discovered and maintained through collaboration between the
nodes. Discovery of such routes is a major task, both from efficiency and from
a security point of view. A novel route discovery algorithm called second
route was also proposed, together with a claimed security proof within the
same model. In this paper we show that the security proof for the route
discovery algorithm second route is flawed, and that moreover this algorithm
is vulnerable to a hidden STAR attack. We also analyze the security
framework that was used for route discovery, and argue that compos ability is
an essential feature for ubiquitous applications. We conclude by discussing
some of the major security challenges for route discovery in MANETS.
Recently, a security model tailored to the specific requirements of MANETS
was on second route strategy.

Index Terms: Traffic matrix, Routing table, hidden traffic.

Introduction

In the next generation of wireless communication systems, there will be a need for the
rapid deployment of independent mobile users. Significant examples include
establishing survivable, efficient, dynamic communication for emergency/rescue
operations, disaster relief efforts, and military networks. Such network scenarios
cannot rely on centralized and organized connectivity, and can be conceived as
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applications of Mobile Ad Hoc Networks. A MANET is an autonomous collection of
mobile users that communicate over relatively bandwidth constrained wireless links.
Since the nodes are mobile, the network topology may change rapidly and
unpredictably over time. The network is decentralized, where all network activity
including discovering the topology and delivering message must be executed by the
nodes themselves, i.e., routing functionality will be incorporated into mobile nodes.

The set of applications for MANETSs is diverse, ranging from small, static
networks that are constrained by power sources, to large-scale, mobile, highly
dynamic networks. The design of network protocols for these networks is a complex
issue. Regardless of the application, MANETS need efficient distributed algorithms to
determine network organization, link scheduling, and routing[4]. However,
determining viable routing paths and delivering messages in a decentralized
environment where network topology fluctuates is not a well-defined problem. While
the shortest path (based on a given cost function) from a source to a destination in a
static network is usually the optimal route, this idea is not easily extended to
MANETS. Factors such as variable wireless link quality, propagation path loss,
fading, multiuser interference, power expended, and topological changes, become
relevant issues. The network should be able to adaptively alter the routing paths to
alleviate any of these effects. Moreover, in a military environment, preservation of
security, latency, reliability, intentional jamming, and recovery from failure are
significant concerns. Military networks are designed to maintain a low probability of
intercept and/or a low probability of detection. Hence, nodes prefer to radiate as little
power as necessary and transmit as infrequently as possible, thus decreasing the
probability of detection or interception. A lapse in any of these requirements may
degrade the performance and dependability of the network. An ad-hoc network is a
collection of wireless mobile hosts forming a temporary network without the aid of
any stand-alone infrastructure or centralized administration. MANETSs are self-
organizing and self re-configuring multi hop wireless networks where, the structure of
the network changes dynamically. This is mainly due to the mobility of the nodes.
Nodes in these networks utilize the same random access wireless channel, cooperating
in a friendly manner to engaging themselves in multi hop forwarding[17]. The nodes
in the network not only act as hosts but also as routers that route data to/from other
nodes in network.

In mobile ad-hoc networks where there is no infrastructure support as is the case
with wireless networks, and since a destination node might be out of range of a source
node transmitting packets; a routing procedure is always needed to find a path so as to
forward the packets appropriately between the source and the destination. Within a
cell, a base station can reach all mobile nodes without routing via broadcast in
common wireless networks. In the case of ad-hoc networks, each node must be able to
forward data for other nodes. This creates additional problems along with the
problems of dynamic topology which is unpredictable connectivity changes[7].

MANETS rely on wireless transmission, a secured way of message transmission is
important to protect the privacy of the data. An insecure ad-hoc network at the edge of
an existing communication infrastructure may potentially cause the entire network to
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become vulnerable to security breaches. In mobile ad hoc networks, there is no central
administration to take care of detection and prevention of anomalies.

Mobile devices identities or their intentions cannot be predetermined or verified.
Therefore nodes have to cooperate for the integrity of the operation of the network.
However, nodes may refuse to cooperate by not forwarding packets for others for
selfish reasons and not want to exhaust their resources. Various other factors make the
task of secure communication in ad hoc wireless networks difficult include the
mobility of the nodes, a promiscuous mode of operation, limited processing power,
and limited availability of resources such as battery power, bandwidth and memory.
Therefore nodes have to cooperate for the integrity of the operation of the
network[11]. Nodes may refuse to cooperate by not forwarding packets for others for
selfish reasons and not want to exhaust their resources.

In ad hoc networks devices (also called nodes) act both as computers and routers.
Most routing protocols lead nodes to exchange network topology information in order
to establish communication routes. This information is sensitive and may become a
target for malicious adversaries who intend to attack the network or the applications
running on it.

There are two sources of threats to routing protocols. The first comes from external
attackers. By injecting erroneous routing information, replaying old routing
information, or distorting routing information, an attacker could successfully partition
a network or introduce a traffic overload by causing retransmission and inefficient
routing[14]. The second and more severe kind of threat comes from compromised
nodes, which might (i) misuse routing information to other nodes or (ii) act on
applicative data in order to induce service failures.

The provision of systematic approaches to evaluate the impact of such threats on
particular routing protocols remains an open challenge today. Attacks on ad hoc are
classified into non disruptive passive attacks and disruptive active attacks[10]. The
active attacks are further classified into internal attacks and external attacks are
carried out by nodes that do not belong to network and can be prevented by firewalls
and encryption techniques. Internal attacks are from internal nodes which are actually
authorized nodes and part of the network hence it is difficult to identify.

In the next generation of wireless communication systems, there will be a need for
the rapid deployment of independent mobile users. Significant examples include
establishing survivable, efficient, dynamic communication for emergency/rescue
operations, disaster relief efforts, and military networks. Such network scenarios
cannot rely on centralized and organized connectivity, and can be conceived as
applications of Mobile Ad Hoc Networks. A MANET is an autonomous collection of
mobile users that communicate over relatively bandwidth constrained wireless
links[19]. Since the nodes are mobile, the network topology may change rapidly and
unpredictably over time. The network is decentralized, where all network activity
including discovering the topology and delivering messages must be executed by the
nodes themselves, i.e., routing functionality will be incorporated into mobile nodes.

The set of applications for MANETSs is diverse, ranging from small, static
networks that are constrained by power sources, to large-scale, mobile, highly
dynamic networks[1]. The design of network protocols for these networks is a
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complex issue. Regardless of the application, MANETS need efficient distributed
algorithms to determine network organization, link scheduling, and routing. However,
determining viable routing paths and delivering messages in a decentralized
environment where network topology fluctuates is not a well-defined problem. While
the shortest path (based on a given cost function) from a source to a destination in a
static network is usually the optimal route, this idea is not easily extended to
MANETS. Factors such as variable wireless link quality, propagation path loss,
fading, multiuser interference, power expended, and topological changes, become
relevant issues. The network should be able to adaptively alter the routing paths to
alleviate any of these effects[9]. Moreover, in a military environment, preservation of
security, latency, reliability, intentional jamming, and recovery from failure are
significant concerns. Military networks are designed to maintain a low probability of
intercept and/or a low probability of detection. Hence, nodes prefer to radiate as little
power as necessary and transmit as infrequently as possible, thus decreasing the
probability of detection or interception. A lapse in any of these requirements may
degrade the performance and dependability of the network.

Proposed Scheme

In STAR system every captured packet is treated as an as an evidence supporting a
point-to-point (one-hop) transmission between the sender and the receiver. Statistical
traffic analysis intends to discover sensitive information from the statistical
characteristics of the network traffic, for example, the traffic volume. The adversaries
usually do not change the network behavior (such as injecting or modifying packets).
The only thing they do is to quietly collect traffic information and perform statistical
calculations[10]. Here an attacker finds himself to be on an anonymous path to the
targeted destination, he increments the shared counter for its predecessor node in this
path.

Number of techniques has been proposed based on packet encryption to protect the
communication in MANETSs, Still MANETS are vulnerable to certain statistical traffic
analysis attacks. Thus present a Novel statistical traffic pattern discovery system
(STARS). STARS functioning based on stastical characteristics of captured raw
traffic. STARS discover the relationships of source to destination communication.
Studies conclude STARS achieve good accuraccy in hidden traffic pattern
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Figure 1: Flow diagram
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STAR is a complete disclosure attack. It is apassive attack. It is hard to identify is
the attack happen or not. STAR will completely monitor etair traffic and capture path
of data flow.STAR is a complte target tracking mechanisam.It is a type of location
disclosure attack.One way can say as external attack beacause it never effect any

nodes.
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Modules
1.Topology Formation
2.Attacker Model
3.STAR
4 Traffic Protector

1.Topology Formation

Initially we are placing nodes in the network and we choose a source and destination.
If the source has no route to the destination, then source A initiates the route
discovery in an on-demand fashion. After generating RREQ, node looks up its own
neighbor table to find if it has any closer neighbor node toward the destination
node[21]. If a closer neighbor node is available, the RREQ packet is forwarded to that
node. If no closer neighbor node is the RREQ packet is flooded to all neighbor nodes.

Figure 2: Topology Formation

When destinations receive the RREQ, it will generate RREP and it will send the
same path. Finally we establish the route for data traffic.

2. Attacker Model

Here STARS including the attacker node which one monitors all the possible traffic
patterns in the whole network. This attack is known as disclosure attack. Attackers
only need to collect information and perform analysis quietly without changing the
network behavior (such as injecting or modifying packets).

Figure 3: Attacker Model
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3. STAR

STAR is the technique will create source/destination probability distribution for each
and every node to be a message source and destination and the end-to-end link
probability distribution(the probability for each node to be an end-to-end
communication pair).

Traffic Pattern Discovery Source/Destination Probability Distribution:
The ability of STARS to identify the source and destination by calculating the
source/destination probability distribution. The source probability distribution of (S1)
and the destination probability distribution of (S2), are derived and the node with
highest probability to be the destination, which match the simulation setup.

4.Traffic Protector

In this module, first it uses the captured traffic to construct a sequence of point-to-
point traffic matrices and then derives the end-to-end traffic matrix. Second, further
analyzing the end-to-end traffic matrix, it calculates the probability for each node to
be a source/destination (the source/destination probability distribution) and that for
each pair of node to be an end-to-end communication link (the end-to-end link
probability distribution). Finally it will hide the traffic pattern between actual source
and destination from disclosure nodes.

Figure 4: Traffic Matrices Construction

Point-to-Point Traffic Matrix

With the captured point-to-point (one-hop) traffic in a certain period T , we first need
to build point-to-point traffic matrices such that each traffic matrix only contains
independent packets. Thus packets captured at different time could be the same packet
appearing at different locations, such as the two packets sent by node 1 and node 2
consecutively, so they are “dependent” on each other. To avoid a single point-to-point
traffic matrix from containing two dependent packets, we apply a “time slicing”
technique. Let the traffic matrix be We, which is an N _ N one-hop traffic relation
matrix. The length of each time interval is determined by two criteria: 1) A node can
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be either a sender or a receiver within this time interval. But it cannot be both. 2) Each
traffic matrix must correctly represent the one-hop transmission during the
corresponding time interval.

In this way, the construction of matrices Wj 1°1/4

OWi; Wa; . .. ; Wk b will automatically involve mobility in the traffic matrices
constructions.

That said, for the example given we could derive it as:

2 0 1 0 3 2 00 0 3
wW 0O 0 O : WO0:5 0 05:;
1 %*0 0 05 2 % 00 0 5

End-to-End Traffic Matrix
Given a sequence of point-to-point traffic matrices our goal is to derive the end-to-end
traffic matrix.

Algorithm 1.

1. RYaW;

2. fore%1ltoK 1do

R ¥ gOR; Wep1P p Wep1

3: end for

4: return R

In this algorithm, each update to R (line 3) includes the multi-hop traffic derivation
function.

Simulation Results

Simulating is a process of designing a model of a real system and conducting
experiments with this model for the purpose of understanding the behavior of the
system and/or evaluating various strategies for the operation of the system. Simulation
is widely-used in system modeling for applications ranging from engineering
research, business analysis, manufacturing planning, and biological science
experimentation, just to name a few. Compared to analytical modeling, simulation
usually requires less abstraction in the model (i.e., fewer simplifying assumptions)
since almost every possible detail of the specifications of the system can be put into
the simulation model to best describe the actual system. When the system is rather
large and complex, a straightforward mathematical formulation may not be feasible.
In this case, the simulation approach is usually preferred to the analytical approach.

In common with analytical modeling, simulation modeling may leave out some
details, since too many details may result in an unmanageable simulation and
substantial computation effort. It is important to carefully consider a measure under
consideration and not to include irrelevant detail into the simulation.
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The following snap shots represent how nodes are created and data are transmitted
with attacker node in (i) and(ii) and data transmission after the path is hidden in(iii)
and (iv).
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Conclusion

Source hiding technique was a type of traffic security method. In this system each
point acts as source and destination. This was a form of originating point to point
traffic. Thus a complete end to end anonymity will form. All this security is provided
before the traffic will form. Thus prevention better than cure will come in practical. In
STAR disclosure attack entire traffic path is captured. Source and destination have no
idea about attack. This is a type of passive attack. Such a disclosure attack completely
avoided through this source hiding security technique.
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