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Abstract

In an era of communication technology, mobile devices such as smart phones and
tablets being smaller and powerful performs wide range of applications, as a
result many users stores personal information and business data such as email
addresses, contact numbers, credit card access numbers etc. As the functionality
of mobile devices increases, there is a greater need to protect the data from
unauthorized access and threats. User authentication is an essential security
measure for protecting the information from unauthorized access. We proposed a
framework for establishing a reliable authentication mechanism through
implementing an Iris biometric user authentication. Experimental results are
presented to validate this framework using iris, and the results show that the
proposed system can be deployed on mobile phones to significantly reduce the
false rates of a single biometric system. The proposed solution is implemented as
an Android application.
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Introduction

Mobile device such as smart phones and tablets are given rise to many applications
such as mobile banking, email, contactless payment, mobile marketing, social
networking, financial services, healthcare services, corporate applications, and many
others etc. This evolution of functionality increases serious threats to information
security and user privacy. It is necessary to ensure the security to the data and
information stored in the Mobile Devices. Authentication for mobile device provides
increase security beyond secret-knowledge techniques, transparent authentication
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which authenticates the user continuously/periodically throughout the day in order to
maintain confidence in the identity of the user [3]. Identifying people and protecting
access or privileges to specific resources are among current needs of modern society.
Person identification security practices have involved the use of three authentication
methods:

Knowledge-based: Something you know, which typically relies on a
memorized password or a PIN. What a person knows, for example, a password
or personal identification number

Object-based: Something you have or possess, which relies on a physical
possession such as tokens, credit card.

Identity-based: Something you are, i.e. biometrics, which relies on the
uniqueness of physical or behaviour characteristics of a person such as
fingerprint, facial features, iris, or voice to identify individuals.
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Figure 1: Iris images

Biometric verification has proven to be effective in verifying a person’s identity
without the possibility of forgetting a password. By adding strong security to mobile
phones using unique individual features, biometrics on mobile phones will facilitate
trustworthy electronic methods for commerce, financial transactions and medical
services. Biometric systems are used for two purposes [1].

Verification: This is a process of confirming identity of any person by
comparing the input data with ones existing in database. This is 1:1
authentication method. One is to verify that the user is genuine by comparing
the acquired biometric trait with the one stored for that user.

Identification: In this case we are matching the input data with all samples in
the database with a view to retrieving the data related for the person. This
system represents the 1: N authentication model. The other purpose the
biometrics are used is to identify a user in which case the acquired biometric
trait is compared with a collection of the same traits from multiple users [2].

Biometric systems on Mobile devices is that the entire biometric system resides on
the mobile device as a standalone system and it serves the purpose of preventing
unauthorized access to mobile device personal information and business data. The
physical characteristics of a person like finger prints, hand geometry, face, voice and
iris are known as biometrics. Each biometric trait has its strengths and weaknesses.
Except few from these traits, more number of biometric traits could be implemented
on Mobile devices. Comparing all those traits, iris recognition is considered as the
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best trait used for authentication in Mobile devices. Figure 1 represents iris images.
Since iris patterns are unique in nature with high accuracy and robustness. Generally,
several key factors should be considered when implementing such biometrics within
Mobile devices. These factors will include user preference, accuracy and the
intrusiveness of the application process. Table 1 illustrates the factors of biometric
traits.

Table 1: Illustrates How These Factors Vary For Different Types of Biometrics

Attributes

Vs - . - . .

Security Fingerprint Voice Face Iris Gait

Solutions

Types of Image Voice Image Image Image

Biometric based based based based based
Fingerprint Anystandard | Digital Digital Digital

Required sensor

Hardware [ hardware telephone camera camera camera
Cleanliness and Ages and o Usage of reading
the pressure of b_ehave our | Lighting, glasses, sun Dr_un_kenness
the fingers like weather, and glasses_, :_;md Injuries
Affecting Severe inju}y of Cold& mood | coverage  off health issue with | Speed of
Factors fingers Surrounding | the face. eye scan affect walking
noise/sound Iris recognition
Accuracy Higher Medium Medium Very High .
S’:tce‘;ess ‘(’Sgog?o% (N/A) High(69%) | (Upto96%) Medium
Input voice Holding

The quality of
fingerprint

Capturing the iris | Acceleromete

quality and | Facial image image may need | rs in different

users

speech | quality

Limitations | images patterns some practice. pla(;e_s and
positions

Ease of Use | High High Medium Low Low

Cost Low Low Low High High

This paper describes an approach to adapt iris recognition for resource-constrained
mobile phones by reducing its computational complexity. Until now, iris recognition
has been used in many fields. Recently, there have been attempts to adopt iris
recognition technology for the security of mobile phones. Due to its complex texture,
the iris has great potential as a biometric recognition modality. Iris Recognition has
proved to be a reliable and nearly perfect biometric authentication technique. For
more than 15 years now, researchers have developed a large number of different
methods for IR which showed excellent performance. However, in a less constrained
environment, such as capture by a low resolution camera of a mobile phone or PDA,
or capture at a distance from a fixed surveillance camera, obtaining the image of an
iris (which has a diameter of approximately 1 cm) of appropriate quality. The
accuracy of iris recognition systems is proven to be much higher compared to other
types of biometric systems like fingerprint, hand geometry, face, voice etc.
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Related Works

Iris recognition in mobile devices is used to authenticate the users of the mobile
device, by restricting the unauthorised access to the mobile device. Various
approaches have been proposed by different authors for iris authentication in mobile
devices based on their characteristics. Some of them are discussed below.

D. Cho et al considering the limited computing power of mobile devices, a
new pre-processing method for iris localization is proposed. This uses the
information of the pupil and iris along with its characteristics of the eye
image. Experiment results shows that the proposed iris pre-processing method
is performing well and stable across different iris databases.

K.R. Park et al based on corneal specular reflections for real-time pupil and
iris detection method appropriate for mobile phones. Experimental results
show a consequent accuracy of iris authentication.

Stan Kurkovsky et al proposed an approach to adapt iris recognition for
resource-constrained mobile phones by reducing its computational
complexity. Experimental results indicate adequate run time and quality of
recognition that is comparable to other, more complex iris recognition systems
developed for mobile devices with less EER rate.

Jin-Suk Kang analysed with a pre-processing method with noise detection in
mobile device environment and provided good foundation towards developing
an accurate portable Iris Recognition System. Classification accuracy is
achieved by minimizing the false positive rate.

Qian Tao and Raymond Veldhuis use fusion, illumination, registration,
verification. It produces face detection and registrations are still most time-
consuming part, where, illumination normalization and verification
components that are extremely fast.

Kremi¢, Emir and Abdulhamit Subasi proposed a method in which PCA and

Euclidean Distance are used this improves the security for mobile device
authentication.

Iris authentication in mobile devices using different techniques and metrics is
listed below. Table 2 summarizes the significant literatures reviewed for iris
authentication in mobile devices.

Table 2: Literature Review on iris authentication in mobile devices

EI('). Year | Author ;I;()ecuhsr;lc?ue {\J/ISe;tglcs Observations
D. Cho, Threshold Pixel The information of  the
K.R. Park, based Difference |[pupil, iris and the
D.W. Rhee, |binarization, characteristics of the eye
1 2006 |Y. Kim, Circular images used to improve
J. Yang edge iris recognition
detection, performance.
Hough
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Transform
K.R. Park, |On/off dual| False Proposed a real-time
H. Park, illuminator | accept rate| pupil  and iris detection
B.J. Kang, |scheme, (FAR), method  appropriate for
5 12008 E.C. Lee, Ada  Boost| False reject mobile phones. B_ut ha}ve
D.S.Jeong |eye rate (FRR), to reduce processing time
detector. Equal and to restore optical and
error rate| motion blurred iris
(EER) images.
Stan Circular False Adapt iris recognition for
Kurkovsky, | Hough accept rate| resource-constrained
Tommy transform, (FAR), mobile phones. It has less
Carpenter, | Gabor False reject computational
Caleb Filter, rate (FRR), complexity for
3 12010 | MacDonald |Hamming Receiver implementing high
Distance. Operating accuracy iris recognition
curve system.
(ROC)
Equal Error
Rate (EER)
Jin-Suk Fixed focal| Pupil Performance measured
Kang length, Detection onlyusingun-sharp
Gaussian Rate, Iris| masking  algorithms. Not
4 |2010 smoothing, | Detection suitable for auto-focusing
BCH Rate, False[ cameras in mobile
encoding Alarm Rate devices.
function
Qian Tao Haar False Face detection  and
and Features, acceptance registration are still most
Raymond Adaboost, rate (FAR) time-consuming part,
Veldhuis cascaded : False| where, illumination
5 2010 o L .
classifier rejection normalization and
rate
(FRR) verification ~ components
that are  extremely
complex.
Kremic¢, Principle Accuracy, Improves the  security of
Emir, Component | Euclid mobile devices  with
6 2011 |and Analysis & | distance authorization and
Abdulhamit | Euclidean measure authentication in real
Subasi. Distance time on Android Devices.
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Iris Recognition Methodology

The ultimate aim of the proposed approach is to improve the overall authentication
performance of mobile device security by using iris image and acquire better results
than previous methods. The block diagram for the iris methodology is shown in
Figure 2. In general, the process of iris recognition system consists of: Image
acquisition, Image Pre-processing, Feature extraction and matching [5].

Image Acquisition

Image
Pre-processing

A 4
Iris localization

\4
Iris Normalization and
Enhancement

v

Feature Extraction

A 4
Template Matching

Figure 2: Iris Recognition

Image Acquisition

A biometric authentication system for a mobile phone will be used primarily in a
verification mode when a biometric sample of the person trying to turn on or log in to
the device is compared to that of a single rightful owner. With the integration of
digital cameras that could acquire images at increasingly high resolution and the
increase of cell phone computing power, mobile phones have evolved into networked
personal image capture devices. The database used in the experiment was collected by
the authors using a mobile phone equipped with 8 mega pixel photo camera. The
motivation in collecting such a dataset is that there is no known publicly available iris
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dataset acquired with the standard camera of a mobile phone. This dataset is called
MSGP_ Mobile Iris Database (MSGP_MID) and consists of 240 RGB colour images
captured from 50 individuals enrolled using both eyes with 2 images/eye. The
dimension of the images is 300 by 150 pixels and the iris diameter is around 100
pixels. The proposed solution is implemented here as an Android application. Its
performances are evaluated on an own real time MSGP_ Mobile Iris Database. The
obtained experimental results indicate that the proposed method can be effectively
employed to authenticate mobile phones users.

Image pre-processing

A high quality image of the iris has to be captured in order for the iris recognition
system to work efficiently. The acquired image of the iris must have sufficient
resolution and sharpness to support recognition. Besides, the acquired image also
contains irrelevant parts (e. eyelid, eyelash, pupil, etc.) should be removed. For the
purpose of analysis, the original image needs to be pre-processed. Iris image Pre-
processing includes three stages, they are segmentation, normalization and contrast
enhancement [6].

Iris localization

An eye image contains not only the iris region but also some parts that need to be
separated from iris, such as the pupil, eyelids, and sclera. For this reason, at the first
step, segmentation should be done to localize and extract the iris region from the eye
image. Iris localization is the detection of the iris area between pupil and sclera. So
it’s needed to detect the upper and lower boundaries of the iris and determine its inner
and outer circles. The first step in iris localization is to detect the outer radius of iris
patterns [4]. The centre of iris can be used to detect pupil which is the black circular
part surrounded by iris tissues. Because of the felicitous circular geometry of the iris
the task of localizing the inner and outer boundary of the iris can be accomplished for
a raw input image I(x,y) by searching over the image domain (x,y) for the maximum
in the blurred partial derivative, with respect to the increasing radius r, of the
normalized contour integral of I(x,y) along a circular arc ds of radius r and center
coordinates (x0, y0). Daugman (2002) proposed integro-differential operator to detect
the centre and diameter of the iris and used the differential operators to detect the
pupil. That is,
The Integro-Differential Operator is defined by the above equation

=G (r)*d [° Mds 1
MAX (1, x,,) %0 b o .

o

Where I(x,y) is the Eye image, r is the radius, G_o (r) is a Gaussian Smoothing
function, and s is the contour of the circle given by (r,x_0y 0). The operator searches
for the circle path where there is maximum change in the pixel values by varying the
radius and center x and y position of the circular contour. The integro differential
operator is applied iteratively with the amount of smoothing progressively
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reduced in order to attain precise localization and also eyelids are localized with the
path of contour integration changed from circular to an arc.

Iris Normalization

The irises captured from the different people have different sizes. The size of the
irises from the same eye may change due to illumination variations, distance from the
camera, or other factors. At the same time, the iris and the pupil are non-concentric.
These factors may affect the result of iris matching. In order to avoid these factors and
achieve more accurate recognition, the normalization of iris images is implemented
[7].

The homogenous rubber sheet model developed by Daugman remaps each point
within the iris region to a pair coordinates (r,0) where r is in the interval from 0 to 1
and 0 is angle in the interval from 0 to 2w. The remapping of the iris region from (Xx,y)

Cartesian coordinates to the normalized non-concentric polar representation is
modelled as given by the equations 2, 3, and 4

1(x(1,0),y(r,0))=I(r,0) (2)
x(r,0)=(1-r) x_p (0)+rx_1(0) 3
y(©,0)=(1-r) y_p (6)*ry_1 (8) 4)

Where I(x,y) is defined as the iris image, (x,y) are the original Cartesian
coordinates, (r,0) are the corresponding normalized polar coordinates, and the
coordinates of the pupil and the iris boundaries along the 0 direction as shown in
Figure 3.

eelie——— O

Figure 3: Rubber Sheet Model

This model takes into account Pupil dilation and size inconsistencies in order to
produce a normalized representation with constant dimensions. The Iris region is
modelled as a flexible rubber sheet anchored at the Iris boundary with the Pupil centre
as the reference point. The segmented Iris image is normalized to a size60«230. Then
the normalized image is given for enhancement. The normalized iris image obtained
may not have uniform brightness due to position of light sources and also has low
contrast. This may affect the subsequent processing in feature extraction and
matching. Thus by enhancing the image by means of histogram equalization each of
32x32 regions produces compensation for the non-uniform illumination, as well as
improves the contrast of the image. The enhancement process is done to make iris
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visible clearly and to extract features from it. The histogram is produced for the iris
image, which gives the detail of the dark and brighter part of the image. This is given
for histogram equalization, where darker image pixels will be further darker and
brighter image pixels becomes much brighter with a threshold value. This enhanced
image is given for iris segmentation [8].

Proposed Methodology - Feature Extraction

Feature extraction is a special form of dimensionality reduction and contains more
information about the original image. The input data which is to be processed is
transformed into a reduced representation set of features. In order to recognize the
individuals accurately, the most discriminating features that present in the region must
be extracted. The significant features of the iris must be encoded so that comparisons
between templates can be made. Iris provides abundant texture information. A feature
vector is formed which consists of the ordered sequence of features extracted from the
various representation of the iris images. Feature extraction identifies the most
prominent features for classification [9].

A feature vector is formed which consists of the ordered sequence of features
extracted from the various representation of the iris images. Some of the features are x-
y coordinates, radius, shape and size of the pupil, intensity values, orientation of the
pupil ellipse and ratio between average intensity of two pupils. The pseudo code for
the proposed methodology is given in Figure 4.

Input: Eye image.
Output:A unique feature vector represents the input eye image.

Step 1: Eye image acquisition.

Step 2: Iris localization.

Step 3: Iris normalization.

Step 4: Feature vector extraction using Zero crossing based 1-D wavelet.
Step 5: Feature vector reduction using PCA.

Step 6: Apply the pattern matching technique SVM with ED,

{

if the pattern exists in the iris DB:

Output the matching result (Authenticate the user)
else
enroll the feature vector in the iris DB.

}
Step 7: End.

Figure 4: Pseudo Code - Proposed Methodology
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The features are encoded to a format suitable for recognition. Feature extraction
can be carried out using the following algorithms:

Zero crossing based 1-D wavelet
Colour Based Feature Extraction
Principle Component Analysis

Zero Crossing Feature Extraction

This method represents features of the iris at different resolution levels based on the
wavelet transform zero-crossing. The algorithm is translation, rotation and scale
invariant. The input images are processed to obtain a set of 1D signals and its zero
crossing representation based on its dyadic wavelet transform. The wavelet function is
the first derivative of the cubic spline. The centre and diameter of the iris is calculated
from the edge-detected image. The virtual circles are constructed from the center and
stored as circular buffers. The information extracted from any of the virtual circles is
normalised to have same number of data points and a zero crossing representation is
generated. The representation is periodic and independent from the starting point on
iris virtual circles. These are stored in the database as iris signatures. The dissimilarity
between the irises of the same eye images was smaller compared to the eye images of
different eyes. The advantage of this function is that the amount of computation is
reduced since the amount of zero crossings is less than the number of data points [10].
2 62

Al = Wl(x’y) 7+ a—yzf(xf)’) (5)

Colour Based Feature Extraction

Feature extraction using colour based information of iris gives the coloursaturation
values which is different for each person™ s when detected absolutely. Here, Colour
spaces used in Iris colour segmentation include YCbCr, HSV and RGB. Iris Colour
Image is initially in RGB colour space then they are converted into HSV colour space
and mean, standard deviation and variance are calculated. In this work, HSV (hue,
saturation and value) colour representation is taken because it is compatible with
human colour perception and it is obtained by the non-linear transformation of
fundamental RGB colour space. Here use the cone representation of HSV colour
space, where H, S and V are all normalised in the range [0,1]. The H and S
components represent the chromatic information, while V represents the luminance
information. This information is taken as a colour features taken with edge based
features taken using Zero Crossing feature extraction given for the iris detection [11]
.The R, G, B values are divided by 255 to change the range from 0.255 to 0.1:

R' = R/255
G' = G/255
B' = B/255

Cmax = max(R, G, B) (6)

Cmin = min(R, G, B) (7)



A Improved PCA Basedzero Crossing Feature Extraction For Real- et.al. 20361
A=Cmax - Cmin

(60° X (% mod6 ) ,Cmax = R (8

Hue calculation:H={ T , 9
60°X(¥+ 2),cmax=G ©)

L 60°X(¥+ 4),Cmax =B

Saturation calculation:

0,A=0
= A
5= A< (18
Cmax
Value calculation:
V = Cmax (11)

Then for the convertion of RGB to YCbCr, YCbCr is an encoded nonlinear RGB
signal used for image compression work. Colour is represented by luma computed
from nonlinear RGB. RGB components convert to YCbCr by Equation:

Y = 0.299R + 0.587G + 0.114B
Cb = —0.169R — 0.332G + 0.500B
Cr = 0.500R — 0.419G— 0.081B

By obtained values for Y, Cb and Cr the YCbCr image is formed. And the best
threshold result were found by using following rule for detecting the Iris pixels are:

I35 < U< 145
100 < LU <110
140 < U1 < 150

The YCDbCr colour space is obtained by multiplying the RGB region with some
constant values. The constant values are given above and the threshold values for
each colour space are also specified. The feature values in different colour space vary
according to the image, so in order to extract the feature values the colour
transformation is performed.

Principle Component Analysis

Principal Component Analysis is a linear transformation and it is used to identify the
patterns in the phase information obtained from the dyadic wavelet transform with
colour based approach encoded data. Computation of PCA involves subtracting the
mean from the given data, calculating the covariant matrix, calculating the
eigenvectors and eigenvalues of the covariance matrix and finally the transpose of
feature vector formed from eigenvectors are multiplied to the left of the original data
set transposed. Principal components analysis searches for k n-dimensional orthogonal
vectors that can best be used to represent the data, where k < n. The
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?ri%inal data are thus projected onto a much smaller space, resulting in data reduction
12].

Given a set of data, PCA finds the linear lower-dimensional representation of the
data such that the variance of the reconstructed data is preserved. Using a system of
feature reduction based on a combined principle component analysis on the feature
vectors that calculated from the wavelets limiting the feature vectors to the
component selected by the PCA should lead to an efficient classification algorithm
utilizing supervised approach. Therefore, the feature extraction process was carried
out through two steps: firstly the wavelet coefficients were extracted by the dyadic
wavelet transform with colour based approach and then the essential coefficients have
been selected by the PCA. Figure 5 illustrates the flow of the proposed work.

Teis Tasage Mobile Device

Capture Camers — Iris Imaxe Acyuistion

|
x

Iris Image Preprocessiog

i

Foature Extraction Using Zero
crossing based 1-D wavelet

l

Featurc Reduction Using PCA

l

Fattern Matching Using
S\VALED

|

’ T—

!

Accept or Reject
(Authentication)

2
—f< _/] .

DB

Figure 5: Flow Chart - Proposed Methodology

The obtained features dimensionality were further reduced by using principle
component analysis (PCA), which drastically reduces the size of the iris database
images and then improves the performance of the system. It minimizes the processing
time and improves the accuracy in matching process by selecting the relevant
features. So, the main idea behind using PCA in our approach is to reduce the
dimensionality of the wavelet coefficients. This leads to more efficient and accurate
classifier SVM with Euclidean Distance is used. This system show better result
compared to other approaches. PCA effectively reduces the number of features and
displays the data set in a low dimensional subspace [13]. The pseudo code for the
PCA feature reduction is given in Figure 6.
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Step 1: Get normalized data from the iris regions. 2-D iris image is represented as
1-D Vector by concatenating each row (or Column) into a long vector

Step 2: Subtract the mean image from each image

vector. Step 3: Calculate the covariance matrix.

Step 4: Calculate the eigenvectors and eigenvalues of the covariance matrix.
Step 5: The eigenvectors are sorted from high to low according to their

corresponding Eigenvalues. Choose components and forming a feature vector
Step 6: Deriving the new data set.

Figure 6: Pseudo code - PCA

Template Matching

Matching of an image to authenticate via identification (one-to-many template
matching) or verification (one-to-one template matching), a template created by
imaging the iris is compared to a stored value template in a database For the purpose
of classification support vector machine was used as a main classifier while Euclidean
Distance was used as a secondary classifier. The result of applying same feature for
both the classifier (SVM and Euclidean Distance) has better recognition accuracy than
using a single method.

The template matching compares the user template with the template from
database using a matching metric. The matching metric compares similarity between
two iris templates. When any iris comes into the system extract the important feature
of that iris using zero crossing. These features are used for training and testing of the
SVM. If correct classification is not done by SVM then Euclidean distance is used for
further classification. For doing classification through SVM, various SVM models
have been developed in training phase. If there are n classes then n SVM models are
developed, one model for each class. Once training phase is completed, the testing or
identification of human iris is done by testing the iris image against all n models [14].

The feature extracted values are split into training and testing. The splitting is done
in the ratio of 50:50, 70:30, 60:40 (training and testing values) in the training phase
the output of SVM will be a structured array. In the testing phase the results are
produced for the given test data. The process is performed based upon the Euclidean
Distance. This is distance measurement technique used here to find out the minimum
distance between the feature and the SVM structure. The Euclidean distance between
the points P and Q is the length connecting between them. In Cartesian coordinates if
P=(P1P,..P) and O=(0Q...Q) are two_points in Euclidean n-space, then the
distance from P to Q or from Q to P is given by in equation:

4.0 = (0, ~P) +(Q, ) + -+ (0, B) = JZ:(Q —~P)" (12)
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Which is used to find minimum distance between the testing feature and the
structure, from this classification results are taken [15].One of the methods used in
SVM classification is one-against-all that has ,,n“ SVM models where ,,n“ represents
the number of classes. The ith value in SVM is trained through all of the features in
the ith class with positive labels, and the remaining with negative labels. Thus given

one training data(x,,y, ), ..., (x,y,), where x,CR",i =i =1,..,landy. € {1,..,k} is
the class of x; the ith SVM solves the following problem:
min az (W) W+ Ol E2(w) (13)
(W) O(xj) +bi 21— ify; =i (14)
(w) o) + bl < 1+, ify, # i (15)
§=0je=d,. 1 (16)

Here, training data x; will be mapped with the high dimensional space by the
function gand C is the penalty parameter.
2

Minimizing G) (Wi)TWi means maximizing i and the margin between two

data groups. Y¥hen grouped data are not separable linearly, there is a penalty term
cY'#(w!) which can reduce the number of training errors. The fundamental
conceptiop behind SVM is to search for a balance between the regularization term
1 i s
(:)(WI)W'and the training errors.
After solving (14), there are n decision functions

wWHTBE) + bl e (W) TB(x) + bO (17)

Here x is in the class which has the largest value of the decision function
classof x=3T8max this process is carried out in

= (W) @G0 +0T) (18)

svm classification by means of training and testing phase where the input to the
training and testing phase are the splitted data.

Experimental Results

The proposed method is evaluated using various parameters such as False Acceptance
Ratio (FAR), False Rejection Ratio (FRR), Computational Complexity and Accuracy
[16].

False Acceptance Rate (FAR)

The false acceptance rate is a unit used to measure the average number of false
acceptances within a biometric security system. It measures and evaluates the
efficiency and accuracy of a biometric system by determining the rate at which
unauthorized or illegitimate users are verified on a particular system. It is calculated
by the below equation
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Number of false acceptances

FAR(%) =

number of total imposter attempts

The False Accept Rate (FAR) is the percentage of authentication decisions that
allow access to an unauthorized user.

False Rejection Rate (FRR)

The False Rejection Rate is the probability that the system fails to detect a match
between the input pattern and a matching template in the database. It measures the
percent of valid inputs which are incorrectly rejected and it is calculated by below
equation

Mumber of falza rajections

FRR (%) =

number of total authantic attampts

The False Reject Rate (FRR) is the percentage of authentication decisions where an
authorized user is denied access.

Accuracy:
TP + TN
(TP + TN+ FP + FN)

It is calculated by the above equation, where True positive is correctly identified,
False positive is incorrectly identified, True negative is correctly rejected and False
negative is incorrectly rejected where TP is the Number of True Positive Instances,
FN is the Number of False Negative Instances, FP is the Number of false Positive
Instances, TN is the Number of True Negative Instances. Authentication accuracy
indicates the possibility of correctly identifying an individual (including both
imposters and legitimate users).

Accuracy (%) =

Computational Complexity:

It is the Time required to complete the whole process of a system. If the system takes
much time, there the system will becomes complex system.

Computational Complexity = Initial Time(ms) — Final Time (ms)

Table 3: Parameters for Proposed Methodology

Parameters Zero Crossing with [ PCA - Zero Crossing | Improvement
SVM-ED with SVM-ED (+/-)

Computational

Complexity (ms) >3 >0 3

FAR 0.0311 0.0225 0.0085

FRR 0.0335 0.0235 0.007

Accuracy (%) 95 97 2
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Table 3 provide the comparison of parameters between existing Zero Crossing with
SVM-ED and proposed PCA - Zero Crossing with SVM-ED. The given parameters
are False Rejection Ratio (FRR) in (%), False Acceptance Ratio (FAR) in (%),
Computational Complexity in (ms) and Accuracy in (%).

7o
35 1

3 |
25 M Existing-Zero Crossing with SVM-ED
2 B Proposed-PCA Zero Crossing with SVM-ED
15 -

1 4

Percentage (%)

05 1

0 -

FAR FRR
Methods

Figure 7: Comparison of FAR & FRR

The above Figure 7 illustrates the comparison between FAR and FRR for existing
Zero Crossing with SVM-ED and proposed PCA - Zero Crossing with SVM-ED. It
can be clearly observed that the proposed method of PCA - Zero Crossing with SVM-
ED give better results compared to the existing method.

60 -
58
56

54 -

52 B Com putational Complexity

Time (ms)

50

48 -

46

44

Zero Crossing with SVM- PCAZero Crossing with
ED SVM-ED

Figure 8: Computational Complexities

Figure 8 gives the Computational Complexity comparison between existing Zero
Crossing with SVM-ED and proposed PCA - Zero Crossing with SVM-ED. From
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Figure 8, it is clearly observed that the proposed PCA - Zero Crossing with SVM-ED
provides improved 3ms result, that is less than existing method.

100 -
98
96 A
94 -
92 A
30 - M Accuracy

88 1

Percentage

86 -
84 -
82 -

80 +——
Zero Crossing with SYM-ED  PCAZero Crossing with SVM-ED

Figure 9: Overall Accuracy

Overall accuracy is shown in Figure 9 for existing Zero Crossing with SVM-ED
and proposed PCA - Zero Crossing with SVM-ED. In this, accuracy attained by
existing Zero Crossing with SVM-ED is 95 % and proposed PCA - Zero Crossing
with SVM-ED is 97 %.

Conclusion

Mobile devices such as smart-phones, PDAs are vulnerable to theft and loss due to
their small size and the environments in which they are used. Designing reliable user
authentication on mobile phones is becoming an increasingly important task to protect
user’s private information and data. A robust algorithm has been introduced which
reduces the size of the iris image database and correspondingly the computational cost
with high accuracy. For Feature extraction and reduction Zero-crossing representation
with PCA is used collectively .This feature vector of small size was inputted to SVM
and Euclidean Distance classifier for the recognition purpose. The recognition
accuracy for pattern classification is 97%.

The results obtained with the developed Android application, in real operating
conditions are quite promising for a real time MSGP_ Mobile Iris Database
(MSGP_MID) own made database. As the proposed system is mobile based, it is
especially suited for scenarios, where there is a sudden or unexpected need to prove
an identity or authenticate. The obtained results are encouraging and point out the
feasibility of iris authentication in mobile phones. This work can be further extended
in the aspect of providing authentication in unlocking the device using the iris of the
user. From these experimental results have confirmed that the proposed method attain
high performance in both speed and accuracy.
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