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Abstract

Exploitation of vulnerabilities is often the choice of attackers for launching an
attack that provides paths for gaining access of restricted resources.Usually a
large number of possible attack sequencesexist which can be used by attacker.
Hence, rather than securing network by third party entity, a mechanism for
identifying vulnerabilities access path using attack path score will trigger
attack before happening. Common Vulnerability Scoring System (CVSS)
provide severity level of existing vulnerability or efforts required to exploit
vulnerability. CVSS assign scoresto each vulnerability ranging from 1 to 10.
Attack sequences have multiple vulnerabilities, which has to be exploited to
attack target machine. CVSS score is independent score of vulnerabilities, but
interdependent effect of vulnerabilities is never addressed in CVSS. This
paper proposes a technique to calculate score for attack path to network
vulnerability severity level. Proposed technique considered inter-vulnerability
effect by modifying CVSS score of wvulnerability.With the increase of
vulnerabilities, complexity in generation of attack graph increases. This paper
also provides ease of development of attack graph with the help of Attack
graph generator tool.

KEYWORDS ATTACK GRAPHS, VULNERABILITY, ATTACK MODEL,
VULNERABILITY SCORE, ATTACK SEQUENCE

1. INTRODUCTION

Attack graph drawn a lot of attention of researcher due to its effectiveness in
providing vulnerabilities exploiting information, graphically. Analysisof attack
graphprovides faster access to vulnerabilities availablein network and the method
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ofhow these vulnerabilities can be exploited.According to the study report conducted
by Symantec, every year 4000-6000 vulnerabilities have been reported[2].This
signifies an increase in existence of vulnerabilities in network. Due to these many
vulnerabilities,information provided by attack graph also has started overwhelming.In
this paper, a technique to analyze network attacks graph and assess severity level of
attack paths to prioritize critical vulnerabilities in network are addressed. Wyss et al
[1] uses probabilistic Risk Analysis (PRA) technique for generation of attack graph.
PRA will generate a network attack graph,but determination of attack path for a
particular node is difficult. Also, it does not consider possibility of multiple attackers.

A large number of vulnerability scanners likenmap, nessus, nexpose, nikto
[11]are available which can scan network and gives details of host and vulnerabilities
present in network like vulnerability ID, Host Operating system etc. Usually the
information includes vulnerabilities exists on which machine of network. These
scanners do not have any mechanism to show interdependency among vulnerabilities.
Attack graph addresses this issue by giving information about interdependency among
vulnerabilities. Attack graph shows, how vulnerabilities can be chained together to
form attack. Thus attack graph is an important tool to find out vulnerable points in the
network and help in making decision to patch high vulnerability points or provide
another means to defeat attacker to reach his goal. The major extension in proposed
method is that it can also generate separate attack paths for each host. Also, it can find
multiple attack attempts for a particular host. Proposed method considers complete
network for attack graph generation.

CVSS[12] scoring scheme is suitable score generation schema for providing
score to each path, so as to get most vulnerable path. Cynthia et al [4] proposed a
method based on shortest path algorithm to find most vulnerable path. At times,
though path is shorter, launching exploits along that path are difficult than longer
path.In such cases the algorithm for path score may not provide accuracy about attack
path severity., as it uses weight criteria for determining cost of each edge. Sometimes
attack path having only one edge with less CVSS score is very difficult to exploit as
compared to attack path having more than one edge with high CVSS score. This paper
addresses all these issues in providing efficient attack path score. Proposed method
uses optimized path on the basis of score provided to each attack path. Although
attack graph is useful technique, but for real-time networking environment, generated
attack graph is quite large and makes it difficult for network administrator to analyze
the graph. Attack path's score provides benchmarks to find which highly vulnerable
attack path can be selected for securing. Network administrator can set a threshold for
attack path's score and then consider only high score's attack path. This reduces
domain of attack analysis, thus ease analyst's load.

Proposed attack graph generation technique requires pre-processing phase,
which involve vulnerability scanning, managing vulnerability dataset and configuring
firewall rules. Vulnerability scanning gives complete list of all vulnerabilities in each
host (Refer Table 2), while datasets reveals vulnerabilities along with pre/post
conditions. Firewall configuration file details about system accessibility through
firewall. Also an algorithm is proposed that use CVSS metric to calculate scores for
complete attack path through various hosts. This paper considers CVSS Base group
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metrics for total attack path's score calculation. Base group's metrics of
allvulnerabilities in attack path are compared and some technique is applied to get one
among all the values in attack path. Base score formula is applied on these selected
values and path score is determined.

2. PREVIOUS TECHNIQUES
A number of methods have already been developed for attack graph generation and
vulnerability analysis:

CVSS: CVSS, was first published by US national infrastructure assurance council
(NIAC), which was the first open vulnerability scoring system [12]. CVSS composed
of three basic metrics: group base, temporal and environmental. Base score include
metrics which does not change over time, temporal metric group measure properties
of vulnerabilities that do change over time and Environmental metric group measures
the properties of vulnerabilities related to user's real environment.

Topological: Sushil et al [10] proposed the idea of Topological vulnerability analysis
approach for attack graph generation, which uses multi-step network penetration
analysis. This technique provides some hardening measures of network using critical
resources approach i.e. they will create some equations depending upon attack graph
and then find out all critical resources of network that needs to be protected first, to
prevent network attacks.

Probabilistic CVSS: Nirnay et al [3] proposed a technique that uses CVSS score for
probability of exploits. CVSS base and temporal score -calculatesindividual
probability and then cumulative score, that is probability security metric. Attack
resistance metric is also calculated, based on which network assessment is carried out.
Attack resistance metric is reciprocal of probability security metric, which is a
measure of efforts required in order to perform successful exploit.

Attack Template: Phillips et al [4] devised a new technique to generate attack
graphs, which uses three types of inputs, attack template, configuration file and
attacker profile. Attack template has conditions for exploiting vulnerabilities, i.e.
operating system version, user access level. Network topology information is fed by
configuration file while attacker profile includes attacker's capability. Nodes in attack
graph represents attacker's state and edge represents state transition. Their approach
also assigns some weight to edge known as success probability, time to succeed or
cost of attack. Attack graph is generated backward from goal state to attacker state.
Initially attack goal is specified and then algorithm checks for attack template to find
matching attack state for transition. Each attack path's total cost is the sum of all
edge's weight occurred in path. Finally low cost attack path is determined in order to
provide defense mechanism. Success probability considers only one aspect of attack,
either time to succeed or cost.
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Model-Checker: Sheyner [5] proposed a model checking technique to generate attack
graph. They used NuSMV model checker to generate attack graph. Attack graph
analysis involves finding minimal critical set. Minimal critical set is a set of states,
which is necessary to reach attack's goal state. Sheyner used probability to compute
state transition likelihood. In their approach, some edges are assigned random
probability and results in mixed attack graph known as probabilistic attack graph.
Problem with their approach that only few of edges have probability score, some of
them not assigned any score hence do not provide complete score for attack path.

MOEA: Pavan et al [6] suggested the idea of attacker defender policy. They have
used memory based multi objective evolutionary algorithm (MOEA). A reward
metrics is assigned to each player whether it is an attacker or defender depending
upon who is the winner i.e. attacker if it attacks before defender patches the
vulnerability and defender if it patches the vulnerability before attacker attacks the
node. There is a cost associated with rule implementation at each node and time to be
taken to implement rule on each node. In order to win,it is necessary to minimize total
cost and time.

Probabilistic-Risk: Wyss et al[1] proposed a model that describes probabilistic risk
analysis. In this method, initially find all the nodes that are directly reachable from
attacker's node and these will be considered as child node. This child node is then
further divided into sub nodes that will be directly reachable from child node and so
on. This method uses probability technique to find most vulnerable attack path.
Vulnerabilities chaining form a base on which attacker launch attacks. However,
above-mentioned techniques do not consider vulnerabilities interdependence effect
(exploiting secondary vulnerability which is dependent of primary). Also, previous
techniques do not provide any efficient scoring mechanism by which only most
vulnerable attack paths can be considered first to minimize attack attemptes. Proposed
method resolves these issues by considering metrics of vulnerabilities involved in
attack path.

3. PRE-REQUISITE OF ATTACK GRAPH GENERATION

This section explorespre-requisite for attack graph generation. Attack graph
generation requires details of existing vulnerabilities in network, pre-conditions
required to exploit vulnerability, post-conditions that is after exploiting vulnerability.

3.1.  Vulnerability Scanning

First phase of attack graph generation is to find out vulnerabilities in existing network.
Nessusvulnerability scanner has vast number of plugins for scanning vulnerabilities
[13]. Scanning results are available in html, pdf, nessus and nessus version v1 format.
Nessus version v1 is used in this paper. Nessus version v1 is in xml structure, where
xml parser is used to extract vulnerability related information and save them in
database for later use.
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3.2.  Vulnerability Dataset
Vulnerability dataset is vector containing 5 variables as shown below:

<cve,pre-privilege,pre-resource,post-privilege,post-resource>.

Preconditions denote condition that must be satisfied to exploit the
vulnerability and post conditions represents access level an attacker can gain, on
successfully exploitation. Precondition information containing privilege and resource
pre-requisition (for launching attack) is used in creation of attack graph. Post
conditions specify privilege; an attacker will get on target machine plus resources.
Below-mentioned Table 1 details the structure of dataset prepared in MySQL
database, which describes preference information.

Table 1. Vulnerability Precondition Post-condition Dataset

CVE ID Prg . Pre resources PO.St. Post resources
privilege privilege

Interact with exploit

2011-3650 | Guest . Guest Memory crash or DoS
mechanism

1990-0520 | Guest | NULL Guest ﬁlae'sn access to Shared

2011-4517 | Guest | Malformed JPEG | Root Remote code

execution
2012— o
0450 Guest Local Access Guest Invalid disclosure

e First column gives the Common Vulnerability Exposures (CVE) [9] of
vulnerabilities. It is the unique identification provided for all vulnerabilities on
the basis of publication date of vulnerability.

e Second column describes the privilege level required for attacker at the target
system to exploit the vulnerability.

e Third column describes the resources or conditions that must be satisfied for
exploitation of vulnerability. For example as shown in 4th row of Table 1,
there should be local access to target system for exploitation of this
vulnerability.

e Fourth column gives the privilege level that attacker can get on the target
system after exploitation of vulnerability.

e Fifth column gives the output result or capability that an attacker gains after
exploitation of vulnerability. For example 3rd row shows the capability to
execute remote code on target machine.
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3.3. Firewall Rule
Firewall configuration file have firewall rules which determine accessibility of
machines outside of network. Firewall rules are specified in the following format:

<source_ip, source_port, dest_ip, dest_port, action>

Source ip and port specify incoming packet's ip and port number;dest_ip and
dest_port specify ip address and port number for destination/target machine. Action
specify action to be taken when packet come from source_ip and source_portfor
dest_ip and dest_port..

4. ATTACK GRAPH GENERATION TECHNIQUE

Nessus provides vulnerability scanning strength to Tool “Attack Graph Generator”.
Proposed tool have nessus interface so that user can interact with nessus without using
web browser. Nessus provides vulnerabilities scanning details in form of report, used
by this tool. Parser will parse the report generated by Nessus. Existing vulnerability is
matched against pre-condition. Attack graph generator fetch firewall rule from
firewall configuration file and network vulnerabilities details from database and
process all these information to generate attack graph.

— | Nessus server

Vulnerab

Vuln iIity

Nessus e details, Attack
xml/rpc s pre and Graph
ruby 5@; post Generat
library se conditain or

Figure 1 Attack graph Generator

1. Nessus Report Parser: In Nessus [13] report parser;nessus scan report is
parsed and storesthese results into database. These results are consumed by
attack graph generator tool for generating attack graph.

2. Nessus Server Window Client:An inbuilt capability to provide interaction
with Nessus server [13] is provided. So as to start new scan or download
report as per requirement. This window client uses a ruby library[14] that
implements Nessus/XMLRPC protocol and provides communication between
window client and Nessus server.
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3.

Attack Rule Library: Attack rule library contains pre and post conditions for

vulnerabilities to exploit them. Pre/Post condition actually has only privilege

level required before and gained after exploitation. Library also contains pre
and post resources, preresource identify extra resource required for exploit and
post-resource represents resources gained after successful exploit.

Attack Graph Generator: Forward chaining approach has been used for

attack graph generation i.e given attacker capability and then find attack paths

from attacker. It uses data stored by nessus report parser and attack rule library
to generate attack graph.

Firewall Rule:firewall.conf file contains simple firewall rule to specify which

host can be accessed from outside the network. It contains source ip, source

port, destination ip, destination port and action.

Attacker's Capability: Attacker initial privilege level of entry, which is

considered as guest.

Attack Path Score:CVSS (Complete Vulnerability Scoring Scheme)[12]

score is used for attack path’s score calculation using metrics value. These

metrics are divided into three groups:

a) Base metrics:Characteristics of vulnerability that is constant over time and
environment.For example access complexity, impact on confidentiality of
target machine etc. Base score $ can be computed from following
equations:

$ =round to 1 decimal (((0.6 * a) + (0.4 * B) — 1.5) * f(a))

whereo,=10.41 *(1-(1-0) *(1-y) *(1 -p)),

B=20%n*p * [,

fla) =0 1f a =0; 1.176 otherwise
where, o denote impact, B denote exploitability, 6 denote confidentiality
impact, v denote integrity impact, p denote availability impact, n denotes
access vector, p denotes access complexity and [1 denotes authentication.
Base score is represented by $.
In these equations initial impact, which depends upon confidentiality,
integrity and availability sub metrics, is estimated, and later the overall
impact of the wvulnerability is determined. Exploitability impact score
depends upon Access vector, access complexity and authentication sub
metrics. It describes the overall exploit capability of the vulnerability,
where Impact function is the constant value. These three metrics are used
for final calculation of Base Score.

b) Temporal metrics: These are optional metrics used because vulnerability
may change over time.

¢) Environmental metrics: It maintains the behaviour of metrics that are
associated with environment. It is optional and can be skipped.

Attackers do seek assistance of intermediate nodes for launching attacks on
target system, signifying intermediate nodes do contribute towards severity
score. Proposed score calculation algorithm do consider metricsfrom all
intermediate node. After the completion of attack graph, attack-path score is
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compared to find out most severe (intense) attack path. In CVSS scoring, high
scoring signifies high ease of exploitation, on the other hand, low score
signify, huge complexity in exploitation of that particular vulnerability.
Scoring provides means of prioritizing wvulnerabilities in order of risk.
Therefore to protect system from network attack, all these vulnerabilities need
to be patched first. As new vulnerabilities are coming into existence daily,
patching all vulnerabilities is not feasible. If critical vulnerabilitiesare patched,
it reduces chances of successful attacks. Attack path's score provide basis on
which highly vulnerable attack path can be distinguished. This score is also
helpful in determining, how much vulnerable a system is.

4.1. ATTACK GRAPH GENERATION ALGORITHM
The process of attack graph generation is derived from 4 steps, each step is carried out
with an algorithm given:

Algorithm 1 is used to initiate attack graph by taking Host IP address. It will
add vulnerability list of that host to queue and call next step.
ALGORITHM 1:ATTACKGRAPHGENERATOR()

1. Input: IP address g of host

2. Output: Attack graph for a host.

3. for each vulnerability v on g do
Form a node 77 of g, v, privilegep
Add n to queue @

4. end for

GenerateSequence(8)

o

Algorithm 2 is used to generate attack path of given host. It checks the post-
condition of each vulnerability of node fetched from queue and match it with
precondition of each vulnerability of next node that can be exploited and if
there is a match then it will add this node to list. This process continues till
algorithm find node, which can be accessed from outside the network. If
algorithm not able to find any such node then it call next step.

ALGORITHM 2:GENERATESEQUENCE( 8)

1. Input: &: Queue of all nodes.
H: Scanned Hosts list of network
J: Flag Variable
Output: £: List of nodes to be displayed
3. while 8 #[1 do
$ = front(O)
q = $—IP address, p = $—precondition
forh € H do
for each vulnerability v on h do

N
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ith can directly access q then
if o =v—postcondition then
Form a node 77 of g, v, privilegep

Add nto £
Set flag ./
end if
else
if p#v—postcondition then
Add nto 6
Add ntof
end if
end if

ifv<> set then
PostProcessing($,£)
end if
end for
end for
4. end while

Algorithm 3 takes each attack path and checks whether its leaf node is directly
accessible from attacker node or not. If it is not directly accessible then it will
remove that node and all above its ancestors for which they have single child,

from the list.

ALGORITHM 3: POSTPROCESSING($,£)
1. Input: $: Attack path sequence to be processed
£: List of all nodes.
2. Output: list of nodes to be displayed.
3. = parent($)
4. while $ is the only child of z do
Remove $ from £
$=a
a=parent ($)
5. end while

4.2. SCORE CALCULATION ALGORITHM

Algorithm 4 compute score for each attack path. It will take base metrics
values of vulnerabilities exploited at each node and compare it with another
node on that path and take minimum values among them. Finally after using
these values, it will apply Base score calculation formula and calculates score

for that path.
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ALGORITHM 4. COMPUTEATTACKPATHSCORE()
Input: p: All Attack paths of host.
2. Output: Score of each attack path.
3. Extract attack sequence $ from p
4. for each vulnerability v in $ do
Fetch it's CVSS base metric value
ifv£ root then
Compare every CVSS Base group's sub metric
toprevious one
Store minimum CVSS metric value
end if
end for
6. Calculate base score using minimum retained sub metricsvalues.

=

o

5. EXPERIMENTAL SETUP

Network of two hosts with one router is used for demonstration of attack graph
generation, where each host has 2-3 vulnerabilities. These experimentsare carried out
on real-timemachines, which are connected in LAN as shown in Figure 2.

Nessus
Window
Interface

Attack graph

firewall.conf

Figure 2: Experimental Setup

As shown in Table 2
CVE-2005-0044 [9] vulnerability allows attacker to execute arbitrary code.
This vulnerability exists in Object Linking and Embedding(OLE) component;
due to which attacker can gain root privilege after exploiting this vulnerability.
Next wvulnerability, CVE-2006-3747 [9] exists in apache server. This
vulnerability causes Denial of Service attacks.
CVE-2011-4517 [9] vulnerability present in Jasper allows remote attacker to
trigger a buffer overflow. Attacker can launch attacks for denial of service or
privilege escalation.
CVE-2003-0449 [9] requires local access to exploit it. Local user can gain
privilege by specifying path environment variable that will point to malicious
library.
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CVE-2006-0144 [9] vulnerability present in php pear 0.2.2, which allow
remote attacker to execute arbitrary code.

CVE-1999-0511 shows that ip forwarding enabled on that machine. Fiel
"firewall.conf" is configured to deny direct access to host 172.17.4.48. Now
attacker has only access to 172.17.4.87 and 172.17.4.1.

Generated attack graph's node show host ip address, vulnerability id and user
privilege gained by attacker. User levels are access privilege that an attacker
can gain after exploiting wvulnerability, also helpful in checking the
preconditions level for next node to find chaining attack. At the end of each
path a score for that path is determined, which measures the extent of
vulnerability. This representation gives knowledge about both, severity level
of attack path and vulnerability patching preference. Severity level of attack
path determines patching preference i.e. which vulnerability should be patched
first. If vulnerability appeared in attack path having higher severity level then
it is assigned high patching preference.

Table 2. Attack Graph Nodes Description

Host IP | Vulnerability Operating System
address

172.17.4.87 | CVE-2005-0044 | Linux Kernel 2.6.38-13-generic, Ubuntu
11.04

172.17.4.87 | CVE-2006-3747 | Linux Kernel 2.6.38-13-generic, Ubuntu
11.04

172.17.4.87 | CVE-2011-4517 | Linux Kernel 2.6.38-13-generic, Ubuntu
11.04

172.17.4.48 | CVE-2003-0449 | Window 7 Ultimate

172.17.4.48 | CVE-2006-0144 | Window 7 Ultimate

172.17.41 | CVE-2011-4517 | Gateway

172.17.41 | CVE-1999-0511 | Gateway

6. RESULTS

Figure 3depicts a subset of graph formed from above experiment, consisting of nodes
and edges. Each node represents Host IP, CVE of exploited vulnerability and
privilege level gained after successful exploitation. Each edge represents the next
level in attack path and figures represent vulnerability score of each path. The path
depicting 7.6 is the highestscore and hence it is most vulnerable that can be easily
exploited; also it can provide root level access on target Host. Finally vulnerability



21498 Urvashi Garg et al

score can decide that to attack target host, CVE-2006-3747 [9] is suitable to be
exploited on intermediate host and after that CVE-2001-0144 [9] is exploited on
target host. Hence these two are the vulnerabilities that need to be patched first to
protect the system from riskier attack.

P-172.17.4.87
CVE - 2005-0044
Level - user

IP-172.174.1
CVE - 2011-4517
Level - oot

IP-172.174.1
CVE - 1999-0511
Level - user

IP-172.17.4.87
CVE - 2006-3747

IP-172.174.87
CVE - 20114517
Level - oot

IP-172.17.4.48
CVE - 2001-0144
Level - root

IP-172.17.4.48
CVE - 2003-0449
Level - user

Figure 3. Attack Graph

7. CONCLUSIONS

The research presented here consists of development of a graphical tool to generate
attack graph and provide score to each attack path for different attack models. User
can easily choose optimal scored attack path and edges that are of interest. In addition
to this, an administrator can focus on riskier paths for better security. It also records
the undesirable activities that an attacker performed after entering in the network. It is
a dynamic graph, which will work on current state of network. The most important
and challenging task in this method is to create a dataset of all possible vulnerabilities.
There are vast number of possible vulnerabilities reported and still new ones are
continuing to be reported. Ideally formation of complete attack graph requires
allfeasible wvulnerabilities that exist in network. Experimental dataset have
vulnerabilities details, some of which are present in test network. The proposed
method works effectively, if the attack graph is generated based on pre and post
conditions validation of vulnerabilities. However, the method will cover all possible
attack paths, once proper input is given to it. It also satisfies the needs of models that
are used to create attack graphs and to calculate the vulnerability score for that graph.
In this paper, an extension has been provided from simple network scanner to attack
graph generation tool. It can scan whole network and generate vulnerability report and
after that it can generate attack graph for each and every host separately and thereby
entire network as well. It also provides a complete vulnerability score to each path,
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which is helpful in analyzing the path. This research has provided a better scoring
mechanism beyond CVSS scoring limits.

8. FUTURE WORK

Since our current state of work is restricted to only fewer vulnerabilities, hence its
efficiency cannot be determined. As the vulnerability dataset scales, more accurate
attack path to the target hostwill be generated. However, to get complete set of attack
paths, dataset should have information of all vulnerabilities that are present in target
node and intermediate nodes as well. It is very difficult to maintain the accuracy of
this graph, due to the new vulnerabilities being added up on larger scale. This
limitation is considered in future work so that dataset will automatically update.
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