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Abstract 

The concept of IoT is significant which robustly increase with 

the devices which are smartly connected. It includes the 

physical devices which are capable to exchange the data with 

the other devices. Multiple services are done by IoT, boosting 

the individual personal lives to achieve from its consistent 

operations. Consequently, task of promising security and 

safety of both connectivity and information in the 

environment of IoT achieves a voluminous significance. 

Hence an efficient and appropriate “intrusion-detection-

system (IDS)” is necessary for guaranteeing the security in the 

IoT environment. This article tries to examine taxonomy 

connected to the IDS in the IoT. 

Keywords: Internet of things, RFID, Wireless sensor 

networks, Power management, 6LoWPAN. 

 

INTRODUCTION 

The IoT is connected to the 50 billion devices which are smart 

by the year 2020 and is 6 times greater than the population 

which is projected. Consequently, in computing [1] IoT is 

deliberated as the fast growth of the technical innovations. 

These devices which are smart will support our entire daily 

routines and completely change the case in which we 

intermingle with the physical devices.  And the effect is 

predicted to be hugely felt on the industries comprising 

automation, telemetry, road, pharmaceuticals, rail, computing 

and the other device sensing, infrastructure and other 

segments. 

The work [2] presents that IoT connects the entire physical 

devices with internet to allow exchange of data within the 

known protocols. Consequently, based on the virtual, entire 

physical devices are available at any location and any point of 

time [3]. And entire devices are connected wirelessly to the 

small sensors. 

In the IoT, physical devices are provided to connect amid 

themselves without interference of human actions [4]. And the 

network uses different addressing systems to connect with the 

objects and novel applications are generated. The work [5] 

presents that it makes manifold applications such as medical 

smart water, medical sensing and smart homes etc. 

Nevertheless with the increase in various services, many 

challenges will also take place. 

The security challenge is the most important problem among 

diverse challenges which occur in the network of IoT. 

Because of the objects are accessible at any location via 

internet, then these objects and network remains unprotected 

against various intrusions. Hence maintaining security in the 

network of IoT is the most significant task to the researchers. 

Here there are some of important security aspects are:  

1. Privacy of data: The data which is transmitted among the 

receiving node and sending node is hacked by the 

intruders, as it is modifiable [6], confidentiality will be 

affected. Therefore it is important to secure the data in 

IoT. 

2. Integrity: In the process of transmission, information or 

data while transmitting should not be altered. There 

accuracy should be maintained in the message in the 

entire transmission process. The work [6] presents that in 

the IoT environment, integrity need to be ensured.  

3.  Availability: The work [6] presents that resources 

availability remains crucial for sensitive-time and the 

prospect information transmission. The bandwidth is 

loaded intentionally by the intruders to confine the 

resources availability through diverse means comprising 

black-hole intrusion, flooding, DoS intrusion etc.  

4. Authenticity: The work [7] presents that both devices and 

data need to be accessible to the legitimate users only. 

End users should be able to detect the identity of others 

during the process of interaction. The work [8] presents 

that the procedure of verification should be free from 

error to make sure that the users who are illegitimate 

cannot access the devices or information.  

5. Non-repudiation: The work [9] presents that this 

safeguards that the receivers or transmitters will not 

negate the receiving or transmitting the data respectively. 

6. Information Recentness: According to the requirement, 

the information or data should be novel. The work [10] 

presents that IoT should safeguard that the information 

which is lagged by times should not be re-delivered by an 

intruder. 
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This article examines the current IDS techniques in the 

domain of IoT, by putting forward the cons and pros in the 

aspect. To represent the differences among current trends of 

study and IDS platform, the study gives a serious assessment 

of the available strategies of attack detection.    

 

TAXONOMY 

The technical concepts of IoT environment were not built with 

extensive support for safety and security and therefore, this is 

now developing a potential barrier to universal adoption of 

IoT applications [11]. For handling security challenges, 

accurate identification of intruders is an important aspect. This 

can be identified across all four network layers of IoT 

framework, [12] as depicted in Figure 1 [13]. These layers 

function both as support for interconnections among various 

IoT equipment along with offering opportunities for 

implementing defense strategies such as NIDS [14], [15], 

[16]. 

 

Figure 1: IoT Network Security Architecture 

 

A. The concept of IoT 

The concept of IoT was introduced in 1999 and then it was 

regarded as uniquely detectable inter-operable interconnected 

devices through RFID platform. To date, the precise definition 

for IoT network is not yet finalized as is still in developing 

stage [17], [18], [19]. Typically, the IoT is described as 

dynamic and universal network framework containing auto-

configuration abilities on the basis of certain protocols. 

Further, it comprised both physical and virtual devices, which 

possess separate identifications, features and are able to utilize 

intelligent interfaces. Further, these devices can be combined 

into an information network [20], [21].  

Fundamentally, the concept can be considered as a superset of 

interconnecting equipment, which is distinctly detectable 

through available NFC methods [22]. The terms “Internet” 

and “Things” refer to interconnected global network on the 

basis of sensory, data transmission, data processing tools and 

these concepts can be the next future of ICT [23], [24]. 

Though several differences prevail over the definition of IoT, 

the concept is largely talked about and associated technologies 

continue to emerge quickly [17], [25], [26], [19]. In specific, 

recently the intelligent sensors and wireless data transfer 

methods formed an integral part of the IoT, thereby, leading to 

the development of new issues and wider research scope [27], 

[28]. 

The ITU presented the details of most prospect nations to 

incorporate IoT, supporting technologies and platforms, 

prominent issues and the future impact of IoT [29], [25]. From 

identification through RFID, the concept is incorporated in 

transportation, pharma, retail and various other business 

sectors [30], [31]. 

The evolving wireless- sensing technologies largely boosted 

the sensory abilities of objects and thereby, the initial 

principle of IoT is in extending it to self-control. Currently, 

several new technologies are built for functioning in IoTs like 

WSNs, bar-coding, RFIC, NFC, cloud-computation etc. [32], 

[33], [34], [35], [36], [37], [38]. Emergence of such 

technologies strengthens the growth and functioning of IoT 

[39], [40], [20], [21], [41], [42], [43], [44], [45]. The IoT 

denotes the future of the internet in which both physical and 

virtual objects are accessible and detected via the internet. 

Based on different technologies available for incorporation 

and deployment, the IoT concept is defined in various terms. 

Despite several definitions being put forward, the underlying 

basis of IoT is that all the devices in the environment can be 

distinctly referred virtually. In the IoT, all devices can 

interchange information and based on the requirement, 

information processing can also be done based on certain pre-

determined standards. 

 

B. Standards 

Some of the studies in the contemporary literature analyzed 

that absence of globally accepted and followed standards 

result in lowered competitiveness of IoT devices [46], [47], 

[48], [49], [50], [51], [52], [53]. Over the last ten years, 

several technical standards are designed and implemented by 

different manufacturers. Such standards form the most vital 

role in the successful growth of IoT. In specific, the technical 

standards adopted for middleware and interfaces remain the 

most prominent. Some of the studies developed are- (1) 

planning policies and distributed framework; (2) protecting 

the individual data and maintaining secrecy; (3) understanding 

the trustworthiness, adaptability, and safety of transmission 

systems; (4) designing acceptable standards; (5) exploiting 

novel techniques like MEMS objects and omnipresent 

localization [51], [52], [53]. 
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Figure 2: An Overview of Standards in IoT [46], [47], [48], 

[49], [50], [51], [52], [53] 

 

 

 

Designing global standards for IoT devices has been one of 

the most interesting and attentive areas of research in several 

nations. Globally, [46], [47], [48], [49], [50], [51], [52], [53], 

ITU, EPC-global, IEC, ISO, and IEEE remain major 

organizations to present standards to detect, obtain and 

transfer information through RFID domain. On a regional 

scale, ETSI, CEN/CENELEC also presented certain standards 

like RFID, WSN and so on. In North America, ANSI is 

engaged in designing managerial standards for IoT devices 

and is a country level priority task. Japan designed ‘uID’ as a 

framework to interconnect different works with applied R&D 

[52], [53]. CCSA (China) and CESI are also involved in 

building standards of semi-passive RFID and UHF- RFID. 

Further, 973 works have been designed in the country towards 

designing standards and basic of IoT [30]. Figure 2 provides 

an overview of various standards being designed for IoT. 

Achieving global standards in IoT requires both performance 

and availability of designed specifications to be considered 

[24], [54]. Though several entities are engaged in building 

basic standards for IoT, a worldwide cooperation among these 

entities is required to ensure uniformity and usability of the 

standards. Further, the WSC must be capable of handling the 

relation between different global and regional/national 

standardization entities.  

In addition, the need for standardization in the technological 

build of IoT is also vital. The standards assist the 

manufacturers and consumers to decide on the most viable 

and optimal protocols for their respective products and 

services. Further, ensuring standards in technological 

platforms remains the most immediate task, which will ensure 

security and assist in the rapid growth of IoT technology. 

Figure 3 presents an overview of different enabling-

technologies: 

 

 

 

Figure 3: Enabling Technologies for IoT 
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C. Design Framework 

Typically, any IoT object comprises of four segments: 

1. Sensor segment: It is mostly analog or MEMS-based. 

The sensor ranges from being a mere heat sensor to a 

sophisticated ECG measurement [55]. In all 

conditions, analog or MEMS segment remains the 

vital portion of the chip design.  

2. Processing Segment: It is digital in nature. It 

comprises of a processor, storage, filter, and boosters 

for effectively managing the sensor output 

information [56]. Further, it also involves a secure IP 

for encrypting information in both storage and 

transmission.  

3. Radio Segment: The radio segment that can be either 

Bluetooth or ZigBee or even Wi-Fi enabled. 

4. Power handling segment: The segment comprises 

power managing devices, generation equipment 

along with clock frequencies for effective power 

saving. 

In addition to the primary functioning of different nodes and 

varieties of sensors, these nodes can also vary in terms of 

processor efficiency, stream flow rate, chip buffer volume, the 

extent of activity and power management systems. All these 

factors can alter the way in which the device will be 

evaluated. For instance, the testing process of a temperature 

sensor varies largely from the ECG monitoring device.  

The primary factor for determining the system design is often 

the costs involved. Due to billions of nodes are involved in the 

process, minute and highly efficient chips are required. Often 

analog, digital and RF designs are combined into a single chip 

to achieve these features. In particular, due to the prominence 

of the analog segment that consists of restricted scaling 

advantages, old manufacturing technologies like CMOS may 

be preferred to ensure low costs [57]. 

 

D. Service-Focused Framework 

One of the important needs of an IoT is the need for inter-

connectivity among different objects within the network. The 

IoT network framework should assure IoT operations that 

ensure smooth flow of operations between physical devices 

and virtual information. Development of IoT framework 

includes several features like networking, transmission, 

managerial processes along with safety features [58], [59]. For 

the efficient design of this framework, device-to-device 

operations, achieving scalability among different types of 

objects and their individual business concerns must be taken 

into account. Further, as these physical objects can be 

transported between countries or regions and require 

interactions with other devices on a real-time basis, the 

designed framework must support such interaction and also 

assist in the error-free transmission of information. Further, 

the infrastructure must be of both decentralized and varied 

nature. 

Service-based framework remains an imperative for both 

vendors and consumers in the IoT environment [60], [61]. The 

framework guarantees that the interconnections between 

different type of objects function smoothly in different ways 

[62], [63], [45]. Figure 4 depicts the typical service based 

framework structure that comprises 4 layers, each with 

different functionalities:  

 Sensory Layer: It is incorporated into different 

hardware devices to enable the monitoring of current 

conditions of different objects 

 Network Layer: It is the networking structure to 

assist connectivity between devices in both wired and 

wireless environments 

 Service Layer: The primary function of this layer is 

for generating and handling services needed by the 

consumers 

 Interface Layer: The layer comprises of the different 

interactive options with consumers 

The service-based architecture considers the complex system 

as a group of pre-defined sub-systems [64]. Such sub-systems 

are enabled to be re-utilized and sustained independently, 

thereby ensuring that both the software and firmware elements 

in the IoT to be re-utilized in an effective manner. Driven by 

these benefits, the Service-Oriented-Architecture (SoA) is 

being adapted as the fundamental framework for wireless 

environments [65], [66], [67]. For extending the SoA 

framework in IoT environment, it is developed to present 

extensive usage, scalability, inter-operations between different 

objects and modularity. Further, the SoA functions are 

clustered into a regular group of services [68]. Figure 4 

depicts an illustration of SoA incorporation in IoT along with 

analysis of each element. 

 

Figure 4: SoA framework for incorporation in IoT 

 

E. Malware intrusion on IoT Devices and Applications 

Both intrinsic and extrinsic intrusions are observed in sensory 

networks. Intrusions are primarily categorized into two groups 

as intrinsic generated and external intrusions. In specific, the 

external intrusions involve attacks from intruders not involved 

in the environment and on the other hand, internal intrusions 

occur due to a corrupted or compromised node within the 
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environment. The below points detail a few prospectus 

malware intrusions in IoT domain- 

 Sink-hole Intrusion: This type of intrusion involves 

the corrupted node attracting unintended data flows 

towards it. In order to create this intrusion, the 

corrupted node attracts all nearby nodes to deliver 

their respective data through the corrupted node by 

posing pseudo low costs. The intruder causes the 

attack by incorporating a pseudo node within the 

transmission system [69]. 

 Worm-hole Intrusion: In a worm hole intrusion, the 

corrupted node generates a virtual path between two 

nodes. The malicious node behaves as a forwarder 

between two original nodes. The two corrupt nodes 

falsely pose that they are only one-hop far from the 

base station. Further, this type of intrusion is also 

utilized to convince two different nodes that they are 

in proximity by relaying data messages among them 

[69], [70]. 

 Selected Forwarding Intrusion: The corrupt node 

behaves like a genuine node but on a selected basis, 

it sinks certain data messages [69].  

 Sybil Intrusion: The corrupt node consists of more 

than one identity. The route determining protocol 

along with detection program are targeted by the 

corrupt node. [69]. 

 Hello Flood Intrusion: The routing protocol 

transmits the hello message to share its existence to 

nearby nodes. The nearby node, which receives this 

hello message considers that the source node is in 

proximity and therefore, includes the corrupt node to 

its nearby nodes list [70]. 

 DoS Intrusion: By denying availability of resources 

to nearby nodes, the malicious node causes resource 

loss in the network. When multiple nodes cause such 

intrusion, it is termed as DDoS. It often impacts the 

available resources, bandwidth and processing 

duration etc. 

Typically, the cyber intrusion characteristics in networks are 

categorized into four basic classifications according to 

KDD99 [12], NSL-KDD [71], [16]: 

 Probe: Intruder attempts to obtain unauthorized data 

on the target network via probing into the network 

and scanning ports. 

 DoS: Intruder attempts to deny resources to the 

genuine consumer and restricts the application from 

gaining access 

 U2R: Intruder aims to increase the limited rights of 

consumer to higher level rights through illegitimate 

credentials 

 R2L: Intruder attempts to obtain remote access to a 

target device by falsely replicating as a genuine local 

user 

The last two intrusion types are the most complex types and 

involve tough challenges for detection algorithms as they 

mimic genuine user characteristics [72], [73]. 

 

CONCLUSION 

The principles of complete infrastructure of IoT for detection 

are continuously being a researched topic for the former five 

years. However in the starting stages, trend is predicted to 

increase rapidly in the detection system by combining each 

layer as well as with the benchmarks amid systems should be 

crucial for promising the security to the users and the devices.  

With the broad range of the frameworks which are ranging 

from the ad-hoc and non-documented objects to the objects 

which are highly structured confined to the protocols, and the 

environment is encumbered with the challenges of security. 

Consequently, the detection system which is omnipresent is 

able to connecting with the entire layers has a great 

significance. This is strongly felt with the applications which 

are growing rapidly and the services which are interrelated 

with the network. This article endeavored to depict the IoT 

structure nomenclature and the intrusion detection objective in 

the IoT.  
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