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Abstract

LITERATURE REVIEW

e-banking is the essential financial transaction system via
online. It is required to keep the financial data intact and
secure from the intruder. In this paper we have applied
password based encryption technique on image Steganography
to secure e-Banking data. Customer should require registration
through personal data along with user_Id and password to
access one’s account and it requires eight characters for
password preparation. Image is segmented into eight non
overlapping blocks for embedding secret information. Eight
characters are required to form block key for eight consecutive
blocks. Message bits are encrypted with block key using XOR
method and embedded eight bit per pixel into RGB cover
image. On the receiver side images are authenticated by
password and retrieve message using XOR technique.

Simple LSB substitution method

Keywords: Steganography, XOR, LSB, IQM

INTRODUCTION
We are living in information age where large amount of
valuable information is communicating through internet. Our
goal is that how to secure the information from unwanted
intruder. In this digital world people are getting habituated
with e-Banking transaction through internet. People are getting
various services through e –Banking such as opening an
account, money transfer from one account to another account,
bill payment, product purchasing etc. So, customer information
has to be secured during the transaction through internet.
Cryptography and steganography are the two method by which
we can provide the security of information.
Cryptography [1, 2], a word with Greek origins, means “Secret
writing”. We use the term to refer to the science and art of
transforming messages to make them secure and immune to
attack. Although in the past cryptography referred only to the
encryption and decryption of messages using secret keys,
today it is defined as involving three distinct mechanisms :
symmetric-key encipherment, asymmetric-key encipherment
and hashing.
Steganography [3,4] is an art of concealment of information
through different cover media such as audio, video, text and
image. Image steganography is a method where large amount
of information is stored into images keeping its visual quality
intact with original image. Image steganography is applied in
two domain – spatial domain and frequency domain. Our
proposed method is focused in spatial domain with colour
image.
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There are lot of research work has carried on LSB method [6,
7].Chan al et al. [5] has proposed a simple LSB substitution
method. In this LSB method secret data are directly
embedded into least significant bit positions of cover image.
Major advantageous of LSB method is that it is easy to
implement and archive high capacity. But one of the main
drawback of this method is it is vulnerable to slight image
manipulation like cropping, compression.
Manjula et.al [6] has applied hashing technique to embed the
secret with different bit position into colour cover image.
They have used 2-3-3 bit for red, blue and green pixels. They
have archived good capacity of secret bit as well as slight
increase of security rather than simple LSB method.
Sarkar and Karforma [7] have tried to improve the security
level by applying a new pixel selection technique. Here
embedding has started at middle region of an image and
successive diagonal pixels have selected to form quadrilateral
through which secret data are inserted into pixels.
Pixel value differencing method
Wu and Tsai [8] have proposed high capacity embedding
method using pixel value differentiation method. In this paper
pixels image are divided into some blocks containing two
consecutive pixels. Calculate the intensity difference between
two consecutive pixels and modifies the pixel differences of
each block (pair) for embedding data bit. A larger pixel value
difference allows greater modification in original pixel. In
extraction phase, original range table is necessary to
portioned of stego image by the same method as used to
cover image.
Tsang and Leng [9] have proposed a steganographic method
based on PVD and perfect square number. In this paper
before
embedding
secret
data,
the
function Nearest_PerfectSquare () is defined to find the
nearest perfect square number for difference value of two
consecutive pixels. The function Nearest_PerfectSquare ()
returns the nearest perfect square number which is the range
number of difference value of two consecutive pixels.
According to range number, the secret data is embedded into
the cover image by the embedding procedure. This method
has achieved high capacity than Wu and Tsai method.
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Grey level modification method
Potdar et al.[10] has introduced Grey Level Modification
method which is used to map the data by modifying grey level
values of image pixels.GLM method use odd even technique
for embedding data into pixels. They have used mathematical
function for selection of pixels and modify all odd pixels value
to even by incrementing one for representing one. To represent
1, modify the appropriate pixel value by decrementing its grey
level value by one. The processes of retrieval are completely
opposite to that of embedding.

blocks for embedding secret information. Eight characters are
required to form block key for eight consecutive blocks.
Message bits are encrypted with block key using XOR
method and embedded eight bit per pixel into RGB cover
image.
Our proposed work has been described into followings
subsections.
E-Banking registration
Customer should register his account by following steps.

Pixel Mapping Method

Step1: Visit the authentic e-Banking Website.

Bhattacharyya and Sanyal [11] proposed a new image transformation technique in known as Pixel Mapping Method
(PMM), a method for information hiding within the spatial
domain of an image. Embedding pixels are selected based on
some mathematical function which depends on the pixel
intensity value of the seed pixel and its 8 neighbours are
selected in counter clockwise direction. Before embedding a
checking has been done to find out whether the selected
embedding pixels or its neighbours lies at the boundary of the
image or not. Data embedding are done by mapping each two
or four bits of the secret message in each of the neighbour
pixel based on some features of that pixel.

Step 2: Open registration page and fill up registration form by
giving his/her personal information.

Steganography using encryption Method

Step 3: Put userID and eight character password.
Step 4: Submit the form.
Segment an image into blocks
Segment the image into eight non overlapping blocks and
generate block key with help of password. Figure 1 depicts an
image with eight blocks with password atanu123.

Block1Key a

Block2key t

Block3key a

Block4key n

Block5key u

Block6key 1

Block7key 2

Block8key 3

Various encryption techniques have been applied on
Steganography to increase the security level of message bit.
Kaur and Pooja [12] have applied XOR encryption method for
embedding secret message bit into video cover media. In this
method10 random frames are selected on the basis of 10 digit
secret key. The secret message is encrypted using XOR
encryption to make it secure. From receiver side message is
extracted using secret key and combined with XOR technique.
Panghal et al. [13] has proposed image Steganography using
AES encryption technique. Here data are encrypted using AES
method and inserted into pixels using LSB method. Desmukh
et al. [14] has introduced new Steganographic technique using
double layer security by AES and DES method.
Our proposed method based on LSB Steganography using
encryption technique where secret information are encrypted
with user password and embedded into cover image using LSB
method.
PROPOSED METHOD
Our proposed method may be applied on e-Banking
environment where customers transact various secure financial
documents through internet.We have applied password based
encryption technique on image Steganography to secure eBanking data. Customer should require registration through
personal data along with user_Id and password to access one’s
account and it requires eight characters for password
preparation. Image is segmented into eight non overlapping
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Figure 1. Segmentation of an image with password atanu123

Encryption Technique using XOR method
XOR is the simplest method for encryption of message and
convert it into cipher text.
Cipher Text = XOR (Message, block key)
Consider a message “Bank” which is embedded into 1st
block with key a.
Message:

B

a

n

k

ASCII value: 01000001 01100001 01101110

01101011

Block key (a): 01100001 01100001 01100001

01100001

After xor : 00100000 00000000 00001111 00001010
LSB Steganography Method:
After encryption the cipher text has been embedded using
LSB Steganography method. We have applied 3-3-2
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combination for embedding cipher text into R, G and B pixels
of an image and have achieved capacity of eight bit per pixel.
Sender side algorithm:
Step 1:
Register any authentic e-Banking website using
userID and eight character password.

The MSE is a measure of the quality of an estimator—it
is always non-negative, and values closer to zero are
better.
MSE=

1
𝑀𝑁

𝑁
2
∑𝑀
𝑖=1 ∑𝑗=1(𝐼 ′MN – IMN)

Step 2:

Segments the image into eight consecutive non
overlapping blocks.

𝐼 ′ MN=Stego Image

Step 3:

Generate block key using password.

IMN=Cover Image

Step 4:

Encrypt the message using XOR method.

M=512, N=512.

Step 5:

Embeds the encrypted message using LSB
Steganography.

Step 6:

finally stego image is transmitted through
channel.

Receiver side algorithm:
Step 1:
Stego image is received by receiver.
Step 2:

Step 3:

Segments the image into eight consecutive non
overlapping blocks.

Step 4:

Generate block key using password.

Step 5:

Retrieve the encrypted message from the image.
Decrypt the message using XOR method.

Step 7:

Construct the original message.

The root-mean-square error (RMSE) [15] is a frequently used
measure of the differences between values (sample or
population values) predicted by a model or an estimator and
the values observed.
RMSE= √𝑀𝑆𝐸

put the correct password by receiver if sever send
any information to registered customer or use
password at server side to accesses customer
request when it comes from customer to server
end.

Step 6:

Root-mean-square error (RMSE)

Normalized Root-mean-square error (RMSE)
Normalizing the RMSE [15] facilitates the comparison
between datasets or models with different scales. Though
there is no consistent means of normalization in the literature,
common choices are the mean or the range (defined as the
maximum value minus the minimum value) of the measured
data.
NRMSE=

𝑅𝑀𝑆𝐸
𝑀𝐴𝑋(𝐼)−𝑀𝐼𝑁(𝐼)

Here I is the cover image.
Structural Similarity Index (SSIM)

IMAGE QUALITY MATRICES
In the development of image processing algorithms, IQM
(Image Quality Measurement) plays an important role. To
evaluate the performance of processed image, IQM can be
utilized. Image Quality is defined as a characteristic of an
image that measures the processed image degradation by
comparing to an ideal image. We have considered following
image quality parameters.
Mean square error (MSE)
In statistics, the mean squared error (MSE) [15] of
an estimator (of a procedure for estimating an unobserved
quantity) measures the average of the squares of the errors that
is, the average squared difference between the estimated values
(Stego image) and what is estimated (cover image). MSE is
a risk function, corresponding to the expected value of the
squared error loss. The fact that MSE is almost always strictly
positive (and not zero) is because of randomness or because
the estimator does not account for information that could
produce a more accurate estimate.
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SSIM [15] is used for measuring the similarity between two
images. The SSIM index is a full reference metric; in other
words, the measurement or prediction of image quality is
based on an initial uncompressed or distortion-free image as
reference. SSIM is designed to improve on traditional
methods such as peak signal-to-noise ratio(PSNR) and mean
squared error (MSE).
The resultant SSIM index is a decimal value between -1 and
1, and value 1 is only reachable in the case of two identical
sets of data.
The SSIM metric is calculated on various windows of an
image. The measure between two images x and y of common
size N x N is:

SSIM (x, y ) 

(2 x  y  C1)(2 xy  C 2)
(  x 2   y 2  C1)( x2   y2  C 2)

Where μx, μy, σx,σy, and σxy are the local means, standard
deviations, and cross-covariance for images x, y.
C1=(k1L)2and C2=(k2L)2.Two variables to stabilize the
division with weak denominator. L is the dynamic range of
the pixel-values k1=0.01 andk2=0.03 and by default.
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Entropy Difference

Structural Content (SC)

Image entropy [16] is an important indicator for evaluating the
richness of image information; it represents the property of
combination between images. The larger the combination
entropy of an image, the richer the information contained in
the image. The entropy of an image is

SC [16] is also correlation based measure and measures the
similarity between two images. Structural Content (SC) is
given by the following equation.

H=-∑𝐿−1
𝑖=0

pi log2 pi

Where H is the entropy, L is the overall gray-scales of image,
pi is the probability of gray level i.

∑𝑀

2
∑𝑁
𝑗=1( 𝑦(𝑖,𝑗) )

SC=∑𝑖=1
𝑀

𝑁
2
𝑖=1 ∑𝑗=1( 𝑥(𝑖,𝑗) )

Normalized Absolute Error
This quality measure can be expressed as follows.

We calculate entropy difference using the following formula
Hdiff = Hstego − Original

NAE =

Horiginal= Entropy of original image.

𝑁
∑𝑀
𝑖=1 ∑𝑗=1 |𝑥(𝑖,𝑗)− 𝑦(𝑖,𝑗)|
𝑁
∑𝑀
𝑖=1 ∑𝑗=1 𝑥(𝑖,𝑗)

A higher NAE [16] value shows that image is of poor quality.

Hstego=Entropy of stego image.
Hdiff=Entropy difference between stego image and original
image.

R2 value
The coefficient of determination or R2 [16] is a statistic that
will give some information about the goodness of fit of a
model. In regression, the R2 coefficient of determination is a
statistical measure of how well the regression predictions
approximate the real data points. An R2 of 1 indicates that the
regression predictions perfectly fit the data.

Normalised Cross Correlation
Normalized cross correlation [16] is the simplest but effective
method as a similarity measure, which is invariant to linear
brightness and contrast variations. NC (Normalized Cross
Correlation) measures the comparison of the processed image
and reference image.

R2= 1- |

𝑁 𝑥(𝑖,𝑗)− 𝑦(𝑖,𝑗))2
∑𝑀
𝑖=1 ∑𝑗=1(
𝑁 𝑥(𝑖,𝑗)2
∑𝑀
𝑖=1 ∑𝑗=1

|

NC is expressed as follows:
RESULT AND ANALYSIS
∑[(𝑎(𝑖,𝑗)−𝑀𝑒𝑎𝑛(𝑎)][𝑏(𝑖,𝑗)−𝑀𝑒𝑎𝑛(𝑏)]
NC=𝑠𝑞𝑢𝑟𝑡(∑[(𝑎(𝑖,𝑗)−𝑀𝑒𝑎𝑛(𝑎)]2∗[𝑏(𝑖,𝑗)−𝑀𝑒𝑎𝑛(𝑏)]2)

Average Differences
AD [16] is simply the average of difference between the
reference signals
(x (i, j)) and test image(y (i, j)). It is given by the equation
AD=

1
𝑀𝑁

𝑁
∑𝑀
𝑖=1 ∑𝑗=1( 𝑥(𝑖, 𝑗) − 𝑦(𝑖, 𝑗))

Maximum Difference
MD [16] is the maximum of the error signal (difference
between the reference signal and test image).
MD=MAX|x (i, j) – y (i, j)|
Mean Absolute percentage Error
MAPE [16] is average percentage of absolute difference
between the reference signal and test image. It is given by the
following equation.
MAPE =

100
𝑀𝑁

𝑁
∑𝑀
𝑖=1 ∑𝑗=1 |

𝑥(𝑖,𝑗)−𝑦(𝑖,𝑗)
𝑥(𝑖,𝑗)

|
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We have selected two BMP colour images of size 512×512
namely Leena and Pepper for experiment and have
considered different image quality parameter for analysis of
our proposed method. Table1 and Table2 shows image
quality parameters with variable message size. We can
compare value of different image quality parameters with
their best value from Table1 and Table2. Original image with
its stego image has shown in Figure 1 and Figure 2. In Table
4 and Table 5 we also compare the performance of our
proposed method with existing PVD [8], GLM [10], PMM
[11] method in terms of PSNR and capacity. Figure3 and
Figure 4 shows histogram analysis of cover image with stego
image.
Values of image quality parameters are very close to their
best value with message size 50000 byte and 100000 byte.
But values of image quality parameter with message size
200000 and 262144 are slightly deviated with their best
value. From Table5 and table6 we have seen that our
proposed method has archived better result than existing
PVD, GLM, and PMM method in terms of PSNR and
capacity. From histogram analysis we say that stego images
with massage size 50000 byte and 100000 byte are very
similar to that of selected cover images. Our proposed
method works best with message size less than or equal to
100000 byte.
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Table1: Different Image quality parameters with variable message size of Leena cover Image
Image Quality Parameter

Leena
Message
size

MSE

PSNR

RMSE

NRMSE

MAPE

SSIM

Entropy
Difference

Normalised
Cross
Correlation

Average
Difference

Maximum
Difference

Structural
Content

Normalised
Absolute
Error

R2
Value

50000
100000
200000
262144
Best
value

0.6586
1.3243
2.7159
3.5704
Lower
(Close
to
zero)

49.9444
46..9111
43.79
3.5704
Higher
Value
(>40)

0.8116
1.1508
1.6480
42.6036
Lower(
close to
zero)

0.0039
0.0055
0.0079
0.0091
Lower
(close to
zero)

0.3892
0.8641
1.6671
2.0434
Lower
(close
to
zero)

0.9967
0.9932
0.9864
0.9824
Higher
( close
to +1)

0.0054
0.0509
0.2360
0.3817
Lower
(close to
zero

0.9989
1.0020
0.9954
0.9937
Higher
(close to 1)

0.1280
0.2667
0.5664
0.7266
Lower
(close to
zero)

7
4
7
6
Lower
value

1.0022
0.9958
1.0091
1.0012
Lower
(close to
1)

.0030
0.0060
0.0121
0.0159
Lower
(close to
zero)

0.9999
0.9999
0.9997
0.9997
Higher(
close to
1)

Table2: Different Image quality parameters with variable message size of Pepper cover Image
Image Quality Parameter

Peeper
Message
size

MSE

PSNR

RMSE

NRMSE

MAPE

SSIM

Entropy
Difference

Normalised
Cross
Correlation

Average
Difference

Maximum
Difference

Structural
Content

Normalised
Absolute
Error

R2
Value

50000
100000
200000
262144
Best
value

0.6567
1.3037
2.6780
3.5392
Lower
(Close
to
zero)

49.95
46.9790
43.8526
42.6456
Higher
Value
(>40)

0.3910
1.1418
1.6365
1.8813
Lower(
close
to
zero)

0
0.0051
0.0072
0.0083
Lower
(close to
zero)

0.0015
0.8603
1.4987
1.8837
Lower
(close
to
zero)

0.9967
0.9926
0.9872
0.9833
Higher
( close
to +1)

0.0095
0.0542
0.2235
0.3856
Lower
(close to
zero

0.9991
0.9984
0.9961
0.9949
Higher
(close to 1)

0.1154
0.2390
0.5529
0.6941
Lower
(close to
zero)

6
6
6
7
Lower
value

1.0017
1.0032
1.0077
1.0102
Lower
(close to
1)

0.0024
0.0048
0.0097
0.0128
Lower
(close to
zero)

0.9999
0.9999
0.9998
0.9998
Higher(
close to
1)

Cover Image
Message Size
Image Name

Stego Image with variable message size
100000
200000

50000

262144

Figure 1. Cover image and stego image with variable message size for Leena Cover image.
Cover Image
Message Size
Image Name

Stego Image with variable message size
100000
200000

50000

262144

Figure 2. Cover image and stego image with variable message size for Pepper Cover image.

Message Size
Image Name
(peeper)

50000

3000

100000

200000

262144

2000
3000
2000

1000

1000

0

3000

3000

3000

2000

2000

2000

1000

1000

0

0

100

200

0

100

1000

0

200

0

100

0

200

0

100

0

200

0

100

200

Figure 3. Histogram analysis of cover image and stego image with variable message size for Leena image

Message Size

50000

100000

200000

262144

3000

3000

3000

3000

2000

2000

2000

2000

1000

1000

1000

0

0

3000

Image Name
(peeper)

2000
1000
0
0

100

200

0
0

100

200

0

100

200

1000
0
0

100

200

0

100

200

Figure 4. Histogram analysis of cover image and stego image with variable message size for Peeper image
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8
6
4
2
0

50000byte
100000byte
200000byte
262144byte

Figure 5. 2D column analysis of various image quality parameters for Leena image.
8
6
4
2
0

50000byte
100000byte
200000byte
262144byte

Figure 6. 2D column analysis of various image quality parameters for Peeper image

Table 4. Capacity comparison of proposed method with existing
method
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