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Abstract 

In the work a novel approach for network traffic anomaly 

detection is proposed. It describes network traffic with phase 

coordinates consisted of generalized coordinates of traffic 

workload parameters and generalized velocities determined by 

non-recursive filtering of generalized coordinates. The 

information about traffic states is stored in the form of phase 

portraits — two-dimensional frequency distributions of traffic 

phase coordinates or their hash functions. Wald's sequential 

analysis and the Bayesian decision theory with given levels of 

significance is applied to discriminate phase portraits of 

different traffic state. Experimental studies proved the 

efficiency of the developed approach on model traffic states 

and demonstrated its applicability for the DDoS attack 

detection on real traffic flows.  

Keywords: traffic anomaly detection, DDoS attacks, network 

traffic, phase coordinates, phase portrait, sequential analysis, 

Bayesian decision theory. 

 

 

INTRODUCTION 

Major organizations, and particularly network providers, keep 

large network infrastructures with high volumes of network 

traffic. For system maintenance they often monitor values of a 

set of specific traffic parameters such as total traffic volume, 

incoming and outcoming traffic volume, number of sent 

packets for certain network protocols, etc. The information is 

used to characterize normal network traffic state and to detect 

and quantitatively describe deviations from it (anomalous 

traffic states). Anomalous traffic states could occur as a result 

of legitimate users behavior (e.g. massive watching of viral 

video or popular sales promotion), as well as cyberattacks. 

Distributed Denial of Service (DDoS) is one of the most 

critical classes of cyberattacks which aims to disrupt 

availability of information resources. DDoS attacks grow 

more popular year by year: they are continuously evolving 

and become easier and cheaper to conduct. They can lead to 

the failure of individual hosts and network services, as well as 

root DNS servers, which will cause a reduced functionality or 

complete breakdown of corporate information network. One 

of the urgent tasks in the field of information security today is 
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the development of special systems for DDoS attacks 

detection and methods for selection of adequate protection 

mechanisms that would be most effective under specific 

conditions.  

The problem of network attack identification сan be 

considered as two nearly independent tasks: fast and reliable 

detection of the fact that the system is under attack and precise 

classification of the attack type among known classes with 

given significance levels. Systematic analysis of traffic states, 

normal and anomalous, could be used in solving of both tasks. 

Continuous processing of traffic parameters and wide 

collection of different system states snapshots would improve 

the detection efficiency and classification accuracy giving 

necessary information for cyberattack identification systems.  

The main attention in this work is paid to the problem of 

DDoS attacks identification based on the author's technique of 

statistical traffic states description by phase coordinates and 

phase portraits and use of Wald’s sequential analysis and 

Bayesian decision theory with given significance levels. 

The aim of the research is to develop the technique of phase 

coordinates and phase portraits formation for description of 

network traffic states and to demonstrate its applicability for 

DDoS attacks identification. 

In order to achieve the aim we set the following 

objectives: 

 specify secondary traffic workload characteristics and 

transform them into phase coordinates; 

 form a set of phase portraits for different traffic states; 

 conduct experimental studies for DDoS attacks 

identification using model and real traffic states. 

 

RELATED WORKS 

In recent years there were published a number of studies for 

traffic anomaly detection based on deviations from templates 

of normal system states. Different statistical and machine 

learning techniques were applied to the problem including 

principal component analysis [1, 2], wavelets [3], histogram-

based modelling [4], support vector machines [5], correlation 

analysis [6]. Most of them have shown good performance on 

detection of intrusion, infected hosts and network attacks.   

Data from headers of incoming traffic flow packets (control 

information) are widely used for DDoS attacks identification. 

Saied et al. applied on artificial neural network algorithm for 

detection of known and unknown TCP, UDP, ICMP DDoS 

attacks based on specific characteristic features of the packets 

control information [7]. In work [8] it was shown that flags in 

the TCP header could serve for reliable discrimination of 

normal and malicious traffic and detection of SYN flood 

DDoS attacks. 

In addition to control information workload parameters can be 

used (information about the sizes and number of packets in a 

flow) [9-11]. Sizes, number of incoming packets and time 

intervals between them compose primary traffic workload 

characteristics. For more in-depth analysis secondary 

characteristics are used, they are formed as logical [12], 

entropy [13], correlation [14] and structural [15] functions of 

primary characteristics. 

There are various methods for analysis of network traffic 

secondary characteristics. Of particular interest are works with 

formation of probability density distributions and their 

comparison by different metrics [16, 17], including sequential 

analysis metrics [18]. However, the efficiency of any 

approach is mainly achieved by proper selection of secondary 

characteristics, as specificity of probability density 

distributions for attacks types is highly dependent on them. In 

work [12] the specificity is provided by joint use of packet 

sizes and time intervals between their arrivals. If only one of 

the characteristics is used, the corresponding probability 

density distribution would be degenerate — one distribution 

would correspond to different combinations of characteristics 

regardless of the data packets order. In this connection, we 

would like to extend the approach described in [12] to cases in 

which different secondary characteristics are used in the 

absence of information about time intervals between data 

packets. It is possible if we consider network traffic flows as 

dynamical systems with corresponding generalized 

coordinates and velocities.  

 

RESULTS 

Transformation of Secondary Traffic Workload 

Characteristics into Phase Coordinates  

Let us observe different values of primary traffic 

characteristics sequences 𝑆𝑛(𝑘) (𝑛 = 1,2, … , 𝑁;  𝑘 =
1,2, … , 𝐾) and select values of traffic workload parameters 

from the corresponding fields of data packet headers, where 𝑁 

— number of consecutive values, and 𝐾 — number of traffic 

workload parameters taken from different data flows (packet 

length, octets, number of packets).  

Next, we will form different values of secondary 

characteristics sequences 𝑥𝑛(𝑘) (𝑛 = 1,2, … , 𝑁;  𝑘 =
1,2, … , 𝐾) from the selected workload parameters. For 

instance, it is possible to form these values in proportion to: 

a) values of 𝑆𝑛(𝑘) ; 

b) normalized values of 𝑆𝑛(𝑘)/𝑆𝑛
𝑚𝑎𝑥(𝑘); 

c) increments ∆𝑆𝑛,𝑝(𝑘) = 𝑆𝑛(𝑘) − 𝑆𝑛−𝑝(𝑘) over the 

interval 𝑝 ∈ [1,2, … ]; 

d) relative increments ∆𝑆𝑛,𝑝(𝑘)/[𝑆𝑛(𝑘) +

𝑆𝑛−𝑝(𝑘)] = [𝑆𝑛(𝑘) − 𝑆𝑛−𝑝(𝑘)]/[𝑆𝑛(𝑘) +

𝑆𝑛−𝑝(𝑘)] over the interval 𝑝 ∈ [1,2, … ]; 

e) averaged values over a certain sliding interval 𝑚 

(𝑆𝑛(𝑘))
𝑚

=
∑ 𝑆𝑖(𝑘)

𝑚
; 

f) averaged values for non-overlapping intervals 

with duration 𝑚 

〈𝑆𝑛(𝑘)〉𝑚 =
∑ 𝑆𝑖(𝑘)

𝑚
, where 𝑛 = 2𝑚, 3𝑚, … , 𝑛𝑚, …; 
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g) values of  𝑆𝑛(𝑘)/𝑆𝑛(𝑙) for 𝑘 ≠ 𝑙; 

h) values of entropy [13], correlation [14] and 

structural [15] dependencies. 

It is possible to combine values of characteristics a)–h) 

forming their sums. Thus, when summing values from a), c), 

and e), secondary characteristics are similar to signals of a 

PID controller.  

Along with secondary characteristics sequences 𝑥𝑛(𝑘) let us 

introduce the sequences 𝑦𝑛(𝑘) (𝑛 = 1,2, … , 𝑁;  𝑘 =
1,2, … , 𝐾) of conjugate secondary traffic characteristics as a 

result of passing 𝑥𝑛(𝑘) through a filter with a finite impulse 

response with coefficients ℎ𝑛: 

𝑦𝑛(𝑘) = ℎ1(𝑥𝑛+1(𝑘) − 𝑥𝑛−1(𝑘)) + ℎ1(𝑥𝑛+3(𝑘) −

𝑥𝑛−3(𝑘)) + ⋯ + ℎ𝐿(𝑥𝑛+𝐿(𝑘) − 𝑥𝑛−𝐿(𝑘))           (1) 

The filter coefficients will be fitted so as 

ℎ𝑙−2 < ℎ𝑙 , ∀𝑙 = 3,5, … , 𝐿    (2) 

 

and sequences 𝑥𝑛(𝑘), 𝑦𝑛(𝑘) are orthogonal: 

∑ 𝑥𝑛(𝑘)𝑦𝑛(𝑘)𝑛 = 0     (3) 

As a case in point, one of the solutions for (3) satisfying the 

constraint (2) is the Hilbert filter with coefficients 

ℎ𝑙: 1, 1/3, 1/5, … , 1/𝐿. 

Conjugate secondary traffic characteristics 𝑦𝑛(𝑘) describe 

traffic dynamics since they take into account the decreasing 

contribution of the secondary characteristics 𝑥𝑛(𝑘) derivatives 

of L-th orders. In this case, for the linear independence of 

secondary and conjugate secondary characteristics in (1), 

central differences ought to be used so that each 𝑦𝑛(𝑘) does 

not depend on 𝑥𝑛(𝑘), ∀𝑛 = 1,2, … , 𝑁. Thus, the introduced 

set of secondary traffic characteristics allows to consider the 

functioning of the network data transfer channel as the L-th 

order dynamical system with phase coordinates (generalized 

coordinates and velocities) 𝑋 and 𝑌.  

 

Formation of Traffic Phase Portraits. Reasonable 

Statistics Choice 

In accordance with the approach of Ludwig Boltzmann, Henri 

Poincare and Willard Gibbs [19], the state of a dynamical 

system with 𝐾 degrees of freedom and generalized 

coordinates 𝑋(𝑘) and generalized velocities 𝑌(𝑘) 𝑘 =
(0,1, … , 𝐾) is described by a family of phase portraits that do 

not contain time in the explicit form, but characterize changes 

in system states. That is its dynamics in the form of phase 

trajectories in the corresponding phase spaces {x,y}k. Then, 

phase portraits of any traffic in r-th state (r = 0, 1, …, R) will 

have the form of two-dimensional scatter diagrams: 

𝑊[𝑥(𝑘), 𝑦(𝑘)|𝑟] = ∑ 𝑁𝑛(𝑘|𝑟)𝛿[𝑥(𝑘) − 𝑥𝑛(𝑘|𝑟)]𝛿[𝑦(𝑘) − 𝑦𝑘 (𝑘|𝑟)]𝑁
𝑛   (4) 

where 𝑁𝑛(𝑘|𝑟) is the number of points on the k-th two-

dimensional scatter diagram with coordinates  

(𝑥𝑛(𝑘|𝑟), 𝑦𝑛(𝑘|𝑟)), and 𝛿[… ] is the Dirac delta-function. 

To describe a phase portrait, we can take various statistics 

depending on the dynamics of the generalized coordinate 𝑋. 

So if all sequences 𝑥𝑛  (𝑛 = 1,2, … , 𝑁) of the random variable 

𝑋 are distributed according to the normal law and are not 

statistically interrelated, then as the statistics it is suggested to 

take average values 𝑋, 𝑌 and the covariance matrix ∑   of the 

column vectors 𝑧𝑛 = (𝑥𝑛 , 𝑦) . Then, based on Fisher's criteria 

for any traffic it is possible to judge whether the values of its 

secondary characteristics 𝑋(𝑘) and 𝑌(𝑘) are related to the 

corresponding given distributions 𝑊[𝑥(𝑘), 𝑦(𝑘)|𝑟] describing 

r-th traffic state (𝑟 = 0,1, … , 𝑅). Values of autocorrelation 

can be calculated to determine the degree of statistical 

coupling for values of sequence 𝑥𝑛. 

If all sequences 𝑥𝑛 , 𝑦𝑛 (𝑛 = 1,2, … , 𝑁) of a variable 𝑍 =
(𝑋, 𝑌) have noise distributed with some normalized 

probability density 𝑓[(𝑧(𝑘) − 𝑧�̅�) 𝐴(𝑧(𝑘) − 𝑧�̅�)], where 𝐴 is 

a real symmetric and positively defined matrix of weights, but 

there is a significant interrelation in 𝑥𝑛, then it is advisable to 

take the fuzzy phase portraits themselves as the main 

statistics: 

𝑊[𝑥(𝑘), 𝑦(𝑘)|𝑟] = ∑ 𝑁𝑛(𝑘|𝑟)𝑓[(𝑧(𝑘) − 𝑧�̅�(𝑘|𝑟)) 𝐴(𝑧(𝑘) − 𝑧�̅�(𝑘|𝑟))]

𝑁

𝑛

. 

                               (5) 

In this case, to judge whether the values of the secondary 

traffic characteristics 𝑋(𝑘) and 𝑌(𝑘) are related to a 

corresponding distribution  𝑊[𝑥(𝑘), 𝑦(𝑘)|𝑟] from (5) it is 

possible to apply metrics proposed in [16-18], directly taking 

into account values from (5). 

The descriptions of statistical interrelation between 

characteristics of network traffic in the r-th state  

(𝑟 = 0,1, … , 𝑅) are formed on the basis of their phase 

portraits 𝑊[𝑥(𝑘), 𝑦(𝑘)|𝑟] for each k-th characteristic 𝑋(𝑘) 

𝑘 = (0,1, … , 𝐾) of data packets in the form: 

𝑊[𝑥, 𝑦|𝑟] = ∏ 𝑊[𝑥(𝑘), 𝑦(𝑘)|𝑟]𝐾
𝑘=1 .  (6) 

Expression (6) is valid if secondary characteristics of network 

traffic are independent. Statistical relationship of dependent 

secondary characteristics was investigated in the work [15] on 

the basis of their cross-correlation dependencies. 

 

Experimental Studies 

Anomaly Detection 

In the first experiment phase portraits (4) were used to 

describe traffic states. Figure 1 shows an example of 

sequences 𝑥𝑛 for normal and anomalous (TCP SYN flood 

DDoS attack) traffic states produced by the same filter. Herein 

as secondary characteristics averaged values for non-

overlapping intervals with duration 𝑚 (case f)) were taken. 

Phase portraits 𝑊[𝑥, 𝑦|0]  and 𝑊[𝑥, 𝑦|1] for both traffic 

states are represented on Fig. 2. 
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Figure 1. Sequences 𝑥𝑛 for normal and anomalous TCP SYN flood DDoS attack traffic states produced by the same filter. 

 

  

(a) (b) 

Figure 2. Phase portraits for normal 𝑊[𝑥, 𝑦|0] (a) and anomalous 𝑊[𝑥, 𝑦|1] (b) traffic states. 

 

Assuming that sequences 𝑥𝑛 (𝑛 = 1,2, … , 𝑁)  are distributed 

according to the normal law and are not statistically 

interrelated, the following phase portrait statistics of normal 

and anomalous traffic states were obtained.       

For [𝑥, 𝑦0]: 𝑥 = 1796, 𝑦 = 0, ∑ = 1.55 ∗ 105 (
1 0
0 1

) . 

For [𝑥, 𝑦1]: 𝑥 = 1831, 𝑦 = 0, ∑ = 1.17 ∗ 106 (
1 0
0 1

) . 

Based on these statistics and using Fisher's method 2 

Mahalanobis distances were calculated. They were used to 

determine boundaries of the confidence intervals for reliable 

assignment (95%) of experimental samples to normal or 

anomalous traffic states. The boundaries of the confidence 

intervals are shown on Fig. 2 by ellipses with corresponding 

Mahalanobis distances 𝐷1 = 772 and 𝐷2 = 2122. As can be 

seen from the figure, the hit of most points in the 

corresponding confidence intervals guarantees the detection of 

an attack with a probability of at least 95%. 

 

Discrimination of Model Signals. Hash Functions 

The second experiment involves the discrimination of 

sequences 𝑥𝑛 (𝑛 = 1,2, … , 𝑁) with interrelated (correlated) 

values. Values from case b) were used as secondary traffic 

characteristics. We used two model types of signals: 

normalized triangular (T) signal and normalized Gaussian (G) 

signal. To estimate influence of interference we also took in 

consideration both signals affected by noise (standard 

deviation equal to 0.05) and with scaling. The studied signals 
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and their phase portraits are shown on Fig. 3 and Fig. 4, 

respectively.  

 

  

(a) (b) 

Figure 3. Sequences 𝑥𝑛 forming triangular signal with and without noise and scaling (a) and Gaussian signal with and without 

noise and scaling (b). 

 

  

(a) (b) 

Figure 4. Phase portraits 𝑊[𝑥, 𝑦|𝑇1] and 𝑊[𝑥, 𝑦|𝑇2] for triangular signal with and without noise and scaling (a) and phase 

portraits 𝑊[𝑥, 𝑦|𝐺1] and 𝑊[𝑥, 𝑦|𝐺2]for Gaussian signal with and without noise and scaling (b). 

 

The signals were discriminated by comparing their phase 

portraits formed by formula (5). The probability density 

𝑓[(𝑧(𝑘) − 𝑧�̅�) 𝐴(𝑧(𝑘) − 𝑧�̅�)] was estimated on the basis of a 

similarity measure analogical to the potential function 1 / (1 + 

square of the distance to the nearest neighbor) [20]. Then, 

obtained values 𝑊[𝑥, 𝑦|𝑟] (𝑟 = 𝑇, 𝐺) were taken as 

likelihood, and for likelihood ratios, judgments were made 

about the presence of noisy and scaled signals to their 

noiseless versions [21]. In this case, two hypotheses were 

considered: 𝐻𝑇  — a noisy signal refers to a triangular 

signal; 𝐻𝐺 — a noisy signal refers to a Gaussian signal. In the 

experiment, a reliable discrimination of the sequences was 

obtained for the probabilities of errors of the first and second 

type lying in the range 0.01-0.05 (with standard deviation for 

noise up to 10%). 

In order to avoid time-consuming analysis of two-dimensional 

frequency distributions we advise to transform phase 

coordinates with hash functions: ±𝑋 + 𝑌 = IF(𝑌 > 0, 𝑋 +
𝑌, −𝑋 + 𝑌) and 𝑋/𝑌 = IF(𝑌 ≠ 0, 𝑋/𝑌, ""). 

Figures 5 and 6 illustrates one-dimensional probability density 

distributions for hash function ±𝑋 + 𝑌 and 𝑋/𝑌 for three 

sequences (𝑟 = 1, 2, 3) corresponding to rectangular, 

triangular, and Gaussian signals and probability density 

𝑤(±𝑋 + 𝑌 |Noise) for normal noise with a standard deviation 

of 10%. It is clearly seen that probability densities 

𝑤(±𝑋 + 𝑌 |𝑟) and 𝑤(𝑋/𝑌 |𝑟) differ significantly from each 

other.  
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Figure 5. One-dimensional probability density distributions 

for ±𝑋 + 𝑌 hash-functions. Signals 𝑟 = 1, 2, 3  are 

corresponding to rectangular, triangular, and Gaussian signals. 

 

 

Figure 6. One-dimensional probability density distributions 

for 𝑋/𝑌 hash-function. Signals 𝑟 = 1, 2, 3 are corresponding 

to rectangular, triangular, and Gaussian signals. 

 

In experiments the hash function ±𝑋 + 𝑌 makes it possible to 

detect all three sequences with errors of the first and second 

type equal to 0.05 (with a standard deviation of 10%) using 

two consecutive observations. While for the hash function 

𝑋/𝑌 it requires at least eight consecutive observations of 

signal samples 𝑥𝑛 , 𝑦𝑛. 

 

Discrimination of DDoS Attacks in Real Traffic Traces 

In the third experiment real traffic traces were observed: 

 normal traffic with web-surfing; 

 anomalous traffic with HTTP flood DDoS attack; 

 anomalous traffic generated by Slowloris DDoS tool. 

All data were collected by NetFlow protocol. As a secondary 

characteristic of 𝑋, we used the ratio g) which indicates the 

number of octets per packet.  

We investigated the possibility of detecting attacks using the 

hash function Load-hash = 𝑋 + 𝑌 =  IF(𝑌 > 0, 𝑋 + 𝑌, −𝑋 +
𝑌) formed on the basis of traffic phase coordinates. On Fig. 7 

an example of one-dimensional probability density 

distributions 𝑤(Load − hash|𝑟) for hash functions for normal 

traffic state and two attacks (𝑟 = {Normal, HTTP −
flood, Slowloris}). It is clearly seen from the figure that the 

probability density 𝑤(Load − hash) for hash values differs 

significantly from each other. 

 

 
 

Figure 7. One-dimensional probability density distributions 

𝑤(Load − hash|𝑟) for hash functions of normal traffic state 

and two network attacks. 

 

Similarly to work [22] the possibility to use address-based 

statistics of network packets headers was studied. Figure 8 

shows an example of one-dimensional probability density 

distributions 𝑤(Adr − hash|𝑟) of address hash functions for 

the normal traffic state and two types of attacks  

(𝑟 = {Normal, HTTP − flood, Slowloris}). In this case, the 

address hash function was constructed as the sum of changes 

to all address fields of traffic packets headers within specified 

sliding interval. It can be seen from the figure that probability 

densities 𝑤(Adr − hash) of address hash values functions 

also differ significantly from each other. 

 

 
 

Figure 8. One-dimensional probability density distributions 

𝑤(Adr − hash|𝑟) for hash functions of normal traffic state 

and two network attacks. 
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Detection of attacks and identification of their types were built 

on the basis of Wald sequential analysis and Bayesian 

decision theory. In this case 𝑤(Adr − hash|𝑟) were used as a 

priori probabilities, and 𝑤(Adr − hash|𝑟) — as conditional 

probabilities. In the sequential analysis of Wald the following 

likelihood ratios were used: 
 

𝑤(Adr − hash1|𝑟)×𝑤(Load − hash1|𝑟)×…×𝑤(Adr − hash𝑛∗ |𝑟)×𝑤(Load − hash𝑛∗ |𝑟)

𝑤(Adr − hash1|0)×𝑤(Load − hash1|0)×…×𝑤(Adr − hash𝑛∗ |0)×𝑤(Load − hash𝑛∗ |0)
,   

(7) 

where 𝑛 ∗ —  number of consecutive observations (packets or 

aggregates of packets in traffic) sufficient for given levels of 

significance (errors of the first and second types). Bayesian a 

posteriori probabilities of attack types were calculated 

according to a known scheme: 

𝑊(𝑟|{Adr − hash, Load − hash}𝑛∗ ) = 

=
𝑤(Adr − hash1|𝑟)×𝑤(Load − hash1|𝑟)×…×𝑤(Adr − hash𝑛∗ |𝑟)×𝑤(Load − hash𝑛∗ |𝑟)

∑ 𝑤(Adr − hash1|𝑟)×𝑤(Load − hash1|𝑟)×…×𝑤(Adr − hash𝑛∗ |𝑟)×𝑤(Load − hash𝑛∗ |𝑟)𝑟=1
. (8) 

 

DISCUSSION 

Statistical descriptions of network channel traffic states are 

obtained, which allow forming strategies for both detecting 

attacks and identifying their types. These strategies were built 

on the basis of Wald sequential analysis and Bayesian 

decision theory. In both cases, the main indicators of traffic 

states are their phase coordinates, generalized coordinates, 

allowing to describe dynamics of traffic loads of the network 

channel, and the generalized velocities — changes in the 

dynamics of these loads. It is shown that traffic phase 

coordinates can describe both independent and interrelated 

dynamics of network traffic. 

It was demonstrated in experimental studies that compression 

of traffic state descriptions by different hash functions of its 

phase coordinates and one-dimensional distributions of the 

probability densities can be successfully applied for 

anomalous traffic detection. The presence of anomalies is 

clearly visible on graphic representations and could be 

distinguished by any machine learning approach. Therefore, it 

is arguable that the developed technique allows detecting 

anomalies in traffic for further classification. Based on traffic 

phase coordinates and their hash functions with given 

identification probability of  95% it is possible to classify 

types of attacks with levels of errors of the first and second 

types lying in the range 0.01-0.05. It was demonstrated using 

Wald sequential analysis and Bayesian decision theory.  

There is an open question of constructing a hash function that 

would provide both high classification accuracy and a high 

speed for traffic processing algorithms. In further research it is 

planned to apply other methods for hash functions formation 

and verify their applicability. 

 

CONCLUSIONS 

The technique for transformation of network traffic workload 

parameters into phase coordinates is developed. It describes 

dynamics of various network channel loads by generalized 

coordinates and define changes in the dynamics of these loads 

by generalized velocities. On the basis of phase coordinates, 

descriptions of various traffic states are introduced in the form 

of phase portraits. Experimental studies have shown the 

principal possibility of using the developed technique in 

DDoS attacks identification systems. It can successfully 

complement methods widely used in applied network security 

systems. The main advantages of the technique are the 

flexibility of the approach to the description of traffic states 

and the ability to detect deviations from normal traffic states 

by automatic setting of decision thresholds for given detection 

probabilities and errors based on sequential analysis and 

Bayesian decision theory. This is especially important for 

network traffic of extremely large volumes, when attacks with 

more than 100 Gbit / s volume are possible. 
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