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Abstract—In recent years cyber attacks have got much 

attention by the network security researchers as the detection of 

such attacks is challenging and crucial aspect in information 

technology. Even though many techniques are available to defend 

DDoS attacks, still it is a major concern for most of the 

organizations. Machine learning algorithms are the preferred 

choice to design a detection model because of its learning 

capability and improved detection accuracy for novel attacks. We 

have proposed a neural network model using Scaled conjugate 

gradient algorithm which is evaluated on the benchmark datasets 

such as NSL-KDD, CAIDA and KYOTO using the latest matlab 

tool. The proposed method has achieved high detection accuracy 

with least number of false positives compared to the existing 

methods 

 

Keywords — Network anomaly Detection, DDoS, Artificial 

Neural Network, Machine learning. 

I. INTRODUCTION 

Today internet has made us to connect any part of the world 
with very less time but high risk of security. Undoubtedly, 
machine learning algorithms have played a vital role in the 
detection of network anomalies in the past years. Anomaly 
based detection systems are capable of detecting previously 
unseen intrusion events but with higher false positive rates 
(FPR, events incorrectly classified as attacks) compared to 
signature-based systems. 

The effectiveness of an IDS system is measured based on the 
dataset used by the researchers. In this paper we are going to 
use the most widely used benchmark datasets such as NSL- 
KDD, Kyoto and CAIDA to evaluate the Artificial Neural 
Network (ANN) model and compare the results. 

The investigation results on various datasets are proven to be 
improved with detection accuracy and reduced false alarms. 
Many of the existing learning algorithms for neural networks 
are based on the gradient descent (GD) algorithm, which 
usually phas poor convergence rate and very sensitive to user 
defined parameters. For example the standard back propagation 
algorithm which usually has poor performance on large-scale 
problems and the success percentage is highly dependent on the 
user defined parameters such as learning rate and momentum 
constant. Thus we have used a scaled conjugate gradient (SCG) 
algorithm for fast supervised learning that overcomes the above 
mentioned drawbacks [1]. 

 

The results obtained using this ANN simulation method has 
achieved less false positives compared to the existing 
simulation methods. 

Our contributions to this paper are 

1. Simulation of ANN model and test it on various benchmark 

datasets. 

2. Performance analysis and comparison of the benchmark 

datasets on the model. 

3. Achieved comparatively good results in terms of various 

standard evaluation metrics. 

 
The rest of the paper is structured as follows. The literature 
work is discussed in section 2. Section 3 discusses about the 
model architecture and working mechanism. Section 4 provides 
a detailed analysis on the results along with the performance 
comparison. Section 5 includes conclusion followed by 
references. 

II. RELATED WORK 

In this section, we have focused our survey on recent papers 
based on neural network techniques applied for network 
intrusion detection. By observation and inspection, most of the 
existing approaches suffer from high false positives and they 
have used datasets which does not contain recent attack 
patterns. A summary of the literature work related to neural 
network research is given in Table 1. 

III. ARCHITECTURE 

ANNs are nonlinear data processing tool which are inspired 
by structural constitution of human brain. ANN's are capable of 
capturing and handling the data by using simple connected 
elements called neurons. 

The feed forward neural network layer is categorized into 
three layers such as input, hidden and output. Each layer is 
connected in a feed forward terminology where in which 
information flows in the forward direction from input to output 
layer through hidden layer. The weight factor is assigned 
randomly to each of the feed forward connected network. The 
input layer nodes represent the total number of attributes 
present in the dataset. The hidden and output layer consists of 
active nodes, where data entering these nodes produces a 
summed weighting function. 

International Journal of Applied Engineering Research ISSN 0973-4562 Volume 14, Number 15, 2019 (Special Issue)  
© Research India Publications.  http://www.ripublication.com

Page 9 of 14



Table 1: Literature Survey of Neural Network Techniques for Intrusion Detection 

 

Authors Publication Year Dataset Approach 
Detection Rate 

(%) 
FPR (%) 

Bhupendra Ingre and 

Anamika Yadav [2] 
2015 NSL-KDD 

ANN using LM and 

BFGS 

81.2 & 

79.9 
18.8 and 20.1 

Adel Ammar [3] 2015 KYOTO 
HVS Feature 

SelectionTechnique 
98.47 2.67 

 

Mehdi Barati et al [4] 

 

2014 

 

CAIDA 

Genetic Algorithm and 

ANN using MLP 
Algorithm 

 

99.9 

 

0.002 

 

Yousef Abuadlla et al [5] 

 

2014 

 

NETFLOW 

Two stages of Anomaly 

detection systems using 
neural networks 

92.7, 

94.2 & 

91.1 

 

3.6, 3.4 & 5.1 

 

Prashanth Gogoi, et al [6] 

 

2013 

 

KDD-99 

Supervised and 

Unsupervised Neural 
network 

 

92.26 

 

7.7 

Govindarajan, 

Chandrashekaran [7] 
2011 Flow dataset 

Hybrid classification 

methods 
96.54 3.3 

Laheeb Mohamad Ibrahim 

[8] 
2010 KDD-CUP99 

Distributed Time delay 

Neural network 
97.24 2.7 

 

Fariba Haddadi et al [9] 

 

2010 
DARPA 

(KDD-99) 

2-layered 

Feed-Forward Neural 
Network. 

 

97.5 

 

2.5 

Sammany. M [10] 2007 DARPA Two hidden layer MLP 96.65 3.3 

 

 
The network consists of sigmoid neurons in the hidden layer 
associated with an output layer of softmax neurons. After 
calculation of weight matrix, the neurons net input denoted as a 
can have values between negative and positive of infinity. The 
activation functions are used in order to transform set of inputs 
to desired output. The sigmoid tansig function will give the 
outputs in the range from -1 and +1 while the softmax generates 
in the range of 0 to 1. 

X= {X1, X2, …, XN} where X is an input vector and N represents 

the number of input elements. 

Y= {Y1, Y2, …, YM} where Y is an output vector and M represents 

the number of neurons. 

W, b represents weight matrix, bias vector and a represents net 

input to the transfer function. 

The overall output of the network can be represented as 

 

Y=f(WX+b) (1) 
 

 

 
A. Scaled Conjugate Gradient (SCG) Algorithm 

Supervised training algorithms are used by the network to learn 

the desired output for a given input. The model has the ability 

to adapt during the training process by adjusting their internal 

structure in-order to minimize the error. Back propagation is a 

gradient descent algorithm in which the weights and biases of 

the network are adjusted in the steepest descent direction of the 

performance function. The global error E reduction is the main 

motive of using artificial neural network training algorithm. 

The global error E is defined as 
E=1/q ∑ Eq  where q=1, 2, ..., N (2) 

 
where q is the total number patterns to be trained, Eq is the error 

for training pattern p defined as 
Eq=1/2 ∑ (Oi-Ti)2 where i=1, 2, …, M (3) 

 

Where M is the total number of output nodes, Oi is the network 

output at the ith output node and Ti is the target output at the ith 

output node. Although the performance function decreases 

rapidly as the back propagation algorithm adjusts parameters in 

the negative of the gradient but has slow convergence rate. 

In the conjugate gradient algorithms, a line search is used to 

determine the optimal distance and step size is adjusted at each 

iteration. A search is made along conjugate gradient direction 

to determine the step size that minimizes the performance 

function along the line. Since the line search requires lot of 

computations and it also dependent on user parameters, we 

found SCG algorithm is a better choice to solve the problem 

statement. The SCG [1] search function is used to determine the 

step size using second order information from the neural 

network. Another advantage of using this 

 

Fig. 1: Two-layer feed forward architecture with sigmoid hidden and softmax 

output neurons. 
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Table 2: Training parameters 

 

Paramet 

er 

Thresh 

old 

Value 

 

Description 

show 25 
For each iteration of the algorithm the 

training status is displayed. 

epochs 1000 
If epochs are exceeded by the number of 
iterations then training is stopped. 

goal 0 
Training stops if goal parameter exceeds 

above the performance function. 

min_gra 

d 
1e-06 

If min_grad is greater than magnitude 

gradient than training process stops 

max_fai 

l 
6 

This parameter is responsible for 

stopping the technique in the early stage. 

 

sigma 
5e-05 

Considering second derivative 

approximation this parameter indicates 
changes in the weight. 

lambda 5e-07 
Indefiniteness of the Hessian Matrix is 

regulated using this parameter. 
 

search function is it can perform well for networks with large 

number of weights. The training parameters used by the 

algorithm are as shown in Table 2. 
Weights in the network are expressed in vector notation. A 

weight vector ῶ is a vector in the real euclidean space RN, where 
N is the number of weights and biases in the network. Error 

function E(ῶ) in a point (ῶ+ỹ) in RN can be expressed by 
Taylor’s expansion 

E(ῶ+ỹ)=E(ῶ)+E’(ῶ)T ỹ+1/2 [ ỹTE ‘’(ῶ) ỹ ] (4) 

 
The Scaled Conjugate Gradient (SCG) algorithm denotes the 
Eqw quadratic approximation to the error E in a neighborhood of 

a point w by 
Eqw(ỹ)= E(ῶ)+ E’(ῶ)T ỹ+1/2 [ ỹTE’’(ῶ) ỹ ] (5) 

 

where E’’(ῶ) represents the Hessian Matrix 

In order to determine the minimum to Eqw(ỹ) the critical points 

for Eqw(ỹ) must be found. The critical points are the solution to 

the linear system defined as [1] 
E’qw(ỹ)= E’’(ῶ) ỹ+ E’(ῶ)=0 (6) 

 
 

B. Flow Chart 

The flow of the proposed neural network model using SCG 

algorithm can be represented in Fig. 2. 

 
1. Dataset selection 

During our literature survey we have found several papers on 

network intrusion detection using KDD-99 dataset to evaluate 

their model, but unfortunately KDD-99 is the most outdated 

dataset and contains lot of redundant data [10] which has bias 

towards the model evaluation process. This motivated us to 

identify the recent and appropriate dataset which can mimic the 

real world network traffic, so that our model will be able to 

 

 

 

 

 

 
Fig. 2: Flow chart of the proposed neural network model based 

on the SCG algorithm. 

 
learn and classify the novel attacks. Thus we have chosen NSL- 

KDD (D1), CAIDA (D2) and KYOTO (D3) datasets to train, 

test and evaluate the proposed model. The reason to choose 

three different datasets is to present a detailed performance 

analysis of the model on DoS attacks. A brief description about 

D1, D2 and D3 are presented below, 

 
D1. NSL-KDD Dataset: 

The NSL-KDD dataset [11] is a modified version of KDD99, 

which is a popular dataset for NIDS evaluation. This dataset 

contains 41 features and five classes, out of them one is Normal 

and the remaining four are attack types. Each connection 

sample belongs to one of five main labeled classes as Probe, 

U2R, R2L, DoS and Normal. Among the four attack types 

available, we have focused only on DoS attack types. 

 

D2. CAIDA 2007 Dataset: 

The CAIDA DDoS attack 2007 dataset [12] has more than one 

hour of anonymized traces from various DDoS attacks, which 

was an intentional attempt to consume huge amount of 

computer network resources. This dataset contains only DDoS 

attacks and most of the normal data was removed by the creators 

at the time of creation of this dataset. Perhaps this dataset is the 

only dataset dedicated to DDoS attack detection and very useful 

in training a DDoS detection model for the efficient detection 

of previously unknown DDoS attacks. 
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D3. Kyoto 2006+ Dataset: 

It is one of the benchmark datasets [13] available for NIDS, 

generated using three years of real traffic data (2006-2009) 

obtained using various types of honeypots. It has got 24 

statistical features and out of which 14 features are common 

with KDD-CUP99 and the remaining 10 network features are 

very useful for further evaluation and analysis. 

 

2. Feature Selection: 

It is useful to select only the important features from the dataset, 

so that we can effectively discriminate the attack and legitimate 

traffic. By applying feature selection methods, we can save the 

computation time and also the memory by reducing the 

dimensionality of the chosen dataset. We have used Information 

gain(Info Gain) and Gain Ratio to do the feature selection. For 

our experiment, in NSL-KDD, we have selected all the features 

available as we found they are equally important. In case of 

CAIDA dataset, we have selected all the features except source 

and destination address. In KYOTO, we found 18 features are 

important in which source and destination port numbers and 

addresses are excluded. 

 

3. Data Transformation: 

The dataset contains categorical information, in order to use 

such data the model requires to be in numerical format. There 

is no data transformation performed on Dataset D1. We have 

converted categorical variables into numerical form for the 

column numbers 1, 2 12 in dataset D2 and14, 15, 16, 17 in 

dataset D3. The output labels present in the dataset are 

represented in the form of bits as shown in Table 3. 

 

4. Training and Testing: 

Training is performed to make the model learn the patterns of 

the traffic data. Generally, more number of training samples 

makes the model more accurate in terms of detection because it 

will get a better capture of network behavior present in the 

datasets. 

Table 3: Procedure for Data Transformation [14] 

D1 dataset D2 dataset 

Normal [ 1 0 0 0 0 0 0 ] Normal [ 1 0 ] 

Neptune [ 0 1 0 0 0 0 0 ] Attack [ 0 1 ] 

Smurf [ 0 0 1 0 0 0 0 ] D3 dataset 

Back [ 0 0 0 1 0 0 0 ] Normal [ 1 0 0 ] 

Teardrop [ 0 0 0 0 1 0 0 ] Attack [ 0 1 0 ] 

Pod [ 0 0 0 0 0 1 0 ] Unknown [ 0 0 1 ] 

Land [ 0 0 0 0 0 0 1 ]  

 

 
Table 4: Distribution of the datasets for the proposed neural network model 

 

 Total 

sample 

s 

Trainin 

g 

Validatio 

n 

Testin 

g 
Processin 

g Time 

(sec) 
NSLKD 

D 
25192 17635 2519 5038 3.05 

CAIDA 42428 29699 4243 8486 57 

 

KYOTO 95287 66701 9529 19057 1.47 
 

Table 5: Parameters used for Performance Estimation 

Parameters Description Formula 

True Positives (TP) 
Attack occurs and alarm 

raised 
TPR=TP/(TP+FN) 

False Positives (FP) 
No attacks but alarm 

raised 

FPR=FP/(FP+TN)=1- 

TNR 

True Negatives(TN) No attacks and no alarm TNR=TN/(FP+TN) 

False Negatives 

(FN) 

Attack occurs but failed 

to raise alarm 
FNR=FN/(FN+TP) 

 
 

Fig. 3: Two-layered feed-forward architecture 

 

Testing is a process to evaluate the ability of the model to 

predict the known as well as unseen instances. Testing has no 

effect on training, thus it provide an appropriate measure of 

network performance. The datasets distribution is presented in 

Table 4. 

 

5. ANN model: 

The architecture shown in Fig. 3 consists of sigmoid and 

softmax transfer functions along with SCG algorithm used for 

the data processing in our proposed model. 

 

6. Performance Evaluation: 

The performance of any detection model related to 

classification can be evaluated based on the parameters 

mentioned in Table 5. However, the effectiveness of the DDoS 

defence is often related to detection rate (DR) and false positive 

rate (FPR) of the model. We have evaluated the proposed neural 

network model using D1, D2 and D3 datasets by obtaining the 

confusion matrix and performance comparison graph. 

 
C. Working Mechanism: 

The working principle of the proposed model is explained 

below, 

 We have chosen three recent publicly available 

datasets for network intrusion detection such as D1, 

D2 and D3 for training and testing the proposed neural 

network model. 

 Initially we carried out the data pre-processing and 

normalization process for each of the above mentioned 

dataset. 

 The dataset is further divided into three sets, which are 

training, validation and testing in the ratio of 70:10:20 

respectively. 
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 We have used nprtool from the neural network toolbox 

available in MatlabR2016a to distinguish the attack 

from the legitimate traffic. 

 The training and testing process are carried out using 

SCG algorithm. The training function parameters are 

discussed in detail in the section 3.1 

 The validation is used to identify generalized network 

parameters to avoid the over fitting problem. It plays a 

major role to halt the training process when there is no 

significance improvement in generalization. 

 In order to calculate the number of hidden neurons, we 

can use N/2, N and 2N computation technique, where 

N is number of input attributes. Using the retrain 

function, we have chosen a value of N which yields 

better results. 

 
100 

80 

60 

40 

20 

0 

 
 
 
 

D1 

D2 

D3 

  
 
 
 

Fig. 5: Performance evaluation of the chosen datasets. 

 During the training process the weights and bias are 

updated continuously in order to minimize the mean 

square error function. 

 The optimal weight-bias matrix will be generated as 

per the algorithm, which is essential for predicting test 

samples. 

 Using the ‘plot confusion’ and ‘plot ROC’ functions, 

we can obtain the overall confusion matrix and area 

under the ROC curves. 

 Performance evaluation and comparison on various 

datasets is carried out using the obtained confusion 

matrix and other evaluation metrics. 

 

IV. RESULTS 

The proposed model has shown promising results compared to 

the existing methods. Results clearly indicate there is a huge 

reduction in the false positives and it is proven to be effective 

in detecting unseen attacks from the considered datasets. In 

most of the conjugate gradient methods, SCG algorithm has 

performed better because of its super linear convergence 

property on most of the classification problems. Thus use of 

such algorithm along with the latest system configuration, we 

are able to achieve good results as compared to the previous 

methods [2, 3, 4]. 

The Fig. 4 shows the graphical representation of the comparison 
of the base papers and the proposed model with respect to the 

detection accuracy and false positive rate. Similarly fig. 5 

shows the performance of the proposed model in terms of 

various evaluation metrics such as Accuracy, Detection, 

Precision, F1 score, TPR and FPR for D1, D2 and D3 

respectively. 

 
Table 6: Evaluation Matrix used for Comparison 

 Recent paper’s Proposed method 

Detection 

Accuracy 

(%) 

False 

Positive 

(%) 

Detection 

Accuracy 

(%) 

False 

Positive 

(%) 

NSL-KDD 

[2] 

81.2 3.23 99.45 0.8 

CAIDA [3] 99.9971 0.0029 99.998 0.002 

KYOTO [4] 98.47 2.67 99.5 0.5 

 

The table 6 presents the comparison in terms of detection 

accuracy and false positives. It can be observed from the table 

4, the response time of the proposed model has reduced 

drastically which is essential for the detection of attacks in real 

time. The experimental set up involves the system configuration 

such as Intel Core I3 processor, 4GB DDR RAM on Windows 

10 operating system using Matlab 2016a version. 

 

120 

100 

80 

T6P0R 

40 

20 

0 

 

 
NSL-KDD 

FPR 
CAIDAKYOTO 

Fig. 4: Performance comparison 

 
Base paper 

Detection 

Accuracy 

Base paper False 

Positive 

 

Proposed method 

Detection 

Accuracy 

V. CONCLUSION 

The primary objective of this paper is to design an efficient false 

positive reduction method to minimize the false alarms. Neural 

networks have shown promising results in many areas because 

of its learning capability and adaptability for the real world 

challenges. The simulation results clearly show that the model 

is successful in minimizing the cost of misclassification errors 

compared to the other existing methods. The paper discusses 

the performance analysis and comparison for the recent datasets 

available for DDoS attacks. We have achieved high detection 

accuracy with the help of SCG, which is a supervised learning 

algorithm. However modeling for real time traffic without 

labels is still a challenge for the researchers in the area of 

network anomaly detection. 
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