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Abstract 

Today’s network switches require reconfigurations from time to time, as they 

have data forwarding plane and control plane positioned together in same 

devices. This results in complex working of switches, with inefficient 

performance in terms of repeated functionality and delayed delivery. This 

system based on SDN gives an idea to separate packet forwarding 

functionality from control functionality from such devices which results in 

efficient network communication. OpenFlow is one of the SDN technique 

provides network architectural paradigm to networking. By decoupling the 

control plane from data plane, SDN can achieve repolicing. Using OpenFlow, 

a network administrator can modify the nature of network by writing simple 

software programs, which manipulate the logical map of network. This system 

elaborates use of an OpenFlow switch in network with various topologies 

having single, multiple switches. 
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1. INTRODUCTION 

Today, for all infrastructures in society, network has become a critical component. The 

problem is industry and designs of network components have not kept pace with ever 

growing requirements. The network components like switches, routers, and other 

devices need to implement an ever increasing number of distributed protocols 

standardized by IETF and use closed and proprietary interfaces within, which made the 

devices complex. 

In existing environment, network operators, researchers, and even vendors face 

difficulties to innovate. As per the application set, customization and optimization 

cannot be carries out easily by operators relevant to their business.  
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General observations after analysing the existing systems are,- (a) networks continue 

to have serious known problems with security, robustness, manageability, mobility and 

evolvability that have not been successfully addressed; (b) their capital costs have not 

been reducing fast enough and operational costs have been growing, putting excessive 

pressures on network operators; and (c) network operators find it difficult to introduce 

new revenue generating services on their expensive infrastructures. 

In a conventional network for packet forwarding, upon the reception of a packet by a 

routing device, uses a set of rules embedded in its firmware to find the destination device 

as well as the routing path for that packet. This operation takes place in expensive 

routing devices. More expensive routing devices can treat different packet types in 

different manners based on their nature and contents. Special algorithms are 

implemented on dedicated hardware devices to monitor and control the data flow in the 

conventional network systems. In general the routing algorithms and sets of rules are 

implemented in dedicated hardware components are designed for performing specific 

operations. OpenFlow gives us the opportunity to customize policy rules for various 

paths. 

The SDN notion introduced OpenFlow, which advocates the idea of decoupling the 

control and data paths in separate planes. It focuses on exploitation of the common set 

of functions. A network operating system running on this control plane is anticipated 

to provide necessary measures for scalability and reliability in order to stand against the 

gigantic traffic pumped by the network. 

 

2. RELATED WORK 

The architecture of today’s Internet is relatively stagnant due to the designing principle 

of “Keeping the simplicity of network while leaving the complex processing tasks to 

hosts” [1]. The functions of the application-layer have been greatly enriched because 

the applications on hosts can be flexibly modified and deployed but the network devices 

have become like opaque black-boxes because of the lack of openness in the network-

layer. Apparently today’s networks have become closed, inflexible and unmodifiable. 

[2]. 

Today, there is almost no practical way to experiment with new network protocols in 

sufficiently realistic settings to gain the confidence needed for their widespread 

deployment. The result is, most new concepts and intellection cannot be tried and tested 

by the networking research community. Having recognized the problem that the 

networking community is hard at work developing programmable networks, such as 

GENI [3] a proposed nationwide research facility for experimenting with new network 

architectures and distributed systems.  

In the current routers, implementations of the control and forwarding functions are 

intertwined deeply in many ways. Communication between the control processors and 

the forwarding line cards is not based on any standard mechanism which makes it 

impossible to interchange control processors and forwarding elements. [4] 
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The existing Internet architecture must be checked, reviewed and several research 

groups are engaged already in this process. OpenFlow, a part of SDN, represents an 

extraordinary opportunity to rethink about existing computer networks, enabling the 

novel design and deployment of a future Internet. [5] 

A few open software platforms already exist, but do not have the performance or port-

density we need. The simplest example is a PC with several network interfaces and an 

operating system. [6] All well-known operating systems support routing of packets 

between interfaces, and open-source implementations of routing protocols exist (e.g., 

as part of the Linux distribution, or from XORP ). The problem lies in performance: A 

PC can neither support the number of ports needed for a college wiring closet. [8] 

There are lots of similarities between OpenFlow and previous attempts to provide an 

external interface for a control plane for locally controlled switches and routers. They’re 

all bit different in some manner. There have also been attempts to separate the data 

plane from the control plane in the past, and, after all, there are many networks, like 

telephony networks, that already work that way. Here the difference is timeliness. Now 

days, every network service provider company pressing need to optimize the behaviour 

of their networks so they can differentiate their solution from others. [9] 

Table 1 shows the difference between traditional networking and SDN based 

networking based on various factors. 

Table I: Comparisons between SDN and Conventional Networking 

 Traditional Networking Software Defined Networking 

Nature Static Programmable 

Basis Hardware Software. 

Control Plane Distributed logically centralized 

Material used Custom ASICs and FPGAs Merchant silicon. 

Work using Protocols APIs 

Time consuming High Less 

Error prone High Less 

Expertise required High level Low level 

Flexibility and agility Little More 

 

As the time chart below (Fig 1)  illustrates, we are early in this technology flow. The 

SDN started around 2009 and will probably last for another decade or more. 

Networking technology needs to change to cope with the explosion of IP traffic. 
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Fig 1: Time chart of IP traffic in Exabyte/month versus years, as the technology 

beneath changed 

 

3. SDN BASED OPENFLOW SYSTEM 

This software system is varied on the basis of number of switches and hosts, with two 

modules as follows: [7] 

A. Forwarding Element (FE) 

B. Central Controller (CC) 

 

3.1     Single switch based system 

The architecture of the system is shown in Fig 1. 

 

 
Fig 2: Architecture of single switch based system 
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A.  Forwarding Element (FE)/ Switch 

The forwarding element is the OpenFlow Switch itself, its main function is to forward 

the packets to particular destination. The data path portion resides on the FE. It will 

only forward the packet to the controller. Network administrator can control packet 

flow by selecting the routes for the packets and then process it. 

The main functions of FE are as follows: 

  Address lookup and mapping 

  Policy enforcement 

  Tunneling 

The Forwarding element has following important entities: 

 Flow Table 

 A Secure Channel  

 The OpenFlow Protocol 

 

3.1.1 Flow Table  

Flow means combination of rules, actions and statistics. Flow table describes the 

components of flow table entries and the process by which incoming packets are 

matched against flow table entries.  

Each flow table entry contains: 

 Header fields to match against packets 

 Counters to update for matching packet 

 Actions to apply to matching packets 

In Flow Table an action is associated with each flow entry, which decides how 

to process the flow. The FE can perform three different actions associated to the flow 

entries. 

  Forward the flow's packets to a given port (or ports).  

  Encapsulate and forward the flow's packets to a controller  

  Drop the flow's packets.  

 

3.1.2 A Secure Channel  

The secure channel is OpenFlow channel, which is the interface that connects each FE 

to CC. Through this interface, the CC configures and manages the FE, receives events 

from the FE, and sends packets out to the FE. All channel messages between FE and 

CC must be formatted according to the OpenFlow protocol. The channel is usually 

encrypted using TLS, but may be run directly over TCP.  

 

3.1.3 The OpenFlow protocol  

It is the protocol which governs rules to communicate between the FE and the CC. It 

has the header and the data fields as per the type of message. It supports three message 

types, CC-to-FE, asynchronous, and symmetric, each with multiple sub-types. CC-to-
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FE messages are initiated by the controller and used to directly manage or inspect the 

state of the FE. Asynchronous messages are initiated by the FE and used to update the 

controller of network events and changes to the FE state. Symmetric messages are 

initiated by either the FE or the controller and sent without solicitation. 

 

3.1.3.1 Controller-to-Switch Messages: 

Features: Controller requests the identity and capabilities of a switch  

Configuration: Controller asks configuration parameters in the switch. 

Modify-State: Controller asks to modify flow entries in the OpenFlow table. 

Read-State: Reads the current configuration and collect statistics from the switch. 

Packet-out: Controller sends packets out a specific port.  

 

3.1.3.2 Asynchronous Messages 

Packet-in: Switch generates this message and sends to the controller for processing.  

Flow-Removed: Switch notifies the controller about the removal of a flow entry. 

Port-status: Switch notifies the controller when a change to the port occurs. 

Error: Switch notifies the controller about a problem. 

 

3.1.3.3 Symmetric 

Hello: Exchanged between controller and switch during the connection setup phase. 

Echo request/ reply: Used as keep-alive messages between the controller and switch. 

 

B.  Central Controller (CC) 

The Controller is responsible for managing the Forwarding Elements. It takes high level 

routing decisions regarding data received from FE, it is also called as server. It makes 

control function independent of the hardware it controls. It speeds up the forwarding 

and routing process.  

The FEs are connected to the CC before the actual communication takes place between 

the different hosts. CC decides whether the communication between hosts should be 

allowed or not. The controller adds and removes flow-entries from the Flow Table. 

Policy rules are maintained by CC. CC stores control information such as addresses, 

location and policy. Such information is distributed to different FEs as needed. CC 

provides control and configuration function. It also provides security at lower layers, 

which is more promising than providing security at higher levels. 
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Fig 3: The processing and forwarding of packet 

 

The processing of packet from entering to the switch, which may or may not be 

forwarded as per rule deployed in it, is shown in fig.2, with following steps.  

1- The Ethernet packet entering the switch goes to a packet parsing system.  

2- For matching purposes, header fields are extracted and placed in packet lookup 

header.  

3- Generated packet lookup header is sent to the packet matching system.  

4- The packet lookup header is compared to the rules defined in the OpenFlow flow 

table.  

5A- The packet is sent to the controller for processing. 

5B- The actions in the matched flow entry are performed on the packet. 

 

3.2     Multiple switches based system 

Here we consider multiple switches which support different number of hosts. As 

switches and hosts are increased, the system is organized in various patterns. 

Definition Topology - A network topology is the arrangement of a network, including 

nodes and connecting lines. 

Here two topologies are considered which are as follows 

 

3.2.1 Linear topology 

The Fig 4 shows the linear topology. It has one controller, n number of switches with n 

number of hosts, provided that every switch has single host connected to it. There are 

links between all switches, and they are connected to the controller. 
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Fig 4: Linear topology, with 3 switches and 3 hosts 

 

3.2.2 Tree Topology 

The Fig 5 shows the tree topology. It has one controller, with multiple switches and 

multiple hosts. The tree topology has two more parameters to describe, the depth and 

fanout. This topology will have fanout +1 switches and fanout^depth hosts. Here every 

switch can have number of connected hosts specified by fanout. There are links between 

all switches, and they are connected to the controller 

 

 
Fig 5: Tree topology, with depth=2 and fanout=2 

 

4. RESULTS 

After deploying the Linear and Tree topologies, we get following results. Fig.(6.a) 

shows Linear topology with 3 switches and 3 hosts as Fig.4 is deployed. There are links 

between all switches and controller. Fig.(6.b) shows Tree topology with depth 2 i.e. 
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switches/ hosts as mentioned in fanout.  

 

      
(6.a)                                                  (6.b) 

 

Fig 6: (a) shows the deployment of linear topology, (b) shows the deployment of Tree 

topology using Mininet 

 

For the linear topology a test is carried out, the bandwidth is calculated with various 

number of switches and it is recorded. Fig. 7 shows that as number of switches are 

increased, bandwidth descended for linear topology. For the tree topology, with various 

depths (i.e. levels) and fanouts (number of outgoing nodes), the network time, stop time, 

memory taken by network in Mininet, with varying number of hosts and switches is 

recorded. Fig. 8 shows details of startup time, memory taken for various number of 

hosts and switches using tree topology. 

 

 
Fig 7: A chart shows trade-off between number of switches vs Bandwidth for linear 

topology using Mininet. 
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Fig 8: A chart represents various tests on tree topology with different number of hosts 

and switches, including setup and stop time, memory consumed by network in 

Mininet 

 

 

5. CONCLUSION 

The system decouples data forwarding plane from control plane. The policy rules are 

installed in controller, after which the process of packet forwarding through FEs done. 

Like existing on site networks, users can manage and specify the policy settings. Using 

enhanced FE switches makes, the architecture takes advantage of network virtualization 

and centralized control. Users can customize existing infrastructure using OpenFlow, 

so the new investment on network devices can be avoided. Without disturbing existing 

infrastructure, user can perform real life experiments in network using this system. This 

system makes innovation easier and makes deployed networks programmable not just 

configurable. The various topologies can extend the capabilities of OpenFlow 

technology.  
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