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Abstract 

 

In traditional system single application at server side, any change in 

application will have to discontinue for some time and then load as a fresh. So 

whenever, there is change in any web application, we have to re-load the new 

application and system has to keep shutdown for some time. Web Service is a 

connection technology, a way to connect services together into a Service 

Oriented Architecture (SOA). As new agile-development practices such as 

release automation and continuous integration emerged, and new container-

based application deployment technology approaches that fully exploit this 

paradigm shift—commonly called DevOps. The most prominent example of 

such approach is microservices. 

 

Index Term: API, MSA, WS, SOA, REST, PHP, JSON, SOAP 

 

 

I. INTRODUCTION 

An API stands for Application Programming Interface and does not require an 

application to be online. A piece of code which does a specific task and shows certain 

properties which we call the state of the piece of code. This kind of piece of code 

when put together in one single file is called an Application Programming Interface. 

Microservices is a new software architecture. It is based on web services. But it can 

be any service implemented as an independent feature that has its own database and 
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can be deployed independently. Microservices and Web Services are two different 

aspects of Application Development interface, which can be differentiated from the 

diagram given below. Although "micro" in Microservices, the basic concept is that 

each service performs a single function. 

Many Internet-scale services, including content delivery applications, e-commerce 

websites, and even governmental digital services, have evolved from monolithic 

applications to a micro service-based architecture. 

 

II. CHALLENGES IN WEB SERVICES 

While using web services for desired information, the requestor and publisher should 

authenticate and authorize their callers. Unauthorized Access is when a person who 

does not have permission to connect to or use a system gains entry in a manner 

unintended by the system owner. The popular term for this is ¯Hacking‖. 

A. SOA is an architectural pattern in which application components provide 

services to other components. However, in SOA these components can belong to the 

same application. On the other hand, in microservices architecture each component 

works as an independent service. 

For us service orientation means encapsulating the data with the business logic that 

operates on the data, with the only access through a published service interface. The 

APIs access database with authentication and allowed from outside the service, and 

there’s no data sharing among the services." 

 

B. What Is a Service? 

A system supplying a public need.‖ Software services should serve the needs of one or 

more internal or external client applications. An interface of such desired services 

should be designed from a client perspective, optimizing for maximum usefulness for 

its API consumer(s). While ideally every service is different as it optimizes for its 

clients’ use cases, it can generally be said that a service consists of a piece of 

functionality and its associated set of data. When, a service is an authoritative and 

definitive source for the current state of the data it holds and vends, then we say a 

service a system of record. 

An example of services where this system-of-record test does not pass could be a 

service that aggregates data and functionality from other services, which in turn could 

themselves be the systems of record for this data i.e. an attempt to improve the 

usability or performance of the entire system. 
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C. What is Web Service? 

Web Service means Connection Techncology : Multiple Unique Services are 

communciating together. Heterogeneous Database can interact each other with the 

help of MSA specialized Service. It is API based architecture. 

In a Web service we just create a service for an application that can be accessed by 

web protocols. It is a way to expose the functionality of an application to other 

application, without a user interface. It is a service which exposes an API over HTTP. 

Web Services facilitates to provide the information on demand, however, applications 

developed in different technologies or platform to communicate with each other 

through a common format like XML, Jason, etc. Web services are not tied to any one 

operating system or programming language. For example, an application developed in 

C# or Java can communicate vice versa. 

 

Working: A web service is a collection of APIs working together to perform a 

particular task. Web service can be accessed using a transport protocol. HTTP is a far 

more popular transport protocol to send a request and get a response to and forth from 

a web service. Using a web service does require us to be online in the first place. 

1. All Web services are APIs but all APIs are not Web services. 

2. Web services might not perform all the operations that an API would perform. 

3. A Web service uses only three styles of use: SOAP, REST and XML-RPC for 

communication whereas API may use any style for communication. 

4. A Web service essentially requires a network for its operation whereas an API 

does not require a network for its operation. 

Hence, Microservices and Web Services are two different aspects of Application 

Development Architecture, which can be differentiated from its layered architecture 

and development style as given below. 

 

D. Microservices 

Microservices are the architectural evolution of SOA, driven by DevOps practices. 

The individually deployable services made it easier to apply Continuous Integration / 

Continuous Deployment. 

 

Monolitic Architecture -> puts all of its functionality into a single process , which is 

then replicates acrosss multiple servers. It is built as a single unit.The server side 

application is a monolith - a single logical executable Any changes to the system 
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involve building and deploying a new version of the server side application. scales by 

replicating the monolith on multiple servers 

 

Microservices Architecture (MSA): Puts is functionality into different process, 

which is distributed across many servers as the system requries.Each element of 

functionlity into a seperate service. Scales by distributing these services across servers 

replicating as needed. In MSA different teams have a specific focus on, say, UIs, 

databases, technology layers, or server-side logic, Microservices architecture utilizes 

cross-functional teams. The responsibilities of each team are to make specific 

products based on one or more individual services communicating via message bus. 

Micro Service Architecture (MSA) can be seen as a light weight SOA. 

The advantage of MSA is that the services can be scaled independently of other 

services depending on the load. Also when a service goes down, that does not bring 

down the entire system. It is a method of breaking large software applications into 

loosely coupled modules, in which each service runs a unique process and 

communicates through APIs. 

Microservices are designed to cope with failure and breakdowns of large applications. 

In this MSA multiple unique services are communicating together, it may happen that 

a particular service fails, but the overall larger applications remain unaffected by the 

failure of a single module. 

Micro Service Architecture (MSA) can be seen as a light weight SOA. Microservices 

are generally implemented in REST over HTTP protocol. Web services can be 

implemented in REST, SOAP etc. 

 

III. CROSS FUNCTIONALITIES APPROACH IN INFORMATION 

SERVICES A. CONCEPTUALIZATION 

Let us understand the concept of working with the help of an example of online 

address proof from Aadhar database in figure-1: 

The address verification Web Application is developed in Monolithic Architecture. In 

Monolithic Architecture application, there is one web service at a time which 

communicates with web application and database. Hence, web service performs many 

functional tasks related to database operations. 
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Figure 1: Monolithic Architecture 

 

The address proof Web Application is developed in Microservices Architecture. All 

the components of the web application are designed and developed in single function 

and responsible for providing the information exchange services. 
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Figure-2: Microservices Architecture 

 

As such there is no restriction in size of web service size. It includes large enterprise 

apps retrofitted with APIs that too many other apps depended on. For example, one of 

the largest ecommerce portals, Amazon, has migrated to Microservices. Due to this 

new architecture, their development team gets few calls even having large variety of 

applications, including applications that manage the Web Services API as well as the 

portal, which would have been simply impossible to handle for their old, two-tiered 

architecture. Applications built as Microservices can be broken into multiple 

component services and this service can be a Web Service, which should run unique 

process and then redeployed independently without compromising the integrity of an 

application. 
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B.  Comparison: Monolithic v/s MS Architecture 

 

 

Both architecture are about breaking down the monolith backend for greater 

scalability and maintainability of high traffic and complex web services. While SOA 

is more enterprise oriented, MSA is simpler in the sense it is easier to do service 

integration at the receiving end. The monolith backend is partitioned into various 

services, sometimes as many as hundreds of services using the single responsibility 

principle. Each service has a bounded context, having its own data model and its own 

DB. The services 

Microservices style is usually organized around business capabilities and priorities. In 

traditional development approach, where different teams handle specific focus on 

desired service such as UIs, databases, technology layers, or server-side logic, 

whereas Microservices architecture utilizes cross-functional teams. The 

responsibilities of each team are to make specific products based on one or more 

individual services communicating via message bus. 

The main difference is that micro-services have the common trait of decomposing a 

large application into a set of small, focused, versioned, and loosely-coupled services, 

which are very inexpensive to spin up and maintain. 

Microservices don't necessarily have to be web services, they can serve over file 

descriptors (pipes, UNIX sockets, etc), through queues, over the network, messages, 

even email. 

The main difference between SOA and microservices lies in the size and scope. SOA 
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relied on ESB. As the word "micro" suggests, it has to be significantly smaller than 

what SOA tends to be. Micro service is a smaller independently deployable unit. 

Beware of very small micro service anti pattern – nano service. A SOA can be either a 

monolith or it can be comprised of multiple microservices. 

 

Runtime autonomy: in the monolith the overall business logic is collocated. With 

microservices the logic is spread across microservices. So, all else being equal, it's 

more likely that a micro service will interact with other microservices over the 

network--that interaction decreases autonomy. The good news is that to avoid runtime 

autonomy issues, we can employ techniques such as eventual consistency, event-

driven architecture, CQRS, cache (data replication), and aligning microservices with 

DDD bounded contexts. These techniques are not inherent to microservices, but have 

been suggested by virtually every author I've read. 

 

D. Benefits: 

Whenever, changes are required in application, there won’t necessarily be any reason 

for the project, as a whole, to take more time or for developers to have to wait for 

budgetary approval before individual services can be improved. Mostly development 

process focus on projects: a piece of code that has to offer some predefined business 

value must be handed over to the client, and is then periodically maintained by a 

team. But in Microservices architecture, a team owns the product for its lifetime. 

In a monolithic architecture deployment, a small change meant that the entire 

monolith needed to be rebuilt and this, in turn, meant that re-builds weren't happening 

as rapidly as they should. 

A Web Service is a service offered by an application to another application, 

communicating with each other via the Internet. 

Service typically provides an object-oriented web-based interface to a database server, 

utilized by another web server, or by a mobile application, that provides a user 

interface to the end user. 

 

E. MSA Features: 

• It has focused scope that concentrates on a very few functionalities (at times a 

single one), expressed by well-defined API. 

• MSA is modular approach, independently deployable & essentially elevating 

the rules of software encapsulation and modularity from the program to the 

deployment unit level. 
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IV. USE-CASE REPRESENTATION AND SAMPLE CODE 

In micro service world a large gigantic software application is break down into 

individual self-deployable services. Let’s discuss about our use case, How Aadhar 

platform can be leveraged to its full potential using microservices and what would be 

its benefits. 

Aadhar number is an unique id allotted to each person living in India and government 

is pushing this unique id to be attached to every account. With taking account of 

India's population and the traffic Aadhar platform would receive, the resource 

allocation and. 

Biometric and Address services can be independent self-deployable services in 

Aadhar platform. 

Each individual service has set of specific domain knowledge people which leverage 

the quality of service. Biometric service will have resources that better understand the 

how biometric works and Address services resources better know about the best 

algorithm and data structures to model & serve address. 

Granting access privileges becomes much easier with this approach. Biometric service 

resources better understand their client and according to client they can provide the 

access level and grant access to some of the service and hide some. For e.g. The 

Nationalized Bank would need Biometric for validating transactions and Passport 

office can use Biometric to validate the person. On the other hand, Co-operative bank 

are not that much trustworthy to share biometric information hence they can only be 

provided with Address Service. 

Address Service can provide the details of current and past addresses of a person. This 

could be helpful to lot of verticals. The service team when works individually on one 

goal it could deliver more features out which would help eliminating lot of fraud. 

Address Service is more common used services hence it would need more servers to 

run. In Monolithic architecture whole Aadhar software has to be installed on the 

servers which would unnecessary waste the resource and money. In micro service 

self-deployable container based service can be anytime deployed and brought down, 

hence we only need to assign more servers to Address service, Biometric service is 

niche and only used by certain customers hence will need less computes. This design 

saves us lot of resources and money. 
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Each client who uses microservices needs to get access approval from API 

Manager/Gateway. 

Now let’s see for example how does Passport client looks like. 

Passport client has 2 classes Address Helper and Biometric Helper. 
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V. CONCLUSION 

Microservices are a trendy and highly popular topic in both industry and the scientific 

community recently, their use has increased dramatically owing to their suitability for 

building highly available, fault-tolerant, and scalable software by using DevOps 

practices and container based technologies. 

In short, microservices are a realization of the service-oriented architecture (SOA) 

style for developing software comprising small independent services, each running in 

its own process and communicating through lightweight mechanisms, often using an 

HTTP resource API. Microservices facilitates to write services in any programming 

languages and can use any standard database technologies. MSAs are built around 

separate business capabilities, independently deployable, scalable by fully automated 

deployment machinery and with a minimum of centralized management. 
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