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Abstract 

Communities are under attack from a variety of threat agents. Communities 

have a devastating impact on the individuals and organization. So the attacks 

on community become increasingly reliant upon cyberspace. The cyber attacks 

mainly detecting using a fast and effective response. In this paper kv_pairs 

(key values) of keys used to transmit the information in the networks. The four 

main attributes which are unique to every user are joined to determine the 

pairs of keys.  These attributes can be formed in a different combination while 

transmitting the information between communities. So it is not easy to detect 

the keys in a network. kv_pairs is used as the routing key in the 

DHT(distributed hash table).In the receiver side, the pairs of keys are hash 

using SHA hash function technique to compare the pairs of keys. RSA 

algorithm is used for the encryption and decryption of both the side in 

networks. In addition with this, a secret key is added through the network to 

protect the unauthorized monitoring through the network by eavesdropping 

attack. So the anonymity is maintained between communities in the 

organization thereby it encourages the participation of user to share their 

information without any hesitation and in a secured manner.  

Keyterms: Kv_pair keys, DHT(Distributed Hash Table), MD-5 hash function 

technique, Secret Key 

 

1. INTRODUCTION 

Cyber attacks on a community can have a devastating impact on the individuals, 

organizations, and governmental entities within the community. Throughout this 
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paper, when we refer to a community we do so from a geographic perspective rather 

than from a sector-based perspective[1]. 

Communities must prepare for cyber incidents by following a defense in depth 

strategy that includes prevention, detection, response, and recovery. The timely and 

useful detection of community cyber incidents is the first step towards a fast and 

effective response and recovery. Performing information sharing and detection in a 

distributed manner requires that we assign each kv_pairs to a node in the network. No 

matter where or when a specific kv_pairs is observed[2], it is consistently sent to its 

assigned node, which is responsible for counting the number of observations 

throughout the community. In order to achieve this kv_pairs is used as the routing key 

in a DHT (Distributed Hash Table). 

Detecting attacks on communities can be viewed as similar to CIDSs (Collaborative 

Intrusion Detection Systems). In a CIDS, member nodes share information with each 

other to improve detection accuracy. We however, want to share information in order 

to detect attacks on the community as a whole. A recent survey of CIDSs found three 

open problems that still need to be addressed: expressiveness, scalability, and 

accuracy[3]. We believe the information sharing and detection framework presented 

here meets the objectives of expressiveness and scalability. 

 

2. REVIEW OF RELATED WORKS 

Here they use the random keys concepts to transfer the information from one node to 

the other node. Since because of using the random keys there is no strengthening of 

security among the networks.  There is no strengthening of networks against the 

smaller scale and large-scale systems. No node to node authentication between the 

networks when data is transmitted. There is an increase of vulnerabilities in large-

scale systems [4]. So in this paper, we use the pair of keys for transmitting the 

message. The pair of keys is unique and much secure for every message. 
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HASHING TECHNIQUE 

Hashing includes an effective way of storing a set of elements by detaching the 

possible keys from  the universe[5][6][7]. The data elements in the memory are placed 

in a position by ciphering directly from the key. It performs many operations like 

insert, search, modify and delete.  

The data are transferred at a high speed due to the hashing function. So it has a high 

performance and an efficient storage system. In this method, we use MD-5 Hashing 

technique.  

Messages are authenticated because of hashing function and so the messages are get 

digested and sent in the network system. Using hashing technique, it compares the 

messages at another side.  

 

 

 

The function is applied on operand (file) which results on message digest or digital 

signature where the mathematical formula acts as a hash function. Just like the 

mathematical function “multiply by seven” will produce 49 when the operand is seven 

and 35 when the operand is five, the hash function will create a unique message digest 

based on the contents of the file[8][9].  
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ENCRYPTING TECHNIQUE 

When the message digest is created by the hashing technique, it gets encrypted. 

Encryption is a way of encoding the messages in such a way that a hacker or a 

keypuncher cannot understand it but the authorized parties can access it. In an 

encryption technique[10], the message or information (plain text) is encrypted using 

an encryption algorithm and the output reaches in an unreadable format (cipher 

text)[12]. 

 

 

An individual requires a unique digital identity to which he is constrained (social 

security number) to encrypt any message[13][14][15]. The pair of keys are issued to 

the unique identifier, one is private (known only to the individual) and another is 

public (used by individuals for exchanging encrypted messages with the owner of the 

private key)[16][17]. 

Encrypting is converting the original message (plain text) to secret message (cipher 

text) and it is mainly used for security purpose[18]. 

At both sides of the network, a private key is used between the members of the 

organization for encryption and decryption. RSA algorithm is majorly used in this 

paper and it provides the confidentiality to all the messages which are in the form of 

secret code. 

Since it contains the source and destination IP address and port address it provides a 

good security to the message transmitting through the network. This pair of keys also 

changes for every 1 minute and so it is not easy to detect or guess the message 

patterns in the network. Collaborative intrusion detection framework: characteristics, 

adversarial opportunities, and countermeasures complex internet attacks may come 

from multiple sources, and target multiple networks and technologies[19]. Here too 

intrusion detection system cannot find all types of attacks in the large-scale 
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systems[20].so, we go for collaborative intrusion detection systems(CID’s) which 

CID’s also help to cope with classical problems of intrusion detection systems (ids) 

such as zero-day attacks[21], high false alarm rates, and architectural challenges[22]. 

 

3. PROPOSED SYSTEM 

 In the proposed System attributes of keys are used to transmit the information from 

source to destination to maintain the security in the network.  

The attributes are: 

  ip_src: The Source IP Address 

 dst_port: The Destination Port  

 src_port: The Source Port  

 alert_type: The IDS Alert  

 

Here we transmit the information using the pair of Keys called kv_pairs. Each 

combination of pairs is referred to every community.  These four attributes are 

combined in the form of different pairs and sent in the network. So it is not that much 

easy to detect since it is of different pairs which are different for each information. 

Unlike symmetric key cryptography, we do not find historical use of public-key 

cryptography. It is a relatively new concept. 

Symmetric cryptography was well suited for organizations such as governments, 

military, and big financial corporations were involved in the classified 

communication. 

With the spread of more unsecure computer networks in last few decades, a genuine 

need was felt to use cryptography at larger scale. The symmetric key was found to be 

non-practical due to challenges it faced for key management. This gave rise to the 

public key cryptosystems. 

The most important properties of public key encryption scheme are − 

 Different keys are used for encryption and decryption. This is a property 

which set this scheme different than symmetric encryption scheme. 

 Each receiver possesses a unique decryption key, generally referred to as his 

private key. 

 Receiver needs to publish an encryption key, referred to as his public key. 

 Some assurance of the authenticity of a public key is needed in this scheme to 

avoid spoofing by adversary as the receiver. Generally, this type of 
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cryptosystem involves trusted third party which certifies that a particular 

public key belongs to a specific person or entity only. 

 Encryption algorithm is complex enough to prohibit attacker from deducing 

the plaintext from the ciphertext and the encryption (public) key. 

 Though private and public keys are related mathematically, it is not be feasible 

to calculate the private key from the public key. In fact, intelligent part of any 

public-key cryptosystem is in designing a relationship between two keys. 

 

 

 

That is the source IP address, source port, destination port, ids alert type are different 

for each and every users who transmit the information. 

It differs from one to one and it is much unique. 

The attributes can be made into a different combination such that the pairs cannot be 

detected by the attackers or hackers. 

 

COMBINATION PAIRS OF ATTRIBUTES 

The different combinations are: 

  src_ip, dst_port, src_port 

  src_ip, dst_port, alert_type 

  src_ip, src_port, alert_type 
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  dst_port, src_port, alert_type 

  src_ip, dst_port 

  src_ip, src_port 

  src_ip, alert_type 

  dst_port, src_port 

 dst_port, alert_type  

  src_port, alert_type 

  src_ip 

  dst_port 

  src_port 

  alert_type 

 

A  node observing an IDS alert calculates all possible combinations. 

This allows a single node in the network to store and analyze all occurrences of 

specific kv_pairs for the entire community.  

 

CONCLUSION 

Hence in this paper, there is more security in transmitting the message. The members 

in the organizations can share the messages with each other without any hesitation in 

them. More anonymity is provided to the organizations. Security maintained by using 

key pairs which is unique to every message, key pairs changing per 1 minute, hashing 

technique, encrypting and decrypting, secret key sharing and IDS alert messages. 

Hence the message which is transmitted through the network is much secure between 

the distributed community by cyber incident detection.  
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