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Abstract 

 

Wireless Body Area Network (WBAN) is a special purpose network of sensor 

nodes which can be inserted inside or out-side the body for monitoring health 

services. WBAN in medical field, where large number of patient’s conditions 

could be continuously monitored, alarms the person who wears sensors about 

auto medication during emergency condition. The security, handover, sensor 

node reconfiguration are the major challenges in WBAN. Previously existing 

works were not able to give an effective solution for security, handover and 

reconfiguration. This paper implements Rehashing key agreement protocol 

for secure communication between user and Medical Service Provider (MSP). 

To reconfigure sensor nodes by using WBAN controller that enables fault 

tolerance is implemented. Round Trip Time (RTT) is calculated for handover 

process. Finally, Decision Management Unit (DMU) performs decision 

making with Parameter based clique scheduling to reduce the computation 

time. The simulation of the proposed work is implemented using NS3 and the 

results shows that our proposed work satisfactorily fulfills the overall system 

requirements. 
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I. INTRODUCTION 

WBAN [12] contains many sensor nodes, each capable of sensing and transferring 

one or more vital signs (oxygen saturation, blood pressure, heart rate, activity). 

Typically, these sensors are placed into two ways [13]. (i) In-Body sensors: Sensors 

are embedded inside the body which are used in medical research for measuring 

various parameters. Sensor nodes like glucose sensor, pacemaker and endoscope 

capsule are used in medical research for measuring respective parameters. (ii) On-

Body sensors: sensors are worn on the body that human can carry in different 

positions such as in cloth, pockets and hand bags. On-Body sensor nodes are ECG, 

blood pressure and SpO2 (oxygen saturation etc.). WBAN has diverse applications 

including healthcare, sports, entertaining, military and defense, wireless audio and 

personal video devices. 

Fig. 1 represents the overall architecture of WBAN which incorporates a number of 

sensor nodes operating within wireless network. Sensor node placed on human body 

that can continuously capture the parameters using devices like ECC, ECG, body 

temperature, and blood pressure sensors. Sensor data is transmitted to coordinator 

which manages the sensor node. By using coordinator, sensor data is stored in 

Smartphone and then it is communicated via 3G/4G/Wi-Fi. Finally, these data can be 

accessed by various persons to analyze situation based on application. 

 

Fig.1 WBAN Architecture 

 

   WBAN is an emerging wireless technology in health care applications which 

provides a continuous monitoring of a patient without any limits on their normal daily 

life activities. Monitoring devices are detecting the events without any fault. Several 

researchers have handled the reconfiguration process for fault node identification. The 

following papers [3], [8] and [6] have proposed for reconfigurability of the sensor 
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nodes in WBAN. Reconfiguration is essential for medical data to be transmitted and 

received without error and in shortest time. Paper [3] mainly concentrates on 

reconfigurability, low power consumption and robust wireless architecture for 

WBANs using subsampling receiver architecture. Then, Sensor Network Management 

(SNM) [8] framework provides fault tolerance and configuration of sensor nodes. 

SNM enhances the life time of sensor nodes and enables self-reconfigurable wireless 

sensor network. Open and reconfigurable Wireless Sensor Network (WSN) [6] is used 

for accessing the health care services. This paper mainly focuses on intra-WBAN data 

communication issues, adapting SensorML as the data representation mean. Sensors 

can be reconfigurable depending on personalized criteria at run-time while adapting 

their operation logic. Further, Handover process is needed when mobile enters into the 

double coverage area [18] [19]. WBAN also involves the scheduling process which 

can be processed by Quality of Service (QoS)-driven approach [11]. It is mainly used 

for minimizing the energy consumption of node. 

WBANs provide the promising solution to the patients on or before the critical 

condition of their health. However, patient’s information is traveling through the 

internet; security is the major issue because data transmitted or collected in WBANs 

are very important and sensitive. Therefore privacy, data confidentiality and integrity 

should be assured during all transactions within the WBAN environment. There are 

many encryption techniques to perform security related issues. Authors of papers [1], 

[2], [5], [7] and [9] have proposed to handle the security and privacy in different 

ways. In paper [7], various security issues in private patient medical data is proposed 

and it mainly concentrated on two issues: secure and dependable distributed data 

storage and fine-grained distributed data access control. Group Device Pairing (GDP) 

[2] is an authenticated group key agreement protocol for secret key (symmetric key) 

analysis in WBAN. To enhance the security process, certificateless Anonymous 

Authentication (AA) scheme was proposed by [9]. AA [1] schemes, performs an in-

depth security analysis for WBANs to enhance the security level and also reduce the 

computation cost at client side. Ciphertext-Policy Attribute-based encryption and 

signature scheme [5] is proposed for security based on cryptographic method. This 

scheme performs a role-based access control by using an access tree. It provides 

message authenticity and collision resistance. 

Our proposed work major contribution is summarized as follows: 

 To reconfigure the sensor nodes by using WBAN controller. 

 For handover, the distance between client and access points is calculated and also 

finds the RTT value. 

 Rehashing key agreement protocol implementation for authentication process 

between user and MSP. 

 Parameter based clique scheduling is used for decision making in sensor data. 

 Further, the paper is organized as follow: literature survey in section II, then the 

problem statement in section III, further our proposed system is described with 

security process, Handover, reconfiguration of sensor nodes and Decision 
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Management Unit in section IV, then we evaluate our proposed work in section V 

with performance analysis and finally paper is concluded in section VI. 

 

II. LITERATURE SURVEY 

Security is particularly important for medical database which must be protected 

against unauthorized users. In papers [15] and [16] Elliptic Curve Cryptography 

(ECC) was used to protect patient’s medical data in WBANs. Symmetric cipher 

algorithms (DES and modified Feistel algorithm) are implemented for both encryption 

and decryption of patient’s private data, and ECC to manage the key’s distribution, 

update and revocation. ECC is a public key cryptographic technique which maintains 

a Certificate Authority (CA). It is required for maintaining the certificates that leads to 

certificate management problem. To overcome this problem, Authors [9] provided a 

Certificate less authentication scheme for wireless body area network which allows 

remote WBAN users to continuously access the various medical application services 

and also maintains computation efficiency. AA protocol involves three steps such as 

WBAN client which gives the services to the mobile WBAN environment from 

Application Providers (APs), Off-line Network Manager (NM), manages the whole 

network and authority, finally, APs provides services in the networks. However these 

schemes involve a large amount of computation. 

Authors Debiao He et al [1] mainly suggested on security vulnerabilities and meeting 

seven security requirements in WBANs. Anonymous Authentication (AA) scheme is 

used to enhance the security level is proposed and also reduces computation cost at a 

client side. AA scheme performs an in-depth security analysis to prove AA scheme is 

secure. But AA scheme does not concentrate on various attacks. Paper [14], proposes 

desirable security properties such as mutual authentication, anonymity and non-

reputation.1-Round Anonymous Authentication Protocol (1-RAAP) is used to prevent 

the attackers from threatening legitimate WBAN users and servers. 1-RAAP 

implements mutual authentication between the WBAN user and application server, 

and assures that the user can gain access to the services anonymously. 

Authors [6] have proposed open and reconfigurable WSN for pervasive health 

monitoring. Generic Wireless sensor network was comprised of devise sensor nodes 

and gateway (Mobile Base Unit) between sensor nodes and medical personal. . But 

MBU does not know the details of sensors. If MBU fails we can’t handle the sensor 

data and also it takes high power. Paper [3] mainly proposes reconfigurablility, low 

power consumption and robust wireless architecture by using subsampling receiver 

architecture. Major concerned parameters handled are frequency stability and noise 

performance of receivers to improve the performance using this architecture. 

Reference signal was used to send the pure and clean data to receivers for avoiding 

noise and frequency stability problem. Frequency bands are involved in ADC which 

supports to work at lower frequencies. Here the node failure is identified by the 

frequency variations. Due to this overlapping of signals will occur over the frequency 

band, with respect to the environmental conditions. Hence it may identify the normal 

working sensor node as faulty and so it fails to perform effective reconfiguration. 
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Papers [8], [17] proposes a novel heterogeneous and self-optimizing Sensor Network 

Management (SNM) architecture and framework which provides Fault tolerance, 

configuration, accounting performance and Security to the user of the system. SNM 

enhances the lifetime of sensor nodes and enables self-reconfigurable wireless sensor 

network. Then, Mobile Energy Aware Medium Access (MEMAC) [4] which is 

focused on hybrid schemes such as content based and scheduled based. Compressive 

sensing (CS) can reduce the number of data transmissions and also balance the traffic 

load of the network. It mainly handles the sensor node failure due to power drain, 

addition of new nodes or may be change in location of nodes due to physical 

movement. But it takes high computation time. 

Handover scheme is needed to keep a mobile user’s connection active when it moves 

from one point to another. Multi Attribute Decision Making Handover Algorithm 

(MADMHA) [18] was proposed for handover process based on ranking order 

between the lists of available candidates. However, it provides the unnecessary 

handover due to interference. Author [19] has proposed an optimized handover 

scheme that predicts the future position of a Body Sensor Network (BSN) using the 

movement from the historical position, and adjusts the handover decision accordingly. 

This handover process reduces the unnecessary handover by estimating handover 

initiation time. 

WBAN also concentrates on scheduling process for scheduling the sensor data. Packet 

prioritizing mechanism [20] is proposed for inter-WBAN data scheduling and 

aggregation which is developed for monitoring system in order to satisfy the QoS in 

WBAN. Critical delay and waiting delay are two parameters used to classify the 

aggregation frame. Based on these parameters priority can be assigned and high 

priority data is first send to medical server. However, most important priorities are 

under congestion. Fuzzy decision packet scheduling algorithm [21] is implemented to 

improve the QoS and overcome the previous paper problem. The advantage of using 

fuzzy logic is, it is designed for complex problem with logical rules. Still it takes 

longer development time.  

 

III. PROBLEM DEFINITION 

The development of WBAN faces many challenges, especially on security, 

reconfiguration of nodes, handover and scalability. Many researchers are involved in 

building up of various techniques and algorithms to overcome these problems. For 

security, ECC [15] was one of the public key encryption technique based on elliptic 

curves to protect patient medical data in WBAN. This technique implements several 

symmetric key algorithms for encryption/decryption process. However ECC works on 

public key infrastructure and also certificate management such as certificate was 

expiring and certificate verification time taken for computation. Another major 

problem is reconfiguration. For reconfiguration [3], low power consumption and 

robust wireless architecture in WBANs using subsampling receiver architecture is 

more suitable. Frequency band was used to identify the sensor node fault by the up 
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and down level of frequency variations. But it may incorrectly identify a normal 

sensor as faulty sensor. 

Then in Handover process, Multi Attribute Decision Making Handover Algorithm 

[18] for handover between user and access point is used. Ranking based priority order 

was used for QoS metrics. Although congestion occurred when high priority users 

entered at same time and also produced unnecessary handover. For improving the 

WBAN performance, fuzzy decision packet scheduling algorithm [21] was 

implemented. Fuzzy logic can be used   appropriately to provide better traffic control 

and also for making decisions using natural languages instead of quantitative terms. 

Fuzzy logic handles the complex structure with logical rules. Even though, this 

algorithm takes high time for scheduling process when number of node increases. 

 

IV. PROPOSED WORK 

4.1 OVERVIEW OF PROPOSED WORK 

Our main goal is to achieve scalability by secure communication, reconfiguration and 

handover process. Our proposed work deals with different protocol and algorithm. 

Rehashing Key agreement protocol is used for secure communication. For 

reconfiguration, WBAN controller is used which is reconfiguring the sensor node 

failure. Users are not stationary, so handover process is necessary to communicate 

between the user and access point. This process is performed by using RTT 

calculation. Parameter based clique scheduling is used to separate the sensor data with 

different groups. Based on this algorithm DMU is implemented. 

 

Fig 2.  Overall Proposed Architecture 
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Fig.2 illustrates the overall architecture of the proposed system.  Human body 

contains the sensors which are used to collect the information about patients with 

coordinator which sends the sensor details to WBAN controller and Smartphone. 

WBAN controller monitors the sensor node (Battery level, capacity, sensing time). 

Smartphone sends the sensor details to the internet via access point. A mobile user 

chooses nearby access point using handover process. If any one of the mobile unit 

fails to transmit data due to the low battery level, it automatically intimates another 

mobile unit, which is care a taker mobile unit. Then care taker mobile unit send the 

sensor information to the server via internet. After that care taker mobile unit just 

alarms the particular user to recover the patient mobile unit. Security process is 

performed between user and MSP using rehashing key agreement protocol. 

Simultaneously decision making process also handled by using DMU. The role of 

DMU is to collect the information obtained from the number of sensors, and then 

provide scheduling of these sensor data which is parameter based clique scheduling. 

The Parameter based Clique Scheduling separates the data into different parameters 

for easy decision making. 

 

4.2 RECONFIGURATION OF SENSOR NODES 

WBAN contains sensors which are used to collect the information (ECG, EEG, body 

temperature, blood pressure, etc) about patients without need of physicians. All 

sensors are managed by coordinator which is used to store the sensor details. 

Coordinator sends the sensor details to the WBAN controller for reconfiguration of 

sensors. WBAN controller initially gets the information about sensor nodes such as 

battery life, memory, sensing time and transceivers. Its back-up nodes are stored in 

the dual linked list so they can be easily used during the network operation. If any 

abnormality occurs during monitoring the data then controller leaves that particular 

sensor node and replaces the idle sensor based on the Back-up of abnormal sensor 

node. Then, an idle sensor node continues the process and monitors the health data. 

The following calculations (1) are used to estimate the battery life time: 

    Battery Life [H] = 
𝐵𝐶𝑖 [𝑚𝐴ℎ]

𝑇𝐶𝑖 [µ𝐴]
                                                             (1) 

 

Where, BCi denotes the Battery capacity, TCi for Total Average Current, 

which is the key factor of all the events, the formula (2) shown below represent the 

current with all key factors: 

       I(TCi ) [µA] = I (SSi ) [µA] + I(PCi) [µA]                                  (2) 

 

SSi – Steady- state operation average 

PCi – Periodic events average 
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Then, sensor node event sensing is generally proportional to the time period of 

operation that can be represented as following equation (3).  

          𝐸𝑆𝑒𝑛(∆𝑡) = 𝐸𝑆𝑒𝑛∆𝑡 × ∆𝑡                                                                   (3) 

Where,  

ESen – Average power consumption 

∆t – Time interval. 

 

Sensor memory is calculated based on total memory capacity (TMSen) and utilized 

memory (UMSen) sensor nodes as shown in equation (4). 

          𝑀𝑆𝑒𝑛 = 𝑇𝑀𝑆𝑒𝑛 − 𝑈𝑀𝑆𝑒𝑛                                                               (4)   

 

The above mentioned calculations are used for sensor reconfiguration process. If any 

one of these equation result is lower than threshold value, then controller 

automatically replace the idle sensor node to gather the sensory information. 

 

4.3 HANDOVER 

Handover is an important process of transferring a mobile user from one access point 

to another. In our process, Smartphone is used to fetch the information from the 

coordinator and it sends the data information via access point. We are using the 

handover scheme to keep a mobile user’s connection active when it moves from one 

point to another. When a mobile user moves across network boundaries, it chooses the 

new and nearest access point on the basis of sensor nodes. For that, handover process 

calculates the distance between mobile users and different access point and also finds 

the Round Trip Time (RTT). In distance calculation it takes the shortest distance 

access point and Less RTT. Based on this calculation, handover is processed. If the 

mobile user already in shortest distance and less RTT access point means there is no 

need of handover. Fig.3 represents the handover process between two access points. 

 

Fig. 3. Handover 
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The following equation (5) shows the Euclidean distance calculation for shortest path. 

          Dij = √(𝑥𝑗 − 𝑥𝑖)
2

+ (𝑦𝑗 − 𝑦𝑖)
2
                                               (5) 

Where, (xi, yi) represents the mobile user value and (xj, yj) denotes the value of access 

point. 

          Rtti = 2 (Ll, i(t) + Lq, i(t) + Lp, i(t))                                           (6) 

   Where, 

Rtti - RTT at the time the ACK is received at the mobile node.  

Ll, i(t) - the link delay 

Lq, i(t) – Queue delay 

Lp, i(t)) – Propagation delay. 

 

The equation (6) calculates the RTT value. RTT is length of time it takes for a signal 

to be sent plus the length of time it takes for an acknowledgement (ACK) of that 

signal to be received. The following Algorithm 1 represents the overall handover 

process. 

Algorithm1:  Handover  

Begin 

Step 1:   

Intialization:  

  Ui = {1,2,3,……n}; 

 APi={AP1,AP2,…APn}; 

Ui  Users 

APi  Access points 

Step 2:  

New and near by access point selection selection: 

While (Ui across the network boundary) 

{ 

   Calculate Dij from eqn(5); 

   Calculate RTTi from eqn (6); 

If( AP = Min( Dij, RTTi)) 

{ 

  Handover APi APi+1; 
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Else 

NO Handover; 

} End if 

} End While 

 

 

4.4 REHASHING KEY AGREEMENT PROTOCOL 

Security is one of the major issues between users and MSP because unauthorized 

person can easily access the sensitive information. Our proposed method introduces 

Rehashing Key agreement protocol which efficiently provides the security against 

intruders. In security process user and MSP creates their own public and private key 

(Pk
-, Pk

+ ), then register with unique ID and Public Key (Pk
-) to the Network Manager 

(NM) for computing pair wise key of both user and MSP. Elliptic curve [15] is used 

for generating keys and it’s stored in the rehashing table. NM derives the rehashing 

table and creates two file directories for users and MSP. NM stores the users unique 

Id and Pk
- to user file directory and MSP unique Id and Pk

- to MSP file directory. NM 

sends its own signature details to user to avoid the incorrect public key from 

unauthorized users. After completion of registration process, NM provides the read 

only copy of MSP to user and read only copy of user to MSP for secure 

communication between two parties. Both directories are updated whenever new 

entities join the network. User sends the Unique ID (user, MSP), message and private 

key to NM. NM transmits the message to MSP when both derived keys are matched. 

Fig.4 explains the authentication process between user and MSP. 

Network manager maintains the rehashing table which is used for storing the key 

values. The following equations are used for rehashing function. 

              Hn = (n-1) mod T                                                               (7) 

 

              Hn= (Hn + n3) mod T                                                         (8) 

 

Where n – key value, T – Hash Table size 

 

Equation (7) shows the hash function. If the hash value is same as another key value, 

collision will occur. To avoid this problem, equation (8) is calculated for rehash 

function. 
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Table1.  Notations and Description 

Notations Description 

KU
-, KU

+ Public key, Private key of User 

KM
-, KM

+ Public key, Private key of MSP 

IDU Unique ID of user 

IDM Unique ID of MSP 

Msg Message (sensed information) 

 

 

Fig4. Authentication process 

 

4.5 PARAMETER BASED CLIQUE SCHEDULING ALGORITHM 

Decision Management Unit (DMU) is an automatic computing system which 

performs all major computing operations and connected to the internet and also 

medical service. It is mainly used for making important decisions for sensing data. 

The role of DMU is to collect the information obtained from the number of sensors, 

and then provide scheduling of these sensor data which is Parameter based Clique 

Scheduling. Parameters are non-critical data, normal data and critical data. Based on 

these parameters, scheduling process will be performed. The Parameter based Clique 

Scheduling splits the data into different parameter cliques to make easy decision for 

users. Fig5 illustrates the sample process of parameter based clique scheduling. 
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Fig5. Parameter based clique scheduling  

 

Algorithm 2:  Parameter based Clique scheduling process 

 

Input: set of sensor nodes (Si) 

Output: Si  nodes are assigned to the t groups (Si > t) 

Initialization: 

Si  - {S1, S2, ………. Sn } 

t – { G1, G2, …..Gn} 

Group ID (GID – 0,1,…..n-1} 

Scheduling Process: 

G1  0, G2 1, G3 2 

For  1 to 3 

Si – Randomly selected nodes 

t– Find parameter clique (GID, Si) 

Step 1: Set the Randomly selected sensor nodes G1  (0, {Si}) 

Step 2: Remaining nodes not in G1 nodes G2 (1,{Si}) 

Step 3: Remaining nodes other than G1, G2 nodes G3 (2, {Si}) 

End 



Design of Reconfigurable and Scalable WBAN for Secure Communication 165 

Algorithm2 shows our proposed parameter based clique scheduling process. After 

scheduling, data is analyzed which is performed first during transaction when 

scheduling process is completed. For analysis, critical data group is processed first, 

then non critical group and last normal data group. Finally a decision part, for non 

critical data it makes own decision that is directly connected to the medical database 

and provides the efficient solution via smart phone and for Critical data it is directly 

connected to the physician with critical level of data. Using this scheduling process, it 

reduces the time complexity and access energy efficiency is compared to other 

process. 

 

V. PERFORMANCE ANALYSIS 

In this section our proposed system is evaluated with performance metrics. We need 

to compare our mechanism with existing system. Our proposed system deals with 

security mechanism and reconfiguration process. This involves following subsections 

such as Simulation Setup, Performance Metrics and Comparative Analysis. 

 

5.1 SIMULATION ENVIRONMENT 

Our simulation is implemented by using NS3 simulator which is a discrete-event 

network simulator targeted for research and educational use. NS3 simulation 

programs are C++ executable or Python programs. In our simulation process are 

executable by simulation parameters. The following Table2 illustrates the parameters 

taken for  simulation which starts with the simulation time, simulation area, Number 

of nodes, MAC protocol, Packet size, Data size and Initial energy of node.  

 

Table 2. Simulation Parameters 

Parameters Values / Ranges 

Network Simulator NS3 

Simulation Time 100s 

Simulation Area 300m X 300m 

Number of Nodes 20 

MAC Protocol IEEE 802.15.4 

Packet Size 1024 bytes 

Data Type CBR 

Initial energy of a 

node 
300J 
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The above mentioned Table2 represents our simulation parameters which consists of 

totally 20 nodes, the entire users are 5 and each user has 6-8 sensor nodes, initial 

energy of node is 300J. Further the energy varies based on the simulation time. In the 

forth coming section we elaborate the performance metrics and comparative analysis 

for showing the performance of our proposed work. 

 

5.2 PERFORMANCE METRICS 

Performance metrics are included for determining the behavior of the proposed work. 

Performance metrics (parameters) are analyzed to determine improvement of the 

proposed work done. With the improvements in the metrics it proves that the entire 

system’s performance is enhanced in all aspects. The performance metrics that are in 

account are as follows,  

 

1. Node detection rate 

Detection rate is defined for number of affected nodes which can be detected 

successfully to avoid the fault. Infected node and time period duration are used for 

calculating the speed of finding the infected node. 

DR =  
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐼𝑛𝑓𝑒𝑐𝑡𝑒𝑑 𝑛𝑜𝑑𝑒𝑠 (𝑛(𝐼𝑁))

𝑇𝑖𝑚𝑒 𝑃𝑒𝑟𝑖𝑜𝑑 (𝑇)
                                 (9) 

Where, DR denotes Detection rate 

 

2. Time Consumption 

Time consumption is one of the metric considered to improve the performance of 

process. Time consumption is defined as processing time taken to complete the 

particular process. 

 

3. Message Size  

Message size is another important metric used to analyze the security level. The 

message size has a linear relationship with the security level for establishing a 

connection. Once the connection is established, the message size is independent of the 

security level. 

 

5.3 COMPARATIVE ANALYSIS 

In this section we compare our proposed work with previously existing works by 

using performance metrics mentioned in the above section. The comparison shown in 

Table 3 highlights the previous work and the proposed work. The techniques 

mentioned in the table are described in detail with its procedure in the previous 
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section. Then, all the performance metrics are visualized with a graphical plot to show 

that the proposed system has improved in terms of all the specific metrics. 

 

Table 3. Comparison on Proposed & Existing Techniques 

 

TECHNIQUES DEMERITS 

Attribute based encryption (CP_ABE)  and 

signature [5] 
 Security level is low when         message 

size is high 

S-WBAN (Epidemic Control)[10]  Recovery time is high 

Certificate less AA scheme [9]  High computation time 

Proposed system  High level of security 

 Faster in recovering sensor  nodes 

 Increase the scalability 

 

5.3. 1 Node detection rate 

Node detection rate is important factor as mentioned in the above section. We plot 

graph between number of nodes and time period. 

 

 

Fig6. Comparison of Detection rate 

 

Fig.6 represents the comparison of detection rate of the proposed work with previous 

work [10]. We provide an innovative reconfigure process here in the system that 

improves the detection rate. It displays the results with greater performance than 

previous work. 
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5.3.2 Time consumption 

Fig.7 shows the graphical plot of comparison between run time consumption of the 

proposed system with that of the previous certificate less remote AA protocol [9].  

Here we have considered the users (client) and their security process runtime. The 

proposed protocol implementation takes less computation time when compared with 

previously implemented protocol. Hence, it is also one of the metric which improves 

the run time. 

 

Fig7. Comparison of Time Consumption 

 

5.3.3 Message size 

Message size plays a major role in security analysis. Fig.8 represents the graphical 

plot based on message size and Simulation time. Time increases when message size 

also increases. The below mentioned graph shows the proposed security protocol time 

taken to each message (bytes). The proposed protocol provides the high level of 

security to large number of message size. 

 

Fig8. Proposed Time consumption 
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VI. CONCLUSION AND FUTURE WORK 

Our proposed method enhances the security level, computation time and fault 

tolerance in WBAN users to access the various medical services.  Reconfiguration is 

processed by using controller, which effectively detects the abnormal nodes and 

reconfigure these nodes. Further, security is performed based on Rehashing key 

agreement protocol which selects authorized users and servers for a secure 

transaction. Hence we improve the overall scalability through this proposed work 

based on the security, reconfiguration, handover between users and APs and decision 

making process for sensor information. Finally our proposed method provides an 

innovative concept in WBAN over medical application. In future, we have planned to 

improve our process in real world applications.  
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