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ABSTRACT 

 
As we know that mobile ad-hoc network is a continuously self configuring, 
infrastructure-less networks of all mobile nodes or devices connected 
wirelessly. In terms of security, such type of networks always has troubles 
from surroundings or neighbor attacks from infiltrations to the mobile nodes 
or devices. Basically this intrusion is done while entering the evil nodes in the 
network. Here malicious or evil nodes attacks all requested messages in such a 
way that it takes all over the routes due to this node. Therefore, all packets are 
sent to a point when they are not forwarding anywhere. This is called a black 
hole like which swallows all objects or nodes. If malicious node masquerades 
false RREP message as if it comes from another victim node instead of itself, 
all messages will be forwarded to the victim node.  
 

1. INTRODUCTIONS 
1.1. Wireless sensor nodes  
A wireless sensor network (WSN) is a wireless network consisting of spatially 
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distributed autonomous devices using sensors to monitor physical or environmental 
conditions. A WSN system incorporates a gateway that provides wireless connectivity 
back to the wired world and distributed nodes (see Figure 1.1). The wireless protocol 
you select depends on your application requirements. Some of the available standards 
include 2.4 GHz radios based on either IEEE 802.15.4 or IEEE 802.11 (Wi-Fi) 
standards or proprietary radios, which are usually 900 MHz. 
 

 
 

Figure 1.1: Wireless Sensor network [1] 
 

1.2. WSN System Architecture 
Wireless technology offers several advantages for those who can build wired and 
wireless systems and take advantage of the best technology for the application.  
 

 
 

Figure 1.2: WSN System Architecture [1, 2]  
 

1.3. WSN Network Topologies 
WSN nodes are typically organized in one of three types of network topologies. In a 
star topology, each node connects directly to a gateway. In a cluster tree network, 
each node connects to a node higher in the tree and then to the gateway, and data is 
routed from the lowest node on the tree to the gateway. Finally, to offer increased 
reliability, mesh networks feature nodes that can connect to multiple nodes in the 
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system and pass data through the most reliable path available.  
  

 
 

Figure 1.3: Common WSN Network Topologies [1, 3] 
 

2. RELATED WORK 
Royer E. M, Toh C.K, emphasized that, in order to ensure the security between two 
communicating nodes, a protocol must enable the destination node to identify the 
source of a given message, and the source node must be able to authenticate the legal 
destination node.  
Yu Y, Guo L, Wang X, Liu C, a secure routing protocol with payment mechanism 
that prevents node selfishness for mobile ad hoc networks is proposed. A source node 
can securely send a confidential message to the destination node through a number of 
intermediate nodes. In addition, all messages transmitted between nodes should be 
verified and protected in the protocol. 
Wei C.H., Hwang M.S., Augustin Y. H. C, presents a reputation-based routing 
scheme for hierarchical ad hoc networks and the cluster head, acting as the reputation 
manager for updating reputation information. Thus, the malicious nodes would be 
isolated for safeguard routing security.  
Ramaswamy S, Fu H, Sreekant Aradhya M, Dixon J, Nygard K., a mechanism is 
proposed to defend cooperative black hole attack. Each node observes the data 
forwarding nature of its neighboring node. This information is recorded in a DRI 
(Data Routing Information) table. Each node maintains an additional DRI table.  
Panicker and Jisha proposed various attacks in the MANET, particularly in network 
layer especially black hole attack, which is reduced by three mechanisms like 
TOGBAD, SAR protocol, and DPRAODV protocol [5] based reduction. It has some 
cons like protocol functionality, route distance, and network overload. To overcome 
this drawback, we introduced the new approach for black-hole detection algorithm to 
detect the maliciously behaving nodes and produce the cost-effective and ensure QoS 
guarantee by proactive alleviation procedure. 
Wu et al. proposed survey on attacks and countermeasures in MANET to achieve 
security goals, such as access control, authentication, availability, confidentiality, 
integrity, and non-repudiation [6]. It also provides the MANET-IDS (Intrusion 
Detection Systems) to prevent attacks. Through this survey, we analyze the various ad 
hoc networks countermeasures in terms of packet delivery ratio and QoS guarantee 
such as network support, availability, and time consumption of the specific nodes on 
the networks. 
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Bhattacharyya et al. proposed DATA traffic attacks and CONTROL traffic attacks 
to preserve the networks with respect to the RREQ and RREP methods. Thus network 
layer DATA traffic attacks are reduced by the proactive alleviation procedure. 
Gagandeep and Kumar proposed the various types of attacks under protocol stack 
and routing. Security issues associated with mobile ad hoc network attacks were 
classified based on the active and passive attacks. In particular, the active attacks like 
timing attacks are reduced based on the rushing attacks against on-demand routing 
protocols. These procedures are helpful to us to reduce the timing attacks like the ad 
hoc networks. 
Su M.Y., Chiang K.L., Liao W.C, anti-black-hole mechanism is discussed. Every 
node is subjected to an estimation of the suspicious value. The suspicious value is 
found based on the amount of abnormality in RREQ and RREP packets of the node. 
When the suspicious value exceeds a threshold value, the node is identified as a black 
hole and the Intrusion Detection System (IDS) will blacklist the node and the time of 
identification. Thus the cooperative black hole nodes can be identified. The drawback 
is that the mobile nodes have to maintain training data and regular updates. 
Lo N.W, CBDAODV mechanism is proposed. A source node will accept at least two 
RREP packets from different replying nodes. Thus by utilizing another routing path, 
the source node itself can evaluate the reliability of the currently selected route and 
make a rerouting decision once it suspects the reliability of currently selected route. 
Through another route, a confirmation control packet which consists of the name of 
the second malicious node to which the first malicious node sends the data packets is 
sent. On receiving the packet, the destination node will reply to indicate the existence 
of the route between the destination and the malicious node. If the reply packet 
indicates that no path exists, the source node now switches its routing path to the 
alternate route and retransmits its data packets. Also the malicious nodes are put to 
observation, to identify whether the nodes regularly work in cooperation with each 
other. 
Tamilselvan L, Sankara Narayanan V, a solution is proposed by modifying the 
AODV protocol to avoid multiple black holes in the group. It maintains a fidelity 
table. Every participating node is given a fidelity level that tells the reliability of that 
node. Any node having value as 0 is considered as malicious node and is eliminated 
from the network. The fidelity levels of the nodes along a route are increased on every 
successful transmission of the data; otherwise the fidelity level of the nodes is 
decreased. The processing delay in the network is high. 
Mistry N. H, Jinwala D. C, Zaveri M. A, in this paper MOSAODV mechanism is 
presented, where a timer is set in the source node to collect all the RREP packets and 
those packets with exponentially high destination sequence number are discarded.  
Raj P. N, Swadas P. B, DPRAODV mechanism is proposed to encounter black hole 
attacks in AODV. In normal AODV, the node that receives the RREP packet first 
checks the value of sequence number in its routing table. The RREP packet is 
accepted, if it has RREP_seq_no higher than the one in routing table. In the proposed 
mechanism, an additional check is performed to find whether the RREP_seq_no is 
higher than the threshold value or not. The threshold value is dynamically updated in 
every time interval. As the value of RREP_seq_no is found to be higher than the 
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threshold value, the node is suspected to be malicious and it adds the node to the 
blacklist. As the node detects an anomaly, it sends a new control packet ALARM to 
its neighbors. 
 
3. PROPOSED WORK 
3.1 AODV Protocols 
AODV, Ad Hoc On-Demand Distance Vector is a routing protocol for ad hoc mobile 
networks with large numbers of mobile nodes. The protocol's algorithm creates routes 
between nodes only when the routes are requested by the source nodes, giving the 
network the flexibility to allow nodes to enter and leave the network at will. Routes 
remain active only as long as data packets are traveling along the paths from the 
source to the destination. When the source stops sending packets the path will time 
out and close. AODV supports both unicast and multicast. 
3.2 Genetic Algorithm 
Genetic algorithm (GA) is a stochastic look for technique that will impersonates the 
real solid progression offered by just Charles Darwin all through 1858. GA has been 
adequately given to an assortment of combo issues. It genuinely is designed ordinarily 
around the thoughts from the headway by means of sound collection, utilizing a 
person of people that will continue the decision strategy as far as variety actuating 
administrators, for example, transformation and in addition recombination 
(crossover). An activity capacity is used to gage individual, and also regenerative 
framework accomplishment ranges with wellness [3]. 
3.3 Particle Swarm Optimization (PSO) 
Particle Swarm Optimization [8, 9] is developmental calculation in view of swarms 
and it has been presented by Kennedy. PSO offers many elements with other 
developmental calculations. The framework is instated with number of populaces. At 
that point hunting down optima is finished. Not at all like GA, has PSO had no 
administrators like change, wellness and so forth.  
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Figure: 3.1 Flowchart of GA 

 
In PSO, there are potential arrangements called PSO. So, PSO algorithm can be 
represented as below; 

a) Evaluate the objective function of each particle. 
b) Create initial particles. 
c) Choose new velocities 
d) Update each particle location. 
e) Iterate until a solution is reached. 

 
3.4 Methodology used: 
Step 1: Set up networks using plot area in terms of breadth and width. 
Step 2: Now calculate the assigned nodes as source and destination nodes. 
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Step 3: Get the suitable routes by using routing techniques. 
Step 4: Now apply optimization techniques or method to the set up networks. 
Step 5: Calculate the parameters which support the attacks.  
Step 6: After above step analysis black holes nodes come out and shows their 
presence.   
Step 7: Now compare the calculate attacks parameters using GA with PSO technique.  
 
4. Conclusion 
In the developing era of ad hoc networking and wireless sensor networks, many 
updated technologies are available. There are many technologies like digital 
electronics, and potential sensor networks applications which are applied on the WSN 
networks. In addition to that our proposed method applies. 
We have concluded that the issues related to black hole attack be looked into with our 
proposed methods and optimize the proposed techniques properly. Here IDS is used 
particularly for black hole attacks and have proposed for implementation. 
To solve the issues for prevention of black hole attack we use genetic algorithm and 
PSO method. 
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