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Abstract
Wireless networks are picking up fame to its top today, as the client's needs
remote availability independent of their geographic location. Due to the fact
that MANET (mobile ad hoc network) is infrastructure-less based network
with wireless links there are some genuine problem faced by it. The way that
Ad-hoc systems (MANET) need settled foundation and utilize remote
connection for correspondence makes them exceptionally defenseless to an
enemy's malignant attacks [7]. The following paper presents the study of
simulation and the survey regarding the scenarios of packet drop and
wormhole attack in Mobile Ad-hoc Network (MANET). We have used AODV
for simulating this attacks using NS3 and as for any network the packet
delivery ratio and throughput are main parameter so here we are analyzing the
throughput and PDR of the network. The protocols are analyzed and simulated
on network simulator. The simulator used is network simulator version 3.25
i.e. NS-3.25.
Index Terms: Network Simulator 3.25, Wormhole Attack, Packet drop
Attack, AODV protocol, MANET

I.

INTRODUCTION

Mobile Ad-hoc Network (MANET) is shaped by the group of various wireless nodes
which are communicating to each other without having any basic administrator to
control their activities. The wireless networks are capable of connecting nodes
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wirelessly without considering their nodes in a straight line or outside the area of
transmission of the wireless antenna. [5] Recently, ad hoc networks have been gaining
popularity for applications requiring quick deployment. Researchers have tried to
propose protocols that will improve the quality of service for ad hoc networks in the
hostile wireless environments. [1] It is troublesome to constantly maintain the traffic
while creating a MANET structured network. The Wormhole and Packet drop are two
most severe threats which are faced by the MANET network. [2] In Packet drop
attack the nodes discards all the packets that were meant to transmit from one node to
another node across the network. Due to which there is a situation of packet loss in
the network. In wormhole attack when two far away nodes get synchronized via
wireless network they behave like neighboring nodes, then the incoming packets are
received at a location 'tunneled' (wormhole tunnel) to a different location in the
network. [10]
Simulation and study of such attacks has become necessary in order to defend them.
The remaining paper consist of following sections: Section II contains the routing
protocols used. Simulation Environment is discussed in section III. Section IV
contains the Simulation Results. It also describes throughput and Packet delivery ratio
analysis for different node scenarios respectively. Section V presents conclusions.

II. ROUTING PROTOCOL
The presence of wireless network forms immensely challenging conditions to form a
better Ad-hoc Network. [1] There are two types of dynamic routing protocol:
1.

DSDV i.e. table driven

2.

AODV i.e. reactive protocol

Since the MANET is dynamic in attributes so it considers AODV as a protocol which
helps to maintain the stability between the nodes in the MANET network.

Ad hoc On Demand Distance Vector Routing (AODV)
Ad-hoc On-demand Distance Vector Routing Protocol is also known as reactive table
driven routing protocol which is descendent of DSDV. [2] It uses routing table for the
route analysis and also uses messages like RREQ, RREP for route request and route
reply respectively. It can also receive multiple RREP, Route failure and RERR. The
route expires after route life time uses hello messages for local connectivity
maintenance. [19]
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Packet Drop Attack
Packet drop attack occurs when all the packets gets dropped and discarded instead of
getting transmitted to the destination. [25] It is basically Denial of Service attack, here
the node itself ingurgitate all data packets, as similar as a hole which absorbs
everything. This phenomenon creates a situation of packet loss in the network. The
Network layer of MANET is involved by the threats of Packet drop attack. [14]

Figure (i): Packet drop Attack
From Figure (i) it is illustrated that in a MANET with nodes A, B, C, D, E. Node ‘A’
is a source node and node ‘E’ is destination. [11] Here node ‘C’ is a malicious node,
when source node ‘A’ wants to transmits the packet to destination ‘E’ it starts a route
discovery process, but as soon as this process starts the node ‘C’ i.e. malicious node
calls that it has active route to the destination node ‘E’. Immediately node ‘C’ accepts
the RREQ packets and sends a reply to node “A” before any other node. Due to which
source node ‘A’ consider it as active route and completes its route discovery process
by ignoring all the other enquires. Hence node ‘A’ starts sending packets to malicious
node ‘C’. As a result, the data packet is assumed to be lost or discarded. [8]

Wormhole Attack
The wormhole attacks standout amongst the most serious security threat which
disturbs the communication across the network. [9] Wormhole nodes fake a course
that is shorter than the first one inside the network; this can befuddle routing
mechanisms which depend on the learning about separation between nodes. It has one
or more malicious nodes and a tunnel between them. [15] The attacking node catches
the bundles from one area and transmits them to other far off found hub which
conveys them locally. [24] A wormhole attack can undoubtedly be propelled by the
attacker without having knowledge of the network or trading off any genuine nodes.
This attack is a vulnerable attack which can be performed only if two nodes are
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compromised. [20]

Figure (ii): Wormhole Attack

Illustrated example of the effect of a wormhole on routing protocol is provided in
Figure (ii). The attacker builds a wormhole link between nodes A and E, with lowlatency link. When node ’A’ broadcasts its routing table as in AODV protocols,
node E hears the broadcast via the wormhole and assumes it is one hop away
from node ’E’. Furthermore, the neighboring nodes of ’E’ adjust its own routing
tables and route to reach any of the nodes ‘D’ and ‘F’. [21]

III. SIMULATION ENVIRONMENT
In this proposed work, Network Simulator (NS-3) software version 3.25 has been
used because of its open source simplicity and free accessibility.

Table 1. Simulation Parameters
Channel

Wireless

Routing protocol

AODV

NS Version

3.25

No. of Nodes

5, 10

Simulation Area Size

720 * 520

CBR Packet Size

512 bytes

Simulation Durations

34 second

Mobility Model

Constant Position

Traffic Pattern

CBR Sessions
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IV. SIMULATION RESULTS
A. Throughput
Throughput is the amount of data transferred successfully on a communication
network or network link over the period of time. Throughput is calculated in bytes/sec
or bits/second (bps).
Total No of Received
Packets at Destination
Throughput = --------------------------------------Total Simulation Time
The following graphs show comparison results of Packet drop and wormhole attacks
on AODV and their detection techniques

B. Packet delivery ratio
The Packet Delivery Ratio is the ratio of packets that are effectively conveyed to a
destination comparing the number of packets that have been sent out by the sender.
It is a proportion of number of packets delivered against the number of packets sent.
Packet delivery ratio shows the total number of data packets that is delivered to the
destination successfully.
Total No of Packets Delivered
PDR = --------------------------------------Total No of Packets Sent
Higher the packet delivery ratio higher protocol performance.

Figure (iii)Throughput Comparison for 5-node Scenario
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Figure (iv): Throughput Comparison for 10-node Scenario

The following figure (iii) and (iv) depicts the graphs of throughput vs simulation time
for AODV under attack and normal AODV protocols. From figure (iii) it is satisfied
that throughput of normal AODV is greater than AODV under attacks. The AODV
under worm hole attack is having less throughput than normal AODV protocol.
AODV under Packet drop attack throughput is least because here the malicious node
discards the packet instead sending them to the destination. Figure (iv) determines
that throughput of normal AODV is greater than that of AODV under Packet drop
attack and wormhole attacks. The throughput of AODV under Packet drop and
wormhole attack are almost similar.

Figure (v): Packet delivery ratio Comparison for 5-node Scenario
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Figure (vi): Packet delivery ratio Comparison for 10-node Scenario

The following figure (v) and (vi) is showing the Packet delivery ratio vs simulation
time graphs. The figures (v) and (vi) determines the Packet delivery ratio vs Time
graph for AODV under Packet drop, AODV under wormhole and normal AODV
protocols.
From figure (v) it is satisfied that Packet delivery ratio of normal AODV is greater
and optimal than that AODV under wormhole attack and AODV under Packet drop
but here wormhole attacks is more vulnerable than packet drop. The figure (vi)
determines that Packet delivery ratio of normal AODV is greater than that of AODV
under Packet drop attack and AODV under worm hole attack. And in this scenario
also the Packet delivery ratio of AODV is influenced by worm hole attack more than
packet drop attack

V. CONCLUSIONS
This paper as a whole analyses Packet drop and Wormhole attack which is associated
to AODV protocol. The presented work emphasizes the impact of wormhole and
Packet drop attack on AODV protocol in term of security. The MANET resemble as
multicast network, due to which the packet loss occurs hence hectic communication
takes place over the network, resulting in the form of attacks. The proposed work is to
observe the throughput and Packet delivery ratio over the network. The simulation of
the two attacks is done by network simulator. This simulation shows that Worm hole
attack behaves more effectively than the packet drop attack.
Thus, it comes to our vision that overall network connectivity gets affected by the
behavior of these attacks over AODV and existence of these attacks can only be
identified when there is some sort of data loss.
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