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Abstract 

 
Email an electronic messaging has become the de facto communications medium and 
file transport system used in the workplace today. Most information workers rely on 
email more than they do the telephone, fax or paper-based communication. The vast 
majority of organisations use email for sending, receiving and storing critical 
business records, including purchase orders, contracts, requests for proposal and 
other content. E-mail is in wide use, as a Web-based tool for communication and 
collaboration. Consequently, email – has become absolutely critical to the operation 
of most enterprises and has become something of a utility, much like electricity or 
water provision in certain key respects: 

• It must be available at all times (zero downtime) 
• Its cost should be driven as low as possible 
In short, the modern organisation has email at the heart of its communications 

and business processes. This makes it critical to minimise both the downtime and loss 
of email upon the outset of a business continuity event. Its important to understand 
that Email has become an integral part of business today and it’s crucial to include it 
in business continuity planning. Maintaining email is no longer about keeping just the 
mail server itself online, organisations now employ email infrastructures containing 
multiple products to mitigate the risk of malware, spam, litigation and non-
compliance. Maintaining access to email while upholding risk mitigation and 
compliance is a challenging endeavor, this white paper discusses the issues involved 
with addressing these problems and discussing the impact of RTO and RPO. 
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Business Continuity Planning and Email 
Global competition, the increasing need for business agility, more mobile workers, more 
demanding customers, sheer convenience; there’s a range of reasons why email has become 
so important for modern business. The vast majority of decision makers rate email as a 
mission-critical business resource for communicating and transferring files; email remains the 
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preferred business communications channel for 93% of enterprise users1, most information 
workers rely on email more than even the telephone2 and up to 60% of business-critical data 
is stored in email3. 

 
Email Is Business Critical 
Email isn’t just a list of messages. It’s purchase orders, contracts, proposals, enquiries, 
customer orders, business documents and discussions. Email is the way nearly every business 
makes decisions and gets work done, complete with the context of how and why those 
decisions were made, stored in a way humans can make sense of intuitively. But email servers 

were designed for delivering messages rather than managing and storing them. They don’t 
have the storage capacity or search tools that users want, they don’t have the administration 
and reporting tools that IT departments and managers need and like any other IT system 
they’re subject to viruses, power outages, natural disasters, corruption, human error and media 
failures. If the mail system fails, the results range from lost productivity to losing orders and 
customers; from fines and litigation to business failure within a surprisingly short period of 
time4. Therefore making sure that email stays available is a key part of any business 
continuity plan. 

 
Getting The Business Back Online 
Business continuity involves much more than just disaster recovery. If a business is to be able 
to take any disaster in its stride, it needs to be able to operate during the recovery process, and 
provide tools to deliver key business services without full access to central business systems. 
A Business Continuity Plan (BCP) is an important tool for any organisation as it allows 
recovery coordinators to identify key processes and people. The resulting plan will bring these 
people and processes online as soon as possible after any major incident in order to ensure 
that the business can communicate with customers and staff. A BCP also allows a business to 
test its continuity approach, with targets that must be met. 

 
Business Continuity Involves Much More Than Just Disaster Recovery 
Recovery Objectives 
As a first step towards recovery, systems supporting critical business processes need to be 
prioritised. The time to bring the service back online is known as the Recovery Time Objective 
(RTO). The RTO needs to be as low as possible for key processes – preferably zero, assuming 
the cost is realistic. Recovery processes and systems should be available at all times, so staff 
can switch to them as quickly as possible. The business also needs to have access to all 
process-sensitive data, so that users can communicate effectively with customers and the rest 
of the business staff. This means that all recovery systems would ideally have a zero Recovery 
Point Objective (RPO) so no data is lost. 

 
Email – A Critical Component Of A BCP 
Email is a critical component of a BCP for the majority of businesses. It’s at the heart of ad 
hoc knowledge management networks, and a key customer communication channel for sales 
and marketing. This makes email a critical business tool – but it’s one that is often overlooked 
in continuity planning. By making email a critical component of any BCP, with a low RPO 
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and a low RTO, a business can keep operating with minimal impact on customer perceptions. 
A low RPO is essential, as information stored in archived email messages is key to providing 
the context manual business processes require. If email systems have too high an RPO, the 
ability to process orders and customer information – or actual data – could be lost during the 
recovery process. 

 
RTO And RPO Times for Different Tiers of Business Applications 

 
Tier-1  RTO < 2 hours 

 RPO – no data loss 
Tier-2  RTO < 24 hours 

 RPO < 4 hours 
Tier-3  RTO < 2 days 

 RPO < 4 hours 
Tier-4  RTO < 4 days 

 RPO < 24 hours 
 
Table 1: Email should be treated as a tier 1 application based on its importance to 

businesses today. 
 
A business needs email even more , for delivering information to internal users when 

faced with disaster recovery. A low RTO means that email systems can be used to inform 
staff of the business situation, and to brief staff on how to respond to customers. Information 
stored in email can be accessed from anywhere – unlike information in desktop machines 
which may be unavailable. 

The key is to use email to focus on the business, not on recovery. Dedicated resources 
will be handling recovery – the rest of the business needs to continue operating as near 
normally as possible. A normal flow of communications during a disaster situation can be 
very reassuring to staff who may be working under considerable stress. 

 
Availability, Recovery and Continuity 
Traditional disaster recovery methods have Continuity strategies provide access to services 
concentrated on ensuring system availability and during a system failure via an independent 
data recovery. Availability is intended to ensure infrastructure, usually offsite. This approach 
that systems never fail or that the possibility of reduces the downtime risks associated with 
failure is reduced. Recovery strategies aim to availability and recovery, and needs to be 
ensure that if and when something does go wrong, considered where maintaining business 
systems can be recovered and services restored, processes is a critical part of a BCP though 
the timescales can be unacceptable. 

 
Building Highly Available Systems 
Redundant and resilient infrastructure like Redundant Array of Independent Disks (RAID) 
storage, redundant network topologies and clusters on the same site improve availability. In 
principle the level of protection will increase with the cost of the systems – which can be 
significant – but this still leaves the main site as a point of failure. In practice, it’s impossible 
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to protect against all hardware and software failures, so backup technologies and offsite 
solutions are required to provide recovery options. 

Unless backups are made continuously, there will inevitably be some data loss and 
therefore a higher RPO. Reducing the length of RTO and the impact of RPO increase the cost 
of the backup solution through additional hardware, the facilities required at the alternate 
location and the infrastructure for real-time replication. Tape backup is the cheapest solution 
and online backup is convenient but in either case the recovery time can be hours or days and 
data can only be recovered from point of the last working backup. 

 
Recovery Plan Basics 
During a business continuity event, recovering data is only part of the story; servers and 
applications may also need to be rebuilt and reconfigured. Even virtual machines will need to 
be provisioned. If changes to the mail system mean configuration changes for email clients 
(especially on mobile devices), it’s important to factor in the time to make these changes and 
how you will convey the information to remote staff in the absence of email. 

The speed with which an alternative site can be operational is directly linked to cost. A 
‘cold’ site has air-conditioning, electricity and telecoms but no hardware on site and no data 
replication. 

‘Cold’ sites are the cheapest option but it can take weeks to have hardware delivered and 
set up and offsite backup tapes retrieved and delivered. A ‘warm’ site with partially redundant 
hardware and software and regular replication will be able to take over some business 
functions within hours or days, but it will usually be necessary to obtain and restore backups 
to supplement the most recent replication. This is significantly more expensive, but still 
cheaper than a ‘hot’ site with fully redundant hardware and software that can take over all 
primary site operations within minutes or hours (although again, offsite backups may need to 
be obtained and restored). The continuous replication to a ‘hot’ site reduces the RPO to close 
to zero; having clustered standby mail servers reduces the RTO. Both increase the costs for 
the site and for the network infrastructure to support replication. 

 
The Human Side of Continuity 
The technology isn’t the only thing to consider. It’s only natural that a disaster affecting a 
business will also affect its staff. Initial shock will reduce staff effectiveness, and businesses 
should be prepared to see an increase in person-to-person communication as staff members 
seek to come up with a common response to events, and to use internal informal 
communication channels to get additional information above and beyond that provided by 
management. Email is a key part of this. 

 
Preparing your employees 
In the event of an outage, providing instructions and open access to information will help the 
employees. Once the staff members have made initial adjustments to the interruption in 
service there will still be decreased efficiency, as backup manual processes described in a 
BCP will be unfamiliar at first. This unfamiliarity will also increase the risk profile of the 
business, as unfamiliar users are more likely to make critical mistakes. Processes should be 
designed to reduce this risk as much as possible. 
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Transparent Continuity Environment 
Low RTO and RPO are important in minimising business risk, as well as the ability to use 
familiar tools and systems – even at home or at a continuity location. There is also a need for 
businesses to be transparent about their BCP, and about the tools and information that will be 
available in the event of significant business system failures. Users who are familiar with their 
roles during a crisis will respond more effectively, reducing business risk significantly. A 
seamless transition to a continuity environment will also help, especially if users are able to 
use familiar email tools – both on the desktop and mobile devices. 

 
The Business Context Of Continuity 
Businesses need to operate in compliance with the current regulatory environment – and that 
doesn’t go away even if a business suffers a major outage. An effective business continuity 
plan needs to consider regulatory requirements, and will need to describe the governance and 
risk management process that will apply while the plan is in operation. Whether it’s a fire, a 
flood, or any other disaster, the regulators will expect a business to continue operating in a 
compliant manner which is much harder without familiar systems and under stress. Business 
systems, including email, are key to managing risk and maintaining governance and 
compliance; continuity needs to be considered in the context of these business demands. 

 
Reducing Risk 
A sound approach to Governance, Risk and Compliance (GRC) pays dividends during normal 
operations and disasters alike, according to the annual report of the IT Policy Compliance 
Group6. “The way to improve business results and reduce financial risk, loss and expense is to 
increase or enhance the competencies, practices and capabilities governing the use and 
disposition of IT resources.” The correlation between business success and sound IT GRC 
policies is clear7: “Organisations with best business results are the same firms with the most 
mature practices and the organisations with the worst business results are the same firms with 
the least mature practices.” 

 
Governance and Compliance 
A well designed BCP will include GRC elements, and will use them to minimise business 
risks. A virus outbreak or social engineering attack is much more likely to be successful 
during the stress of a disaster and when ancillary services that support email, such as malware 
protection, are not considered within the BCP plan. In addition, having to work around failing 
systems can put data security and customer privacy at risk. Having these elements in place 
will ensure management doesn’t have to explain to the Information Commissioner that 
customer privacy wasn’t seen as a critical function, or to the Financial Services Authority that 
transaction transparency was deemed unnecessary because of the emergency. Effective 
governance during business continuity operations isn’t just about regulatory compliance. It’s 
also a tool to help businesses cope with any legal fallout from effects of its continuity 
operations. Disasters can mean delayed deliveries, missed deadlines or lost documentation, 
which will mean customer complaints or in the worst case, legal action. Contractual 
obligations need to be met, and if this is impossible, then all actions need to be documented – 
especially any that show the business did its best to mitigate risks to its customers and that it 
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operated according to best practices and with due care. A well-designed continuity plan will 
include this as part of any risk management process. 

 
Cost, Complexity and Continuity 
Backup systems, availability and recovery are all necessary, but to keep business systems 
going at an affordable cost, businesses need to ensure continuity for key systems, including 
email. Email continuity isn’t just about the mail server either; modern email environments are 
multifaceted so continuity has to cover archiving and data protection, security options like 
anti-spam, anti-virus and anti-phishing tools, any systems needed for mobile email and all the 
other support services. While clustering and a ‘hot’ standby site provide true high availability 
and the best experience for end users, the cost and complexity of protecting the wider email 
environment this way can be prohibitive. 

Effective continuity requires simplicity. Complex, fragmented email environments are 
hard to manage effectively – and harder still to turn into systems that can survive a disaster or 
a major outage. The need for simplicity goes beyond the demands of business continuity, as 
simple systems are easier to handle with governance, risk management and compliance 
policies and procedures. With well-designed email systems and a complete BCP, it’s possible 
to manage continuity so that existing policy enforcement, security tools and retention 
procedures remain in place – while keeping costs to a minimum. 

 
Achieving Zero Downtime 
According to Gartner, email uptime is the single most critical email SLA metric. There are 
two main alternative methods for achieving that as one of the aims of a business continuity 
plan and keeping a business ‘always on’ by providing a highly available messaging 
infrastructure. 
 
Option 1: 
Build a ‘hot’ site 
A ‘hot’ site can take over in minutes or seconds but the initial investment of hardware, 
software, and datacenter costs to create a fully redundant site will quickly add up. Building, 
maintaining and upgrading this site will also be a time-consuming task for even the most well 
equipped IT departments. 
 
Option 2: 
Connect To A Continuity Service 
Connecting to a continuity service can eliminate upfront costs as continuity services do not 
typically require hardware or software investments. Additionally, the IT department, although 
still in control of the service, is relieved of the complex planning and intensive administrative 
tasks involved in upgrading and maintaining infrastructure. These low-cost subscription-
based services have a low barrier to entry, can be provisioned in hours and provide a 
comprehensive and flexible solution to today’s messaging business continuity challenges, 
thereby helping to simplify governance and risk management requirements. 
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Conclusion 
Email is an important part of a Business Continuity Strategy 
Few businesses could function without email, and email provides a critical coordination tool 
during an outage, yet due to the cost and complexity of providing true email continuity many 
businesses do not have business continuity plans that protect email adequately. Businesses 
need to create and implement email management strategies . This paper looks at the 
approaches available to ensure email continuity from a high level and the implications of 
deploying each strategy on infrastructure, budget, people and resilience. 

Email has become an integral part of business and it’s crucial to include it in business 
continuity planning. It’s inevitable that email systems will fail and the business can assess the 
risks and provision systems to avoid the costs of lengthy email outages. But traditional 
approaches to availability and recovery may not offer adequate protection for email systems 
at an affordable price, especially as it is now often a legal obligation as well as a business 
necessity to ensure that no messages are lost. Indeed, email is particularly important during a 
disaster, when staff will need to keep in touch more urgently than usual; they will also be 
under more stress so providing a transparent and familiar system is key. 

It has been found that some special softwares are designed by integrating security, policy, 
retention and discovery services through a single management and reporting interface, 
customers can get an instant snapshot of their most critical communications platform. 
Historical messages are available instantly and in the event of a failure on the main site, email 
service can failover seamlessly with no loss of data. The service software could support 
minimal recovery time at the time of failure and when the business switches back to in-house 
mail servers giving Zero downtime Business Continuity. 
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