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Abstract 

In recent years, everything is trending toward digitalization.  

With the rapid development of the Internet technologies and 

wide applications of databases, databases need to be 

transmitted conveniently over the network. Extensive use of 

the Internet coupled with the tremendous growth in database 

applications has created a huge demand for database security.  

This urges us to devise new data protection techniques to 

protect and secure the data with vital significance. In this 

respect, digital watermarking works as a tool for integrity, 

authentication and copyright protection of relational databases 

over the Internet.  

In this paper we propose an invisible watermarking algorithm 

for the protection of relational databases. The watermark is 

logically embedded in the database and a watermark key is 

generated. Later the watermark is extracted to prove the 

identity. The proposed algorithm is suitable for any type of 

attribute that used to house numerical, non-numerical or 

categorical data. The experiments show that the new method 

is efficient as well as effective for authentication and right 

protection of relational databases. 

Keywords: Digital Watermarking, Relational Databases, 

Security, Integrity, Authentication, Right Protection. 

 

INTRODUCTION 

The rapid development of Internet technology offers a wide 

range of web-based services, such as database as service, 

digital repositories and libraries, e-commerce, online support 

system, etc. The applications on the web make the digital 

content such as images, videos, audios, text, database, easily 

accessible to people around the world for sharing, purchasing, 

distribution, computation, etc. This results in challenges like 

piracy, illegal redistribution, ownership claiming, and forgery. 

Digital watermarking technology is an effective solution to 

meet such challenges [1]. Fraud and Tamper Detection is 

generally used for very critical applications such as 

commercial transactions or medical applications. It is 

important to ensure that the content was originated from a 

specific source and that it had not been changed, manipulated 

or falsified. This can be achieved by embedding a watermark 

in the underlying data of the database. Subsequently when the 

database is checked, the watermark is extracted using a unique 

key associated with the source and the integrity of the data can 

be verified with by using the extracted watermark. 

The digital watermarking is a significant development and 

technique for inserting information into an image, text, video, 

audio or database. Later this can be extracted for a variety of 

purposes like integrity enforcement, authentication and right 

protection [2]. The wide utilization of database applications 

over Internet has created a crucial anxiety as far as ownership 

and copyright protection for relational databases are 

concerned. Recently, copyright protection of database is 

important in the field of information technology. This is partly 

because that the digital data is very easy to be tampered, 

peculated and illegally copied. Digital watermarking is an 

approach to cope with this situation. Protection from the 

piracy of digital assets is usually based upon the embedding of 

digital watermarks into the data. Watermarking relational 

database is a solution for ownership proofing, tamper 

detection, copy right protection, etc. In this paper, we have 

proposed an imperceptible, zero and robust watermarking 

algorithm for relational databases using combined image and 

text.  

The rest of the paper is organized into different sections. The 

concept of digital watermarking and the constraints of using 

watermarking in relational databases are explained in 

DIGITAL WATERMARKING section. A comprehensive 

survey on this topic is presented in RELATED WORKS and 

the new algorithms proposed for embedding and extraction of 

watermark are illustrated in PROPOSED TECHNIQUE 

sections. The EXPERIMENTAL RESULTS describes the 

experiment, results and analysis of the proposed work. The 

last section concludes this paper with summaries. 
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DIGITAL WATERMARKING 

A digital watermark is considered to be some kind of 

information that is embedded into a digital asset for tamper 

detection, ownership proof, traitor tracing, etc. [1]. A digital 

watermarking may be perceptible or imperceptible, depends 

on its visibility in the watermarked content [3][4]. 

Watermarking may be classified as image watermarking, 

video watermarking, audio watermarking, text watermarking, 

database watermarking based on the type of document to be 

watermarked. 

Again, a watermark may be robust or fragile. In robust 

watermarking, the modification to the watermarked content 

will not affect the watermark and in fragile type, the 

watermark gets destroyed when the watermarked content is 

modified or tampered with. To insert watermark into a digital 

content, we can follow any one of the two techniques such as 

spatial-domain technique or transform-domain technique. On 

the basis of the requirements of data, watermarks can be 

classified into blind or informed. In process of extraction of 

watermark, the original content is not required in the case of 

blind watermarking. But in the latter case, the original content 

is required. The zero watermarking technique is a type of 

blind watermarking in which the original content is not 

modified while embedding the watermark. 

Watermarking techniques used for text and multimedia could 

not be used for watermarking relational databases. The 

relational data differs from multimedia data in many respects:  

 

Few Redundant Data:  

Multimedia objects consists of large number of bits providing 

large cover to hide watermark, whereas the database object is 

a collection of independent objects, called tuples. The 

watermark has to be embedded into these tuples. 

 

Out-of-Order Relational Data:  

The relative spatial/temporal positions of different parts or 

components in multimedia objects do not change, whereas 

there is no ordering among the tuples in database relations as 

the collection of tuples is considered as set.  

 

Frequent Updating:  

Any portion of multimedia objects is not dropped or replaced 

normally, whereas tuples may be inserted, deleted, or updated 

during normal database operations[1]. Similarly, 

watermarking techniques for text typically exploit special 

properties of text formatting and semantics. For example, 

watermarks are often introduced by altering the spacing 

between words and lines of text [5]. 

  

RELATED WORKS 

For integrity verification, authentication and copyright 

protection of relational database many watermarking 

techniques have been proposed. Agrawal et al. introduced a 

watermarking technique based on numeric data type attribute 

and marking is done at bit-level [6]. This technique used 

markers to locate tuples to hide watermark bits in the least 

significant bits.  

Sion et al. introduced a watermark technique for numerical 

data [4]. This technique also dependent on a secret key which 

used the most significant bits of the normalized data set.  In 

this technique, the data set is divided into partitions using 

markers and the partition statistics is varied to hide watermark 

bits.  

Li et al. proposed a fragile scheme for tamper detection of 

categorical data [7]. In this scheme, the database relation is 

first divided into partitions in which a watermark is embedded 

by physically modifying the order of tuples. The scheme does 

not allow any legal update. 

H. M. EL-Bakry and N. Mastorakis proposed a new approach 

for protecting the ownership of relational databases [8]. This 

approach is suitable for both textual and numeral data. The 

proposed technique used two different methods for generating 

secret function for both textual and numeric data.  

An invisible zero watermarking algorithm for protecting text 

documents using combined image and text watermark is 

proposed [2][9]. Here the inherent properties text document is 

used and a watermark key is generated and this watermark 

key is utilized later in order to extract watermarks from the 

text document. 

Ali Hamadou et al. proposed a novel method based on zero-

watermarking approach for content integrity checking of 

database relations [11].  The proposed scheme does not 

change the content of the host data, thus resolving the inherent 

conflict between security and imperceptibility. Furthermore, 

there is no constraint on the type of attributes being 

watermarked. 

Anuj Kumar Dwivedi et al. presented a detailed survey of 

database watermarking techniques with certain constraints and 

analyzed their strengths and weaknesses [12]. It also discussed 

various types of database attacks and narrated in detail the 

challenges of database watermarking. Ibrahim Kamel 

proposed a nonconventional scheme for R-tree data structures 

that does not change the values of the attributes [13].  

In this paper, we have proposed an invisible zero 

watermarking algorithm for integrity and copyright protection 

of relational databases. This approach can be applied for both 

textual and numeral data. The proposed technique uses a 

single method for generating secret key for attributes having 

both textual and/or numeric data. 

 

PROPOSED TECHNIQUE 

To protect the relational databases, it is proposed to have a 

robust and zero watermarking algorithm utilizing combined 

image and text mark. A watermark that is a quite remarkable 

and unique logo or signature of a particular individual or an 

organization who owns the copyright of a digital asset is that 

what is suggested [10]. 



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 12, Number 24 (2017) pp. 15754-15758 

© Research India Publications.  http://www.ripublication.com 

15756 

The relations in the relational databases can be altered in 

different ways. The ordering of tuples can be changed in many 

instances by different sort orders of tuples and even the 

ordering of attributes also can be changed. Sometimes this 

may damage the watermark information which we have 

inserted into the relation. That is, we may lost the watermark 

information simply without changing the values of the tuples 

in the relation. But we can take different kinds of measures to 

avoid the loss of watermark information due to the above said 

manipulations. In the case of relational databases, there are 

chances of tampering/alteration of data by way of addition, 

deletion or modification of tuples or even by changing one or 

more attribute values of one or more tuples. So we need to 

consider each attribute values in every tuples in the relation as 

an object for inserting watermark information, then only we 

can identify whether the database get altered/tampered. If we 

kept the watermark information in the relation, then the 

chances of loss of watermark are more. The proposed 

algorithm is inserting the watermark information in to the 

database in a logical way only, without performing a physical 

insertion. 

In the proposed algorithm, the copyright of owner of the 

database is logically embedded as a mark and generated a 

watermark key. The watermark key along with the watermark 

is kept with the Certification Authority (CA), where the 

original owner is registered. Later the watermark is extracted 

from a suspected/received database using watermark key with 

the help of watermark extraction algorithm. After that both the 

original and extracted watermarks are compared to calculate 

the watermark accuracy in order to prove authenticity of the 

original owner and the integrity of the database. 

The proposed watermarking process involves two phases, 

1. Watermark embedding, and 

2. Watermark extraction. 

 

The Process of Watermark Embedding 

In the database the watermark is embedded and this algorithm 

is called embedding algorithm. In fact the inputs for 

embedding are the original database plus the watermarks that 

is the original database, image and the text. The embedding 

process is depicted in Figure-1. 

 

Figure-1: Process of Watermark Embedding 

 

1. Inputs are database and combined image and text 

watermark. 

2. For each field, generate a new attribute based on the 

data stored in other records in the available database 

using a secret function. The secret function is given 

as follows: 

nnH /)],,([    

where,   is the numbers characters per attribute, 

  is the ASCII value of  the character in the 

attribute,  n is the number of tuples. 

3. Thus an extra record has been created and stored in 

an array RDT ( Relational Database table) in the 

form of alphanumeric characters. 

4. The watermarks (watermarks obtained after text 

preprocessing and image preprocessing) and the 

RDT are given as input to the key generation 

algorithm, which is described in Section 4.3. 

5. The key generation algorithm generates the 

watermark key, which is to be registered with a 

certification authority (CA), a trusted third party, 

along with the watermark for copyright protection. 

 

The Process of Watermark Extraction 

The extracting algorithm is something which extracts the 

watermark and that is why it is known as extracting algorithm. 

The watermark key is generated by giving the watermark 

(image and text) and the malicious database as inputs. Figure-

2 shows the watermark extraction process. For tamper 

detection or right protection, the newly generated key is 

compared with the original key. 

 

Figure-2: The Process of Watermark Extraction 

 

1. The watermark and the received suspected database 

are the inputs. 

2. For each field, generate a new attribute based on the 

data stored in other records in the available database 

using a function. The function β is given as follows: 

nnH /)],,([    

where,   is the numbers characters per attribute, 

  is the ASCII value of  the character in the 

attribute, n is the number of tuples. 
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3. Thus an extra record has been created and stored in 

an array RDT in the form of alphanumeric characters 

as in Embedding Process. 

4. Using the generated RDT and the watermark, 

generate the new watermark key using key 

generation algorithm described in section 4.3. 

5. Compare the newly generated watermark key with 

the original key to check the originality of the 

database. 

 

Key Generation Algorithm 

The algorithm used for generating watermark key is described 

below: 

The watermark (W) is initially separated into image (WImg) 

and text (WTxt). WImg is then converted to alphabet and we 

obtain an alphabetical watermark (WT). The algorithm used 

for embedding watermark is presented below: 

1. Input W, and RDT. 

2. Split W into WImg and WTxt. 

3. Preprocess WImg and WTxt. 

4. Convert WImg to text WT. 

5. Merge WT and WTxt to get W. 

6. Compute watermark_length from W. 

7. Generate watermark key using steps 8 to 11. 

8. I=1, J=1. 

9. While (I < watermark_length) repeat step 10 and 11. 

10. If (W(I) = RDT(I)) Then 

Key (J) = 0 

  Else 

Key (J) = 1, Key(J+1) = RDT(I) + 3 

11. Increment I by 1, J by 2. 

12. Output Key. 

W: watermark, WImg: image watermark, WTxt: text 

watermark, WT: text watermark generated from 

WImg. 

 

First the watermark is split into image and text watermarks. 

The preprocessing of text and image watermarks is done to 

make the watermark characters (WTxt and WT). Using RDT 

and textual watermarks, the watermark key is generated using 

the algorithm described above.  

 

EXPERIMENTAL RESULTS 

We conducted and tested the algorithm of our proposed 

scheme using Matlab and Spread Sheet, on a workstation with 

a real life data, the Forest Cover Type dataset, available at 

http://kdd.ics.uci.edu/databases/covertype/covertype.html.  

 

There are 581,102 tuples in the dataset, each with 10 integer 

attributes, 44 Boolean attributes, and 1 categorical attribute. A 

partial set of data values are given in Figure-3. For watermark 

construction, we used all types of attributes involved in the 

database. 

 

 

Figure-3: Partial Forest Cover Type dataset 

 

For watermarking image we have selected an educational 

institutions logo and the preprocessing of the image before 

converting into text has been done as shown in Figure-4. 

 

Figure-4: Image preprocessing in the proposed work 

 

The key generated with the help of watermarking embedding 

process can be kept in the certifying authority for future 

authentication of the above database. Figure-5 depicts a partial 

form of key generated after the watermark embedding 

process. The original key and the key generated using the 

suspected database can be used for checking the integrity and 

the originality of the database. 
 

 

Figure 5: Partial key generated from the Forest Cover Type 

dataset and watermark information  
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In all types of database attack such as insertion attack, 

deletion attack, alteration attack and integrity checking and 

protecting copy right information, we proved the proposed 

method overcome the pitfalls found in other types 

watermarking methods. Most of the researchers embedded the 

watermark information in the attribute values of various 

tuples. These marks usually make changes in the data value 

and the database become useless. 

 

Table I: Comparison of the proposed technique and the 

technique by Hazem M. El-Bakry and Nikos Mastorakis[8] 

Items 

Compared 

Proposed Technique Compared Technique 

 

Type of 

algorithm used 

A single algorithm 

for all types of 

attributes. 

Separate algorithm for 

numeric and character 

type attributes. 

 

 

Insertion/Deleti

on/Alteration 

100 % temper 

detection even small 

changes in the data 

values of any 

attribute. Ordering 

tuple will also take 

care. 

Tamper detection is not 

achievable in all the 

cases. Reordering of 

tuples will not affect 

the key. 

 

Synchronizatio

n Error 

Not vulnerable to 

synch error, since the 

technique does not 

require a marked 

tuple in the detection 

process. 

It requires a special 

marked tuple in the 

marked database. 

 

Usability of 

data values 

Maintaining 100% 

integrity in the 

watermarked 

database. 

Interchange of data 

values of same 

attributes of two tuples 

will be change any 

difference. 

 

CONCLUSION 

Digital watermarking can be effectively utilized for integrity, 

authentication and copyright protection of relational databases 

and this has of great importance in research. In this paper, a 

new watermarking technique is specified that uses combined 

image and text watermark for the protection of relational 

databases. The proposed technique uses a unique method for 

digital watermarking to relational databases irrespective of the 

types values the database hold, that is textual, numeric, logical 

or categorical. Thus the proposed method is highly 

recommendable for relational databases with attributes having 

different data types.  
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