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Abstract 

In the past few years, the number of internet applications has 

increased significantly, which has resulted in insurmountable 

network traffic. To encounter this huge network traffic, 

researchers are looking forward to discovering the domains 

that result in a network with minimal delay. In this paper, 

various dimensions of the BGP, MPLS and SDN have been 

reviewed to design an enhanced mechanism. The paper 

discusses the literature review, issues and challenges for 

existing Network Path Restoration Mechanisms, Border 

Gateway Protocol, Multi-Protocol Label Switching and 

Software Defined Networks. To append this, the topology 

emulated in GNS3, a comparative analysis in the form of 

graphs and analysis of SDN controllers is also discussed and 

shown. Using the BGP-MPLS as an assimilated approach, it 

has been seen that, the efficiency increases, in terms of less 

convergence delay and minimal packet loss. However, with the 

addition of SDN, network convergence time is not much 

affected besides, it provides scope for the development of a 

more robust, reliable and efficient mechanism for the Network 

Path Restoration.    

Keywords: Border Gateway Protocol (BGP), Network Path 

Restoration (NPR), Software Defined Network (SDN), Multi-

protocol  Label Switching (MPLS), Controller –POX and 

RYU.  

 

1. INTRODUCTION 

The rise of new utilization of computer networks has enhanced 

our lives with solace. In any case, with the ascent of on-going 

applications on the Internet, for example, Skype, e-banking, 

and so on, network traffic has expanded rapidly[5]. This 

system traffic prompts congestion or network link failure. 

Amid this condition of instability in the system, a bundle of 

anomalies may happen. This condition is outstanding to affect 

the activity of video conferencing and e-business negatively 

[43].  So as to upgrade this condition, a conceivable answer for 

system way rebuilding is to re-engineer the system framework, 

as the current network devices can't be synchronized with the 

present requests of system traffic [19]. The issues, for example, 

scalability, security, reliability, and system speed can 

extremely ruin the execution of the present network devices 

due to the regularly expanding system traffic [19]. Rather than 

chipping away at system framework, which is certifiably not a 

versatile arrangement, the routing mechanism has many 

extensions for development.   

On the way to decrease the recovery time in interdomain 

networks, the spine advances alongside routing protocol play 

a noteworthy role [48] [6]. The job of routing protocol is 

fundamental while structuring NPR instrument. The routing 

protocol that works inside an autonomous system is known as 

Interior Gateway Routing Protocol and the protocol that 

provides connectivity to inter autonomous systems is known 

as Exterior Routing Protocols [48] Fig. 1 demonstrates the sort 

and instances of the different steering conventions.  

 

Fig. 1: Types of Routing Protocols 
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The Border Gateway Protocol (BGP) is the default inter-

autonomous system routing protocol. Clients interface with 

(Internet Service Provider) ISP and ISPs use BGP as a steering 

convention to impart starting with one ISP then onto the next 

ISP. It is a path– vector routing protocol and possesses the 

property of an anti-loop mechanism. The BGP speakers 

exchange updates with each other based upon the routing 

policy[13]. The routing policy may consist of local 

preferences, number of ASes and multi-exit discriminator [19].   

This routing protocol has much scope for improvement. The 

challenges in BGP like higher convergence delay due to 

network instability must be addressed by a mechanism that can 

improve the speed of an Internet Protocol (IP) network [41].  

The Multi-Protocol Label Switching (MPLS) is utilized as the 

foundation of Internet Service Providers and addresses the 

issues identified with the speed of the Internet [47]. 

Notwithstanding speed, MPLS additionally encourages Traffic 

Engineering, utilizing which, the said issue of network 

congestion can be addressed [2].   

Despite the fact that the abilities of MPLS and BGP (Speed and 

directing strategies), making them ideal for NPR nonetheless, 

the issue of customization of protocols represents a test for 

future interest of the Internet. As of late, the Software Defined 

Networking (SDN) has attracted extraordinary interests to deal 

with the network engineering regarding customization of 

protocols [38].  The SDN gives creative administrations to the 

developing interest of the Internet [31]. To the best of our 

insight, there are thinks about that exclusively consider an 

effect of MPLS, BGP and SDN on speed and versatility in 

immense system traffic. In any case, the joining of these three 

promising advancements may incredibly improve speed, 

security, and versatility. In this paper, the network topology 

upheld with MPLS as a packet sending instrument and BGP as 

a steering convention. The SDN gives the stage to actualize 

BGP and MPLS and henceforth vouch for the combination of 

BGP and MPLS to accomplish NPR, with the insignificant 

postponement and least packet loss [27][28][30].    

This work is sorted out as pursues: In Segment II, it is 

presented, the related work of Network Path Restoration, 

trailed by systems of Border Gateway Protocol (BGP), Multi-

Protocol Label Switching (MPLS) and Software Defined 

Network (SDN). Segment III talks about the issues and 

difficulties identified with these methods. Segment IV displays 

the investigation of the re-enactment results, of these advances 

and Segment V presents the conclusion.  

2. RELATED LITERATURE  

After cautiously contemplating the writing it was discovered 

that since the coming of the computer networks a ton has 

changed. Since its origin and in the wake of confronting a lot 

of difficulties, the system made its mark in the year 2000. It was 

discovered that the network path restoration is the limit of 

systems to spring back with the adequate dimension of Quality 

of Service (QoS) despite network failure [35][36]. Challenges 

for achieving this having a major domain[10]. So this shouldn't 

be explored further in an independent way however it would be 

undeniably progressively productive if certain zones were 

contemplated pair[32].  

In this study, the literature will be bifurcated in four broad areas 

which are as follows:  

2.1 Network Path Restoration (NPR)  

2.2 Multi-Protocol Label Switching (MPLS)  

2.3 Border Gateway Protocol (BGP)  

2.4 Software Defined Network (SDN)  

 

2.1 Network Path Restoration Mechanism 

Having seen the development of Internetwork from its initial 

ages to its present progressions, the present universe of the web 

is as still vulnerable with respect to network link failure. The 

Number of methodologies has been recommended to choose 

the substitute way with least rebuilding time and packet loss. 

Yet at the same time, there is a degree for development in the 

area of Link or node failure. For tending to Link Failure, an 

investigation ([1] Haskin's model) suggested that the traffic 

ought to be turned around from the failed node to the source 

router to get a reinforcement parallel way, from the source 

router. Another examination (Makam's model), exhibited a 

thought, that by sending the network failure information before 

sending actual packets to the source router, the source router 

will act rapidly and the change time from the primary network 

path to the alternate path will be less. In this examination, while 

choosing the recuperation way, the traffic of an auxiliary or 

reinforcement way was likewise considered [11]. Fig. 2 depicts 

the [1] Haskin's Approach and Fig. 3 depicts the Makam's 

Approach[11]. 

 

 

Fig. 2: Haskin’s approach [1] 
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Fig. 3: Information to Source node prior to data [11] 

 

The specialists till here overburdened the routers for finding the 

rebuilding way and if in any case this weight can be diminished, 

the routers can do their typical undertakings and the procedure 

of reclamation would take less time [39]. To reduce the weight 

of routers, an idea of the directory server was presented. In a 

model, it has been demonstrated that at each connection failure, 

the router needs to send a demand to the directory server, for 

getting the substitute way [8].  Fig. 4 displays the directory 

server model, in which each router represented by PSL and 

LSR is associated with the Directory server. 

This topology is centrally controlled. By contrasting this 

model and Makam's model [11] for reclamation it was 

communicated that Fault notification may not be quicker than 

alternate methodologies but various advantages outweigh the 

limitation of not fast enough fault-notification feature [8]. This 

methodology set achievement and brought forth the thought of 

effective use of assets.  

2.2 Multi-Protocol Label Switching (MPLS) 

The spine innovation for the Network Path Restoration system 

ought to have enough highlights to help the speed for NPR[47]. 

Multi-Protocol Label Switching (MPLS) is a component in 

which the goal address of each network packet isn't checked in 

its total structure at each jump/switch. The routers in the 

network path assign labels to the packet and send it to the next 

router these routers are known as Label Switch Router (LSR). 

The complete address of the packet is checked only at the 

destination router known as the egress router or Label Edge 

Router (LER). In this framework, the prime concern is to 

upgrade speed and there is an exchange off among speed and 

security [9]. Fig. 5 demonstrates an MPLS Network where PE1 

and PE2 represent LER and P1, P2, P3, P4 represents LSR.  

 

Fig. 4: Directory Server’s  Network  Framework [8] 
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Fig. 5: MPLS Network 

 

 

Fig. 6: Cloud Infrastructure 

 

2.3 Routing Protocol  

The relentless Internet Connectivity is basic for the present 

style of living and the swelling size of system traffic has 

aroused difficulties for setting up a no jitter organize. The 

routing protocol that works within an autonomous system is 

known as the interior gateway routing protocol and the protocol 

that provides connectivity to inter autonomous systems is 

known as exterior routing protocols. Already, Exterior 

Gateway Protocol (EGP) was utilized as an outside directing 

convention. It has been supplanted by Border Gateway Protocol 

(BGP) [7].  

2.4 Software Defined Network  

The Software Defined Networks can be characterized through 

the viewpoint of alternate points of view. It is an idea, which 

can be accomplished through controllers, protocols, and 

interfaces [17].  The concept of SDN has been inherited from 

the mechanism where people used cloud computing 

infrastructure to decouple the operating system from devices 

[8] [20] [23] [14]. Fig. 6 is providing a view of Cloud 

Infrastructure, where devices are controlled by a centralized 

router and the router on the other edge is connected to the 
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group of devices to achieve Network scalability, availability 

and robustness can be achieved.  

The rising innovation of SDN gives a centralized controller to 

organize network devices. Due to the presence of one 

controller, the other devices would fully depend upon this for 

any network update [25]. In customary/traditional systems the 

networking devices are the total bundle of Forwarding plane 

(Hardware Components) and Control plane (Operating 

System). The role of SDN is to de-couple the forwarding and 

control plane [40]. Fig. 7 introduces the examination of 

Traditional and SDN systems.  

 

Fig. 7: Traditional Network vs SDN Networks 

 

 

Fig. 8: SDN-decoupled architecture 

 

In SDN the insightful and decoupled control plane offers an 

unbelievable dimension of adaptability to make the framework 

direct effective and therefore makes room to progress new 

protocols and applications [24]. Fig. 8 introduces the decoupled 

view for the design of SDN.  

According to the Open Networking Foundation (ONF), the 

unpredictability of the present applications must be tended to 

by the qualities of SDN, for example, dynamic, cost-effective 

and manageable [37].   

SDN design is made out of three layers:   

(i) Infrastructural Layer   

(ii) Control Layer  

(iii) Application Layer   

The Infrastructural layer characterizes the sending or 

information plane. The Control Layer is characterized by 

various controllers like NOX, POX, RYU and so on and the 

Application layer is described by applications like firewall, 

load balancer, and so forth. Different apparatuses like POX, 

RYU and ODL are available to make the Control Plane. These 

devices, give a phase to the system specialists and scientists to 

design the frameworks [49]. Table 2 outlines the SDN 

Controllers.  

Table 2: SDN Controller Summary 

 NOX POX Ryu Floodlight ODL 

Language C++ Python Python JAVA JAVA 

Performance FAST SLOW SLOW FAST FAST 

Distributed No No Yes Yes Yes 

Open Flow 1.0/1.3 1.0 1.0 -1.4 1.0 1.0/1.3 
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As the goal of this examination is to address network path 

restoration with minimal delay, SDN also offers a component 

of the fault tolerance [49]. The protocol, which connects the 

control plane and the forwarding/data plane is Open 

Flow(Version1.5.1). It enables the association of multiple 

controllers to a switch so that if there ought to emerge an event 

of failure of one controller, the other controller would be 

available[14]. Fig. 9 uncovers the SDN as A Fault-Tolerant 

engineering.   

 

Fig. 9: SDN as Fault-Tolerant architecture 

 

Besides, because of the nearness of brought together controller, 

the postponement caused in rebuilding amid Network Failure 

identification and area is less when contrasted with regular 

systems [41]. Fig. 10 presents SDN with the viewpoint of 

Centralized Controller.  

 

Fig. 10: SDN-Centralized Controller 

 

An investigation proposed a methodology that is used for 

synchronizing time and from now on system refreshes. The 

continuous system way updates can make brief anomalies, for 

example, traffic loops, congestion etc. and these updates must 

be performed in an approach to constrain these peculiarities. 

The system portrayed here is 'TIME4' which requires the clock 

synchronization among switches and controller. The model 

delineated here improves network performance, security 

approach amid system topology refresh. Moreover, SDN must 

be surveyed, as far as Traffic Engineering. For achieving this, 

the domains in flow management, Load balancing, Fault 

Tolerance and Consistency while Topology update must be 

thought about [33].  

 

3. ISSUES AND CHALLENGES  

This section discusses the features, advantages, 

disadvantages, Issues and Challenges of above-discussed 

mechanisms:- 

3.1 MPLS-Speed and Security  

The advantages of MPLS are versatility, better transmission 

capacity usage, reduced network congestion, and a superior 

end-user experience. MPLS itself does not give encryption, 

but rather it is a virtual private system and, in that capacity, 

is divided off from the public Internet. In this manner, MPLS 

is viewed as a protected transport mode. It is not vulnerable 

to the denial of service attacks, which might impact pure-IP 

based networks.  

 

3.2 MPLS/SDN-Cost  

On the negative side, MPLS is a service that must be purchased 

from a carrier and is far more expensive than sending traffic 

over the public Internet. However, SDN allows utilizing 

multiple, high bandwidth and inexpensive internet connections.  

 

3.3 MPLS/SDN-Performance  

In comparison to SDN, MPLS predetermined routes are fixed 

circuits and once these fixed circuits are up, making changes is 

not a point-and-click exercise. But once an MPLS network is 

deployed, it delivers guaranteed performance for real-time 

traffic. On the other edge, SDN uses the public internet and 

public internet is more vulnerable to packet loss, latency, and 

Jitter and hence no performance guarantees. Hence MPLS is 

better for real-time applications over the internet and SDN 

vouches for better performance in terms of scalability, 

availability along with resource utilization.  

 

3.4 BGP/SDN-Convergence Speed  

Furthermore, the research explored that the BGP possess many 

advantages along with certain problems like routing table 

growth, instability, slower convergence, and security[19] [43] 

[29][34] [44] [35] [21]. These problems can also be solved by 

appending the network architecture with SDN. Due to the 

presence of centralized controller in SDN, the state propagation 

process can be accelerated and due to global overview present 

at the controller, the decision for the alternate path will be based 

upon the current updates [22].   
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3.5 SDN/Existing Network-Comparison  

The advantage of SDN is that an enterprise network traffic 

architect can sit at a central point and easily apply policies 

across all WAN devices.  

Table 3 summarizes the comparison between traditional and 

Software Defined Networking.  

Table 3. Comparing Traditional/Existing and Software 

Defined Networks (Anan et al., 2016). 

 Existing 

Network  

SDN 

Network 

Perspective 

Hardware 

Dominated 

Software 

Dominated 

Configuration 

Control 

Hardware Vendor User 

Technology 

Openness 

Closed Structure  Open Structure 

Interlock 

Compatibility  

Independent 

Protocol 

Standardized 

Protocol 

Managerial 

efficiency  

Low-efficiency/ 

high cost 

operation 

High-efficiency / 

Logical Operation 

New 

Technological 

Adoption  

Acc to the vendor 

needs 

Acc to users’ 

needs 

Market Fairness Monopoly Fair Competition 

 

3.6 SDN Controllers Comparison  

Furthermore, the SDN is equipped with various controllers. 

Table 4 shows a comparison of the three controllers on 

‘Mininet’ a network emulator for SDN,  controllers available in 

SDN and it also depicts that the Network Performance with 

‘Iperf ’   tool. It depicts that we can implement MPLS as well 

as BGP only through RYU Controller [18]. 

Table 4: Comparison Summary of SDN Controllers 

 NOX  POX  RYU  

Language  C++  Python  Python  

Performance  Fast  Slow  Slow  

OpenFlow  1.0/1.3  1.0  1.0 -1.4  

BGP Library  No  No  Yes  

MPLS  

Library  

No  Yes  Yes  

 

For further clarification, the topology shown in Fig. 11 has 

been implemented with POX as well with RYU controller on 

‘Mininet’  a network emulator for SDN and recorded the 

Network Performance with ‘Iperf ’   tool.  

 

Fig. 11: Single Switch 4 hosts topology 

 

3.6.1 Controllers Comparison-Parameters  

In this Research paper, Mininet as the network emulator has 

been adopted for this experiment. Researchers can use 

Mininet to design a customized virtual network testbed on a 

single Linux kernel simply with its virtualization capability. 

We run the experimental topology shown in Figure 12 on 

Mininet. This topology shows four hosts with the respective 

IP addresses and MAC addresses. They all connect to an 

OpenFlow Virtual Switch(version 2.0.2). The Switch is 

further controlled by the POX(version 0.2.4) first and then 

with Ryu(version 4.10) controller. Table 5 summarizes the 

values of various parameters for POX and RYU, which have 

been received through Iperf-a network monitoring tool. 

Table 5. Comparison of POX and RYU Controller 

Sr. Parameters POX RYU 

1 Round  Trip 

Time(RTT) 

3.012(ms) 0.036(ms) 

2 Throughput 5.01Gbit/sec 5.81Gbit/se c 

3 Web  Server latency 4.6(ms) 3.5(ms) 

4 BGP Library No Yes 

5 MPLS Library Yes Yes 

 

From the above study, it has been cleared that for designing 

and developing an Enhanced Network Path Restoration 

Mechanism, the RYU controller possesses the potential of 

libraries of BGP and MPLS, appended with less RTT and 

Web Server Latency value. 

 

4. ANALYSIS OF SIMULATION RESULTS 

The discussion above mentioned vouched for an integrated 

approach of MPLS, BGP  and SDN. Fig. 12 depicts the 

proposed architecture to be implemented for achieving 

results.  
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Fig. 12: Proposed architecture [47] 

 

To implement the above architecture, Fig. 13 shows the 

scenario designed and configured in GNS3-a network emulator 

and packets are captured and analyzed with the Wireshark-a 

network protocol analyzer.  

 

Fig. 13: Topology in GNS3 

 

After the detailed study and experiments, various mechanisms 

are compared on the basis of some crucial parameters such as 

Round-Trip Time, Throughput and network lifetime etc. Fig. 

14 exhibits the comparison of Round-Trip Time (RTT) 

between BGP, MPLS+BGP and MPLS+BGP+SDN 

networks. The analysis is as follows:    

 

 

Fig. 14: Round Trip Time   

 

It can be clearly observed that the assimilated approach of BGP, 

MPLS and SDN take less Round-Trip time. The graphs are 

shown in Fig. 15 and Fig. 16 for delay and throughput which 

exhibits, that assimilated approach of various mechanisms are 

not showing much better performance as compared with BGP 

alone. The reason for this is that the SDN controller may add 

extra delay for the communication between the client node and 

an SDN controller which further affect throughput also. 

However, the SDN controller provides flexibility for 

customization of routing mechanisms through their built-in 

libraries. 

 

Fig. 15: Delay (Performance Comparison) 

 

 

Fig. 16: Throughput (Performance Comparison) 
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Fig. 17 and Fig. 18 shows the time taken by routers for network 

path restoration if one node/interface on the path towards 

destination fails.  

 

Fig. 17. Network Path Restoration with BGP\ 

 

 

Fig. 18. Network Path Restoration with MPLS+BGP+SDN 

 

This clearly shows that the router configured with BGP alone 

takes much time for path restoration with much loss in packets 

as compared to the integrated approach. 

 

5. CONCLUSION  

In this paper, a detailed discussion is to design a Network 

Mechanism, where the architecture must be designed with SDN 

and the routing support must be given by BGP Routing 

Protocol with the underlying mechanism of MPLS. This 

implementation turns out to be significant for decreasing 

network convergence delay when the network failures are 

frequent and link reconnection delays are higher. It has been 

found that assimilated approach of mechanisms has much 

potential as an enhanced Network mechanism with much 

throughput, minimal packet loss and least restoration time.  
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