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Abstract 

This research study aims to quantitively analyze the correlation 

between block mining time and blockchain efficiency with the 

integrity and scalability aspects under different parameters. The 

results showed that, hash difficulty value has strongest positive 

relationship with block mining time, while the data length has 

weakest positive correlation. Also, this study shows that, block 

mining time has correlation with the data length, number of 

blocks, and hash difficulty, while its efficiency corollate only 

with the hash difficulty. 
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I. INTRODUCTION  

Recently, many companies are looking to integrate IoT 

applications with their business to achieve higher efficiency and 

lower cost. On the other hand, because of connecting to the 

Internet, unauthorized data tampering, threaten data privacy, or 

even denial of service may be much easier [2]. Subsequently, 
security and privacy are the main key challenges determine the 

success or failure of IoT applications. 

Blockchain (BC) technology has the potential to deliver 

innovative solution to tackle privacy and security challenges in 

IoT. BC provides a high level of security from consensus 

mechanism known as Proof of Work (PoW) which is used in the 

process of appending new block to the BC. In term of privacy, 

it is mainly come from using changeable Public Key (PK) to 

identify user’s identity and ensuring data integrity [3].   

The main contribution of this paper is quantitively analyze the 

correlation between block mining time and blockchain 

efficiency with the integrity and scalability aspects under 

different parameters. 

The rest of the paper is organized as follows: section II reviews 

the theoretical background of the blockchain technology and 

IoT. The literature review appears next in section III. Research 

methodology appear next, followed by data analysis and results 

evaluation. Comparison between block mining time and 

blockchain efficiency regarding the affected parameters 

represented on results discussion section. This paper concludes 

with the research conclusion and future works. 

 

II. BACKGROUND 

A. Blockchain  

In recent decades, cryptocurrency technology has attracted the 

attention of both researchers and industries. Bitcoin was the first 

digital currency, proposed in 2008 and implemented in 2009 

based on blockchain mechanism [4]. 

Blockchain powering the next generation of the database. It also 

called Distributed Ledger Technology (DLT). It is a distributed 

database which shifts the power authority of its data away from 

one central node and make it available in a network of peer-to-

peer participants without intermediaries. Each node contains 

entire copy of the blockchain. Blockchain regarded as a public 

ledger which hold all committed transactions in a chain of 

blocks which is continuously grows by appending new block to 

the chin [5].  

1) Blockchain Architecture   

Blockchain is a sequence of blocks connected with each other. 

The basic structure of each block contains the following fields 

[1]: 

 Block Number field: first block called Gensis block.  

 Nonce field: an arbitrary number used by the miners in 

calculating block hash value. 

 Data field: contains the transaction ledger. 

 Previous Block Hash field: a pointer to the previous 

block. In case of Gensis block, the value of this field 

will be zero. 

 Current Block Hash field: as shown in figure 1, all the 

fields passed to the cryptographic hash function which 

gives the hash of the current block and used it as the 

previous hash of the next block.  The main encryption 

algorithm used to calculate the hash value is SHA-256. 

 

Fig. 1.    Hashing of Block 
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2) Blockchain Process 

Consensus mechanism is crucial in adding new block to the 

blockchain to make the distributed copies alignment and make 

sure all nodes that maintain the blockchain are synchronized 

with each other. Proof of Work (PoW) is the first mechanism to 

reach blockchain consensus [5]. When a new transaction 

occurs, all nodes in the network will receive it as a pending 

transaction. Any node can be a miner which is responsible for 

mining new block and appending it to the end of the 

blockchain. Miners will expend their resources and compete 

to: 

a) Validate the transaction: each transaction signed by the 

private key of the sender, and the public key of the sender 

used to validate the signature contained within the 

transaction.  

b) Search for the key that will solve the cryptographic 
puzzle: each network set a target value known as 

difficulty value to regulate how quickly blocks are 

solved. Miners will hash basic block fields, if the first 

nonce value does not achieve a value less than the 

difficulty, it will be increment and perform another hash 

until find a valid hash that become the next block. 

The first miner does that, will add the transaction to its chain 

and share it to all distributed nodes in the network at the same 

time. 

 

3)    Blockchain Applications 

Blockchain technology is capable to be used in a wide range 

area. The most widely used applications are the following:  

a) Bitcoin: is a digital currency and online payment system 

based on blockchain technology. Money transfer can be 

achieved immediately without relying on third trusted 

parity [6].  

b) Ethereum: is a blockchain platform handles smart 

contract. It is a tiny computer program containing a set 

of rules to facilities, verifies, and enforces the 

performance of transactions [7].  

c) Hyperledger: is an open source blockchain platform by 

Linux foundation to create a standard distributes ledger 

which will facilitate building more applications on 

blockchain technology [8]. 

d) Other Applications: there are many use cases of 

blockchain technology such as, government voting, IOT, 

insurance, international payment, prediction market, 

traceability in supply chain, and patient’s privacy in 

medical treatments [9,10]. 

 

4) Taxonomy of Blockchain Systems 

Blockchain technologies can be roughly classified into three 

main categories which are [11]:  

a) Public Blockchain: any node can join blockchain 

network and participate mining process and accessing 

data without any permission. The typical representative 

of public blockchain are Bitcoin and Ethereum 

b) Consortium Blockchain: selected nodes can be chosen in 

advance and give them the authority. Blockchain data 

can be either public or private. The typical representative 

of consortium are Hyperledger and R3CEV. 

c) Private Blockchain: there is a restricted authority on 

blockchain network and not every node can participate 

mining process and accessing data. The typical 

representative of private blockchain are MONAX 

and Multichain [12].  

 

5) Blockchain Characteristics 

a) Immutability: during block mining process, immutability 

achieved via POW mechanism to prevent unauthorized 

data tampering and improve system integrity [13].  

b) Decentralization: overcomes many-to-one traffic delay 

and single point of failure problems which leads to 

complete transactions faster and more efficiently. All 

nodes participate with their resources to ensure system 

scalability, robustness and avilability [13].  

c) Transparency and Openness: blockchain data kept 

transparent and open to all network participants hold the 

same copy, which create greater trust between them. 

Conversely it may harm users’ privacy since blockchain 

content open to all nodes on the network [14].  

d) Traceability: historical transaction data help to improve 

tracing transaction back to its origin and verify its 

authenticity [14].   

 

B. Internet of Things 

Internet of Things technology proposed by Kevin Ashton in 

1999. It is an evolution of Internet technology which makes 

countless of devices connected and communicate with each 

other with minimal human intervention. This type of 

connectivity is not limiting to connected laptops, tablets and 

smartphones, it is going towards connected cars, smart homes, 

wearables, smart cities, industries and healthcare. 

Due to the advancement communication among IoT devices, 

Wireless Sensor Networks (WSN), Radio Frequency 

Identification (RFID), and cloud computing technologies took 

a key role [15]. According to Gartner, “the Internet of Things 

will cover 26 billion objects by 2020” [16]. While the number 

of connected devices increase exponentially, the difficulty of 

controlling data security increases accordingly which presents 

a significant challenge to the IoT. 

1) IoT Architecture and Characteristics 

As shown in figure 2. The basic architecture of Internet of 

Things represents its characteristics. The architecture consists 

of three main layers which are the following [17]:  

a) Physical Layer: also called perception layer. Represent 

the perception characteristic of the IoT, where the main 

task of this layer is to perceive the physical properties of 

the objects through sensing technologies (e.g. RFID). 

https://monax.io/
http://www.multichain.com/
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This process will convert the information to digital 

signals to be more convenient for network transmission.  

b) Network Layer:  represent reliable transmission 

characteristic of the IoT, where the main task of this layer 

is to transfer massive amount of data received from the 

physical layer to the application layer through various 

network media such as, wireless and wired networks 

include 3G / 4G, Wifi, Bluetooth, Zigbee,infrared 

technology, and so on. This layer depends on cloud 

computing as a primary technology to analyse and 

process the huge amount of data, which represent the 

intelligent processing characteristic of the IoT.  

c) Application Layer: this layer constitutes the front end of 

IoT framework. It provides IoT applications which use 

the processed data which is received from network layer. 

 

Fig. 2.   Internet of Things Architecture [18] 

 

2) IoT Security Requirements  

IoT security requirements are the following [18]: 

a) Availability: as the dependence on IoT services 

increased, it is necessary to deliver highly available data 

all the time for the authorized user. 

b) Privacy: wherever the data transmitted across the IoT 

network, it is necessary to be processed securely and 

accessed only by the authorized user. 

c) Integrity: it is important to secure IoT data from 

unauthorized modification.   

d) Authentication and Authorization: confirms the identity 

of the user and determine the access levels. 

e) Scalability: when the number of transactions grows, the 

blockchain increases in size, and it becomes expensive to 

store it, especially for IoT devices with limited resources. 

 

III. LITERATURE REVIEW  

This research paper is mainly about securing IoT based on 

Blockchain technology aiming to analyze the correlation 

between block mining time efficiency with the integrity and 

scalability aspects under different parameters.  

As a first step of this research, literature review was conducted 

to have an evidence of the level of scalability, and integrity of 

the blockchain. Accordingly, the following questions are 

formulated [25]:  

 What are the use cases of the blockchain beyond 

cryptocurrencies? 

 Are there any use cases applicable to the IoT? 

 What are the implementation differences with respect 

to the Bitcoin blockchain and which mining 

techniques are used? 

 What is the degree of integrity, scalability and 

anonymity of the blockchain? 

A. Literatures Comparison and Analysis 

The results of the questions from the analyzed papers are 

organized sequentially.  

The author in [19] shows that, blockchain can be used in 

managing access policies and protecting users’ personal data. 

Similarly, the authors in [20,21] used blockchain in managing 

data storage contracts. In rating system cases, the author in [22] 

found that, blockchain is capable to be used for tracking users 

points in social voting system, and the author in [23] 

implement rating system based on blockchain, where 

customers can give feedbacks about the purchases.  

The study in [24] shows that, some cases are applicable to the 

context of IoT. As shown in [25, 26] studies, blockchain used 

for managing public keys update, registration and revocation, 

where each device is identified by a public key to interact with 

other devices through the blockchain. Moreover, in trading of 

goods and data field, blockchain could be used for trading data 

collected by sensors of IoT devices and other goods [27,28]. 

Table 1 summarize the use cases of the Blockchain beyond 

cryptocurrencies and applicability to use it in IoT. However, 

there are several researches implemented blockchain 

technology in a way differs from the ones of the Bitcoin, and 

they are less computationally expensive compared with it [24]. 

Table 2 compares between the mining techniques according to 

the way of chosen the miner.   

Integrity, scalability, and anonymity are three major challenges 

in blockchain technology in general and in IoT cases in 

specific. Blockchain is vulnerable to some attacks which could 

threaten the integrity. As shown in [29] study, selfish miner 

does not follow the normal process of creating a block. Instead, 

it maintains its track privately and decides not to publish the 

blocks it finds until the public one approaches its length. Then, 

it publishes its own private branch, which could become the 

longest one and could be accepted also by honest miners. So, 

after some time, the public branch and the data contained in it 

would be discarded. In [30] study, the authors show that, an 

attacker could delay delivery of blocks to other nodes in 

network. This could cause denial of service, because, if the 

attacker controls several nodes, it can prevent dissemination of 
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information. Table 3 compares the de-anonymization 

techniques and the way of causing anonymity risks.   

Table 1.    Blockchain Use Cases and Applicability to IoT 

Category Blockchain Usage Applicability 

to the IoT 

Data Storage 

Management 
 Managing access 

policies  

 Protecting users’ 

personal data 

  

Rating Systems  Tracking users 

points in social 

voting system 

 Feedbacks about 

the purchases 

  

Trade of Goods 

and Data 

Trading data collected 

by sensors 

  

 

Table 2. Mining Techniques 

Mining Technique Miner Selection Method 

Proof of Stake Velocity 

(PoSV) 

Depending on the coin age 

Proof of Space (PoSpace) Depending on the amount of 

space 

 

Table 3.    De-anonymization Techniques 

De-anonymization 

Technique 

Anonymity Risk 

Multiple Addresses 

Inputs  

 

When a transaction issued with 

multiple addresses as inputs all the 

input addresses belong to the same 

issuer user [35], [37], [39] 

Associations with IP 

 

Through analyzing network traffic, 

it is possible to associate Bitcoin 

addresses with IP addresses [35], 

[39]. 

Usage of Centralized 

Services  

Usage of centralized services 

allows keeping track of 

associations between the addresses 

of the same user [36], [37]. 

 

 

There are several causes of scalability issues shown on the 

analyzed papers which are the following:  

 The huge number of transactions and sensors data 

permanently stored on every node [37]. 

 Computations and data storage done by each node of 

the network [38]. 

 Every node of the blockchain should verify each block 

and transaction [39]. 

 

B. Literatures Results Discussion  

Blockchain Use Cases and IoT: Blockchain technology was 

developed in 2008 by Satoshi Nakamoto, It was originally for 

the Bitcoin cryptocurrency [39]. Subsequently, it has been 

used in several cases beyond cryptocurrency such as, data 

storage management, rating system, trade of goods and data, 

identity management, and more. The IoT is applicable to 

conduct Blockchain technology in data management field, 

where each device is identified by a public key to interact with 

other devices through the blockchain. Also, blockchain is used 

for trading data collected by sensors of IoT devices. 

Table 4.    De-anonymization Techniques 

De-anonymization 

Technique 

Anonymity Risk 

Multiple Addresses 

Inputs  

 

When a transaction issued with 

multiple addresses as inputs all the 

input addresses belong to the same 

issuer user [35], [37], [39] 

Associations with IP 

 

Through analyzing network 

traffic, it is possible to associate 

Bitcoin addresses with IP 

addresses [35], [39]. 

Usage of Centralized 

Services  

Usage of centralized services 

allows keeping track of 

associations between the 

addresses of the same user [36], 

[37]. 

 

 

Blockchain Implementation Differences: since the PoW 

requires very high computational power, IoT devices with 

limited capabilities would not be able to mine new blocks and 

add it to the blockchain. As shown from the analyzed papers, 

there are alternative techniques to PoW with less 

computational expensive which are the following:  

 Proof of Stake Velocity (PoSV) technique, where the 

miner is chosen depending on its coin age.  

 Proof of Space (PoSpace) mining technique, where 

the miner is chosen according to the amount of space. 

 

Blockchain Challenges:   

Misbehaving miners which hold high computational power, 

could cause integrity risks in a way of losing past data and 

holding invalid transactions. The study in [24], argue that, high 

difficulty of the PoW and the large number of honest miners 

ensure the integrity of the blockchain, but it limits blockchain 

scalability. The author in [37], proposed an architecture to 

solve both challenges at the same time. The solution separates 

https://en.wikipedia.org/wiki/Satoshi_Nakamoto
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the blockchain from application layer, where low performance 

IoT devices are not required to compute the PoW. 

Furthermore, total user anonymity does not be guaranteed 

through pseudonymization, because it is possible to de-

anonymize a user by analyzing the blockchain since it is public 

or by analyzing network traffic. Authors in [10, 38, 42], 

proposed mixing protocols as a solution for anonymity 

challenge, where two different addresses used by a user, one 

for sending the coins and the second one to receive them back 

making it difficult to discover the correspondence between 

input and output addresses of the same user. 

 

IV. RESEARCH METHODOLOGY 

A. Research Design 

This study is an applied research. The investigation nature of it 

is quantitative. This study simulates Blockchain as a web-based 

system using HTML and Jade languages, the algorithm of the 

hash is SHA-256. 

 

B. Measuring Method 

Pearson’s Correlation Coefficient analysis method is used to 

measure the strength of the association and the direction of the 

relationship between block mining time and two main 

parameters which are the data length, and hash difficulty. The 

result value of the correlation coefficient is ranging from (+1) 

and (-1). As the value goes toward 0, the association between 

two constructs will be weaker. The sign of the result value 

indicates the direction of the relationship; where the positive 

sign indicates a positive direction and the negative sign 

indicates a negative direction. 

 

C. Evaluation 

Evaluate the end results under the following aspects:  

1) Integrity: To evaluate the integrity, block mining time is 

analysed in re-mining the whole blockchain after tampering 

data lengths as the following:  

 Efficiency = re-mining time (s) / data lengths  

 Efficiency = re-mining time (s) / blocks number 

 

2) Scalability: The scalability is the ability of dealing with the 

high-density work. In this study, the work pressure is from 

increasing data length and blocks number as the following:  

 Efficiency = mining time (s) / data lengths 

 Efficiency = mining time (s) / blocks number 

 

3) Efficiency: 

Blockchain efficiency is the quality of being able to mine 

blocks successfully, without wasting time. It is the ratio 

between the amount of time a block needs to be mined, and the 

hash difficulties that it will calculates. 

 

V. DATA ANALYSIS AND RESULTS  

Block mining time is measured under different parameters 

values within one block, one blockchain, and within distributed 

blockchain.  

 

A. Statistical Analysis of One Block 

To find the correlation between mining time and difficulty, 

three measurements were conducted under different data 

lengths. As shown from the result of correlation analysis in 

figure 3, mining time rises exponentially with the increase of 

difficulty. Accordingly, there is very strong positive 

relationship between difficulty and mining time. 

 

 

Fig. 3. Mining Time and Difficulty Under Different Data 

Lengths of one Block 

 

To find the correlation between mining time and data length, 

three measurements were conducted under different 

difficulties. As shown from the result of correlation analysis in 

figure 4, there is strong positive relationship between data 

length and mining time. 

 

 

Fig. 4. Mining Time and Data Length Under Different 

Difficulties of one Block 
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B. Statistical Analysis of One Blockchain 

To find the correlation between mining time and difficulty, 

three measurements were conducted under different data 

lengths. As shown from the result of correlation analysis in 

figure 5, mining time rises exponentially with the increase of 

difficulty. Accordingly, there is very strong positive 

relationship between difficulty and mining time. 

 

 

Fig. 5. Mining Time and Difficulty Under Different Data 

Lengths of one Blockchain 

 

To find the correlation between mining time and data length, 

three measurements were conducted under different 

difficulties. As shown from the result of correlation analysis in 

figure 6, there is strong positive relationship between data 

length and mining time. 

 

 

Fig. 6. Mining Time and Data Length Under Different 

Difficulties of one Blockchain 

 

C. Statistical Analysis of Distributed System 

To find the correlation between mining time and difficulty, 

three measurements were conducted under different data 

lengths. As shown from the result of correlation analysis in 

figure 7, mining time rises exponentially with the increase of 

difficulty. Accordingly, there is very strong positive 

relationship between difficulty and mining time. 

 

Fig. 7. Mining Time and Difficulty Under Different Data 

Lengths of Distributed Blockchain 

 

To find the correlation between mining time and data length, 

three measurements were conducted under different 

difficulties. As shown from the result of correlation analysis in 

figure 8, there is strong positive relationship between data 

length and mining time. 

 

 

Fig. 8. Mining Time and Data Length Under Different 

Difficulties of Distributed Blockchain 
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between block mining efficiency with the integrity and 

scalability aspects under different parameters.  

From the results of measurements: 

 The efficiency of block mining is directly related to the 

hash difficulty. As the difficulty increased, the 

efficiency increased accordingly.  

 By increasing scaling, the data length, the speed of 

block mining becomes lower.  

 The re-mining efficiency is higher than the normal 

mining efficiency.      
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Generally, the statistical analysis results show that, hash 

difficulty value has the highest correlation with block mining 

time, while the data length has the lowest correlation. The 

following table gives a conclusion about whether a parameter has 

correlation with efficiency and block mining time or not. 

Table 5. Block Mining Time and Blockchain Efficiency 

Parameter 
Blockchain  

Efficiency 
Block Mining 

Time 

Data Length     

Number of Blocks     

Difficulty     

 

 

VII. CONCLUSION AND FUTURE WORK 

In conclusion, the main emphasis of this paper is to highlight 

major security challenges of IoT particularly the scalability and 

integrity, focusing on quantitatively analyze how they corollate 

with block mining efficiency. This study measures the strength 

of the association between block mining time and two main 

parameters namely data length, and difficulty. The findings 

show that, hash difficulty value has the highest correlation with 

block mining time, while the data length has the lowest 

correlation. Also, this study shows that, block mining time has 

correlation with the data length, number of blocks, and hash 

difficulty, while its efficiency corollate only with the hash 

difficulty. Further studies could be analyzing the correlation 

between block mining efficiency with the integrity and 

scalability aspects under sensors number parameter. 
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