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Abstract 

 

A 128-bit symmetric key block cipher algorithm. It takes the 128-bit plaintext 

and 128-bit key as input.  there is always a need of good encryption method 

which may provide better security and authenticity with lesser computational 

complexities. Although there are a lot of symmetric key algorithms which are 

already been proposed, yet we are going to propose a NEW symmetric key 

algorithm. In our proposed NEW algorithm  The encryption and decryption 

procedure has five rounds while key goes through four rounds 

transformations. The block size in this algorithm is 16-bytes .The key is 

represented by 4X4 matrix.  This paper is an attempt to propose a new cipher 

model that has benefits in terms of speed as well as security. 

Keywords: Cryptography; Symmetric key cryptography; cipher text; 

encryption, decryption, avalanche effect. 

 

1. INTRODUCTION 

Encryption and decryption algorithm's security depends on the algorithm while the 

internal structure of the rigor of mathematics, it also depends on the key 

confidentiality. while the algorithm used to encrypt the data is made public and 

subjected to intense security. The encryption and decryption solution can ensure the 
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confidentiality of the information, as well as the integrity of information and certainty, 

to prevent information from tampering, forgery and counterfeiting.  

We can divide  cryptography algorithms (ciphers) into two groups: symmetric-key 

(also called secret-key) cryptography algorithms and asymmetric (also called public-

key) cryptography algorithms. Symmetric key cryptography is also known as secret 

key cryptography. With this type of cryptography, both the sender and the receiver 

know the same secret code, called the key. Messages are encrypted by the sender 

using the key and decrypted by the receiver using the same key. Secret key 

cryptography schemes are generally categorized as being either stream ciphers or 

block ciphers. Stream ciphers operate on a single bit (byte or computer word) at a 

time and implement some form of feedback mechanism so that the key is constantly 

changing. A block cipher is so-called because the scheme encrypts one block of data 

at a time using the same key on each block. 

In asymmetric or public-key cryptography, there are two keys: a private key and a 

public key. The private key is kept by the receiver. The public key is announced to the 

public. In public-key encryption/decryption, the public key that is used for encryption 

is different from the private key that is used for decryption. 

Examples of  symmetric key block cipher algorithm are:  

 

 

2. EXISTING   SYSTEMS 

 DES:  The most widely used encryption scheme is based on the Data 

Encryption Standard (DES) adopted in 1977 by the National Bureau of Standards, 

now the National Institute of Standards and Technology (NIST), as Federal 

Information Processing Standard 46 (FIPS PUB 46). The algorithm itself is referred to 

as the Data Encryption Algorithm (DEA). For DES, data are encrypted in 64-bit 

blocks using a 56-bit key. The algorithm transforms 64-bit input in a series of steps 

into a 64-bit output. The same steps, with the same key, are used to reverse the 

encryption.[3] 

 

 AES:  The Advanced Encryption Standard (AES) was published by the 

National Institute of Standards and Technology (NIST) in 2001. AES is a symmetric 

block cipher that had replaced DES as the approved standard for a wide range of 

applications. AES is a block cipher that has replaced DES for commercial 

applications. It uses a 128-bit block size and a key size of 128, 192, or 256 bits.  AES 

does not use a Feistel structure. Instead, each full round consists of four separate 

functions: byte substitution, permutation, arithmetic operations over a finite field, and 

XOR with a key.[3] 

 

 

 Blowfish:   Blowfish is a symmetric block cipher that can be effectively used 

for encryption and safeguarding of data. It takes a variable-length key, from 32 bits to 
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448 bits, making it ideal for securing data. Blowfish was designed in 1993 by Bruce 

Schneier. Blowfish Algorithm is a Feistel Network, iterating a simple encryption 

function 16 times. The block size is 64 bits, and the key can be any length up to 448 

bits. Although there is a complex initialization phase required before any encryption 

can take place, the actual encryption of data is very efficient on large 

microprocessors. Blowfish is a variable-length key block cipher. It is suitable for 

applications where the key does not change often, like a communications link or an 

automatic file encryptor.[4] 

 

 Twofish:    Twofish is a 128-bit block cipher that accepts a variable-length key 

up to 256 bits. The cipher is a 16-round Feistel network with a bijective F function 

made up of four key-dependent 8-by-8-bit S-boxes, a fixed 4-by-4 maximum distance 

separable matrix over GF(28), a pseudo-Hadamard transform, bitwise rotations, and a 

carefully designed key schedule. It is efficient for software that runs in smaller 

processor (smart cards) and embedding in hardware. It allows implementers to 

customize encryption speed, key setup time, and code size to balance performance. 

Twofish is license-free, un-patented and freely available for use.[5] 

 

 IDEA:   IDEA (International Data Encryption algorithm) was to develop a 

strong encryption algorithm, which would replace the DES procedure developed in 

the U.S.A. in the seventies. It is also interesting in that it entirely avoids the use of any 

lookup tables or S-boxes. the cipher used is a symmetric key block   cipher. It takes 

input as 64 bit plain text and gives a 64 bit cipher text as output using a 128 bit key. 

While working on plain text, it divides the input data in to 16 bit sub-blocks and 

operates on each block. It is described as one of the more secure block algorithm due 

to its high immunity to attacks.[6] 

 

3.  PROPOSED ALGORITHM 

The proposed algorithm has the following features: 

 It is a symmetric key block cipher algorithm. 

 It uses 128-bit key for encryption and decryption. 

 Block size is of 16 bytes. 

 The encryption and decryption procedure consists of five rounds. 

 The key goes through four rounds transformations. 

 There is neither S-box nor P-box used in this algorithm. 

 This algorithm uses 4X4 matrix for representing key. 

 

4. KEY-GENERATION ALGORITHM: 

 

4.1  Initially each character of the key is replaced by their corresponding ASCII 

value and then converted to hexadecimal form, such that each element of the key is 8-

bit hexadecimal value. Then the key is arranged in the hexadecimal form in a 4X4 

matrix represented  as K: 
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K:     

 

 

where each element of matrix K is of 1-byte hexadecimal value. 

    

4.2 MIXCOLUMN:     Perform XOR operation between elements of column-1 

and the corresponding elements of column-2 of matrix K and place the result in 

column-1 of matrix K. Then, perform XOR operation between the results obtained in 

column-1 and the corresponding elements of column-3 and place the result in column-

2 of matrix K. Again perform XOR operation between the results obtained in column-

2 and the corresponding elements of column-4 to get the new elements of column-3, 

while the elements of column-4 remain unchanged. The resultant matrix after the first 

round is represented as KR1.  

                  

 

FIGURE 1: MixColumn Round 

 

4.3 ROWWISE-SHIFT:    Arrange matrix KR1 row-wise in an array say G[] of 

size 16 as 

         

G[ ] =    

     

Then left-shift  the  elements  of  array  G[  ]  twice such that  second element  become  

last  element. Then rearrange the elements of the array G[ ]  row-wise in the matrix 

KR1 which is represented as KR2. 

K0 K1 K2 K3 

K4 K5 K6 K7 

K8 K9 K10 K11 

K12 K13 K14 K15 

K0 K1 K2 K3 ... ... K14 K15 
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FIGURE 2: Rowwise-Shift Round 

 

4.5 DIVIDE AND EX-OR:    For  each  element  of  the  matrix  KR2,  divide  the  

element  into  two  equal halves  i.e. left half and  right half. Make the left half as new 

right half and then XOR the left half with right half to make it new left half. The 

resultant matrix after this operation is represented as KR3.  

 
 

FIGURE 3: Divide And Exor Round 

 

4.6 DIVIDE AND SWAP:    For  each  element  of  the  matrix  KR3  again  

divide  the  element  into  two  parts  i.e. Left  part  and  Right  part  and  perform  

swapping. The resultant matrix after this operation is represented as KR4. 

     

FIGURE 4: Divide And Swap Round 
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5. ENCRYPTION ALGORITHM: 

5.1 Initially each character of the plaintext is replaced by their corresponding 

ASCII value and then converted to hexadecimal form, so, each element of the 

plaintext is 8-bit hexadecimal value. The plaintext is then partitioned into fixed –

length blocks of size 16 bytes .This blocks are represented by  4X4 matrix A arranged 

row-wise as: 

 

 

 A:     

 

 

where each element of matrix A is a 1-byte hexadecimal value. 

  

5.2 COLUMNWISE-SHIFT:    Arrange matrix A column-wise in an array say H 

[ ] of size 16. 

      H[ ] =     

 

Now  left-shift the  elements  of  array  H[  ]  twice  such that  second  element  

become  the  last  element. Then rearrange the array H [  ] into the matrix A column-

wise. Then perform XOR operation between matrix A and matrix K of key–

generation algorithm. The resultant matrix is represented as A1. 

 

FIGURE 5: Columnwise-Shift Round 

 

5.3 SUBMATRIX INTERCHANGE:   Partition  the matrix A1 into four  2X2  

sub-matrices. Exchange the position of 1st sub-matrix with 4th sub-matrix in matrix 

A1. Similarly exchange 2nd sub-matrix with 3rd sub-matrix. Then perform XOR 

A0 A1 A2 A3 

A4 A5 A6 A7 

A8 A9 A10 A11 

A12 A13 A14 A15 

A0 A4 A8 A12 A1 ... ... A15 
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operation between matrix A1 and matrix KR1 of key-generation algorithm. The 

resultant matrix is denoted by A2. 

 

 
FIGURE 6: Submatrix Interchange Round 

 

 

5.4 COLUMNWISE- EXOR:    For each column in matrix A2, perform XOR 

operation between first and second element and place the result in position of first 

element. Similar operation is done with second and third, third and fourth, fourth and 

first elements in column. Then perform XOR operation between matrix A2 and matrix 

KR2 of key-generation algorithm. The resultant matrix is denoted by A3. 

 
 

FIGURE 7: Columnwise Exor Round 

 

 

5.5 ROWWISE-SWAPPING:    For each row in matrix A3, swap the first and 

second element as well as the third and fourth element. Then perform XOR operation 

between matrix A3 and matrix KR3 of key-generation algorithm to get the resultant 

matrix denoted by A4. 
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FIGURE 8: Rowwise Swapping Round 

 

5.6 ROWWISE-EXOR:   For each row in matrix A4, perform XOR operation 

between first and second element and place the result in position of first element. 

Similar operation is done with second and third, third and fourth, fourth and first 

elements in row. Then perform XOR operation between matrix A4 and matrix KR4 of 

key-generation algorithm to get the resultant matrix denoted by A5. 

 
FIGURE 9: Rowwise Exor Round 

  

5.7 Replace the hexadecimal values in matrix A5 by their corresponding integer 

values and then by the character corresponding to the integer values. The resultant 

matrix obtained is the encrypted block denoted by   Ce. 

 

6.  DECRYPTION ALGORITHM: 

6.1 Initially each character of the ciphertext is replaced by their corresponding 

ASCII value and then converted to hexadecimal form, so, each element of the 

ciphertext is 8-bit hexadecimal value. The ciphertext is then partitioned into fixed–

length blocks of size 16 bytes .This blocks are represented by  4X4 matrix B arranged 

row-wise as: 

 

  B:    

 

 

        where each element of matrix B is a 1-byte hexadecimal value. 

B0 B1  B2 B3 

B4 B5  B6 B7 

B8 B9  B10 B11 

B12 B13  B14 B15 
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6.2 REVERSE ROWWISE-EXOR:    Perform XOR operation between matrix B 

and matrix KR4 of key-generation algorithm to get matrix B1. For each row in matrix 

B1, perform XOR operation between fourth and first element and place the result in 

position of fourth element. Similar operation is done with third and fourth, second and 

third, first and second elements in row. 

 
 

FIGURE 10: Reverse Rowwise Exor Round 

 

6.3 REVERSE ROWWISE-SWAPPING:   Perform XOR operation between 

matrix B1 and matrix KR3 of key-generation algorithm to get matrix B2. For each 

row in matrix B2, swap the first and second element as well as the third and fourth 

element. 

 
 

FIGURE 11: Reverse Rowwise Swapping Round 

 

6.4 REVERSE COLUMNWISE-EXOR:   Perform XOR operation between 

matrix B2 and matrix KR2 of key-generation algorithm to get matrix B3. For each 

column in matrix B3, perform XOR operation between fourth and first element and 

place the result in position of fourth element. Similar operation is done with third and 

fourth, second and third, first and second elements in column. 
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FIGURE 12: Reverse Columnwise Exor Round 

 

6.5 REVERSE  SUBMATRIX  INTERCHANGE:   Perform XOR operation 

between  matrix B3 and matrix KR1 of key-generation algorithm to get  matrix 

B4.Then partition  the  matrix  B4  into  four  2X2  sub-matrices.  Exchange the 

position of 1st sub-matrix with 4th sub-matrix in matrix B4. Similarly exchange 2nd 

sub-matrix with 3rd sub-matrix. 

 
 

FIGURE 13: Reverse Submatrix Interchange Round 

 

 

6.6 REVERSE COLUMNWISE-SHIFT:     Perform XOR operation   between   

matrix B4 and matrix K of key-generation algorithm to get   matrix B5. Then arrange 

the matrix  B5  in  an  array  say  C[  ] of size 16, column-wise  as: 

C[  ] =        

 

Now  right-shift  the  elements  of  array  C[  ]  twice such that second last  element  

become  the  first  element.  Then   rearrange   the   array   C [   ]   into   matrix B5   

column-wise. 

B0 B4 B8 B12 B1 ... ... B15 
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FIGURE 14: Reverse Columnwise Shifting Round 

 

6.7 Replace the hexadecimal values in matrix B5 by their corresponding integer 

values and then by the character corresponding to the integer values. The resultant 

matrix obtained is the decrypted   block denoted by Pd. 

 

7.  ILLUSTRATION  OF  PROPOSED  ALGORITHM: 

Suppose, 

Plaintext   : thecodeisronaldo 

Key   : raymondssuitings 

Plaintext   is arranged  in  matrix  A  as follows where each element is 1-byte 

hexadecimal representation of the corresponding characters of plaintext when 

arranged row-wise: 

74 68 65 63 

6F 64 65 69 

73 72 6F 6E 

61 6C 64 6F 

 

Key is arranged in matrix K as follows where each element is 1-byte hexadecimal 

representation of the corresponding characters of key when arranged row-wise: 

72 61 79 6D 

6F 6E 64 73 

73 75 69 74 

69 6E 67 73 

 

The results of the key-generation algorithm and encryption algorithm are as follows: 
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 PLAINTEXT KEY 

ROUND1 01  0E  1B  0D 

13  02  10  0B 

16  00  0A  0E 

03  1C  00  1C 

72  61  79  6D 

6F  6E  64  73 

73  75  69  74 

69  6E  67  73 

ROUND2 19  6A  1C  7D 

0F  79  1B  78 

10  6C  1A  67 

07  7C  1D  71 

13  6A  07  6D 

01  65  16  73 

06  6F  1B  74 

07  60  13  73 

ROUND3 11  7E  06  60 

09  66  07  70 

0C  64  00  76 

02  1C  09  1E 

07  6D  01  65 

16  73  06  6F 

1B  74  07  60 

13  73  13  6A 

ROUND4 0E  A7  70  30 

17  4E  10  91 

C5  3B  06  66 

3D  45  3F  CF 

70  B6  10  36 

71  47  60  96 

A1  37  70  66 

21  47  21  C6 

ROUND5 AE  BC  41  FA 

4E  2A  87  A1 

E4  4E  67  FE 

6A  0E  E2  DB   

07  6B  01  63 

17  74  06  69 

1A  73  07  66 

12  74  12  6C 

 

The final matrix A5 elements when replaced by their corresponding characters yields 

ciphertext block as shown below: 
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FIGURE 15: Encryption Interface 

 

 

FIGURE 16: Decryption Interface 
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8.  EXPERIMENTAL SETUP AND TESTING 

 The execution results are taken on laptop having Intel Core i3 (1.90 GHz) processor, 

4 GB RAM and Windows 7 operating system. In this, different text file with sizes 

ranging from 100 KB to 10 MB are encrypted and decrypted with the same key of  

length 128 bit. This work is carried out to conclude, based on results, that which 

algorithm is better to use. Encryption and decryption of each file is carried out with 

same parameters. 

SIMULATION  RESULTS: 

A. Avalanche Effect: 

A desirable property of any encryption algorithm is that a small change in either the 

plaintext or the key should produce a significant change in the cipher text. In 

particular a change in one bit of the plaintext or one bit of the key should produce a 

change in many bits of the ciphertext. It is identified based on test that our proposed 

algorithm shows better avalanche effect which confirms increased security. The table 

below shows the relevant data: 

Table 1: Results Based On Avalanche Effect 

TECHNIQUES 1 bit variation in plaintext, 

keeping Key constant 

AES 58 

NEW 76 

BLOWFISH 27 

 

 

B. Encryption Time Based On Different Input Size: 

The encryption time is the time taken by an algorithm to produce a ciphertext from a 

plaintext. Here, we compare the encryption time of AES, Blowfish with the proposed 

algorithm. In graph and table below, we show the performance of AES,   Blowfish, 

proposed algorithm in terms of encryption time. 
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Figure 17: Encryption time Vs File Size 

                             

                 Table 2: Files of Different Sizes And Their Encryption Time 

SNO File Size Encryption Time(ms) 

AES            Blowfish NEW 

1 100 KB 2256  413.2 71.2 

2 500 KB 5395 444 270 

3 1 MB 10889 662 571 

4 2 MB 26353 637 1127 

5 5 MB 47589 1052 2102 

6 10 MB 108649 1182 4904 

 

 

It is observed from the results in Table 1 and Fig 17 that with increase in file size, 

encryption time also increases. It is concluded that, on an average basis, the proposed 

algorithm takes less time as compared to AES and Blowfish for encryption purpose. 

 

C. Decryption Time Based On Different Input Size: 

The decryption time is the time taken by an algorithm to produce a plaintext from a 

ciphertext. Here, we compare the decryption time of AES, Blowfish with the 

proposed algorithm. In graph and table below, we show the performance of AES, 

Blowfish, proposed algorithm in terms of decryption time. 
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Figure 18: Decryption Time Vs File Size 

 

Table 3: Files of Different Sizes And Their Decryption Time 

SNO File Size Decryption Time(ms) 

AES Blowfish            

NEW 

1 100 KB 2861 372.6 93.7 

2 500 KB 10385 455 316 

3 1 MB 17763 598 699 

4 2 MB 43369 519 1204 

5 5 MB 98204 1065 2238 

6 10 MB 204325 1184 3553 

 

It is observed from the results in Table 2 and the Fig 18 that  with increase in file size 

,decryption time also increases. It is concluded that, on an average basis, the proposed 

algorithm takes less time as compared to AES and Blowfish for decryption purpose. 

 

CONCLUSION 

Each algorithm has its own advantages and disadvantages, this paper proposes a good 

cryptographic algorithm with most advantages in field of security. The proposed 

algorithm has enhanced performance based on avalanche effect, encryption and 

decryption time. Thus, it provides benefits  in terms of speed and time.  
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