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Abstract
As universities adopt the cloud computing route to disseminate education and
information around the world, the weaknesses inherent to this technology
become very real. Student enrolment data, courseware, and access to
proprietary course materials offered by universities online can be a major
source of treasure trove for hackers. These are issues which behoves research
to design and develop models that can address trust and security in a cloudbased environment. In this paper, we design a model composed from a mix of
open-source and prominent commercial products. We formulate a scheme that
utilizes USB authentication coupled to secure sockets layer on virtual private
network. We look closely at an open-source database system that can be
harnessed to store vast amounts of data concerning student registration as well
as related courseware. However, in combining these technologies, we have not
overlooked the significance of server load balancing to offset the negative
effects when peak access to university portal can be very high. In combining
all these technologies and concepts under a single umbrella, we propose a
hybrid system that involves both offline and online modes, and which is
reliable and cost-effective built using disruptive technologies. With the aid of
our proposed design, universities can connect with students around the world
without compromising trust and security.
Keywords: Cloud computing, USB device, Cassandra database, SSL VPN,
Virtualization
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1.
INTRODUCTION:
Among the conveniences that are deemed essential today, internet fulfills a vital role.
The rapid proliferation of the internet has made it possible for various services to be
transitioned from their traditional moorings to more accessible form. Books, feature
films, news and many more had to rely on physical buildings to be manufactured and
distributed. In the age of the internet, physical interaction necessary to distribute such
and/or similar kind of materials, is no longer necessary. Information is traded on the
internet in tailored packages. In that sense information services and products is
retailed in digital format to target wider audience and stay competitive and profitable
[9]. Education, primarily, is information-centric. Consequently, universities are
banking on internet to reach out to students to conduct courses and examinations.
There is also a noticeable advantage in conducting courses online; traditional physical
structures can be put to other immediate requirements rather than being solely devoted
to housing classrooms. While it may be argued that massive online open courses have
become popular, recent research [10] reveals that traditional classrooms hold an edge
over a mix of traditional and online teaching methods. Pure massive online open
courses have been found not to have any consistent demonstrable effect in improving
students with average or less than mediocre learning abilities. However, research also
revealed that there was no difference in pure online teach method compared to that of
a hybrid approach [11]. The cost advantage of massive online open courses remains
over traditional universities running from physical buildings. However, that has been
observed as not sustainable in the long run. On the other hand, traditional universities
have found it profitable to promote respective distinctive education programs by
partial transition to being online education providers [12].
1.1. Securing proprietary learning materials distributed through use of Cloud
Computing and internet:
Universities, today, are heavily reliant on managing and delivering course content and
administrative functions using cloud computing. Cloud computing enables institutions
and universities to securely maintain and access data. However, the most important
facet of cloud computing in the context of e-learning is that it is able to provide
platforms where both teachers and students are able to exchange information, access
documents, gather lecture notes, and participate in chat sessions to boost overall
learning experience [1]. Mainstream education formats face significant hurdles to
surmount challenges in the form of flexible demands in the mode of learning.
Widespread use of computer networks and the internet, make education more
accessible beyond the boundaries of conventional universities. The ubiquitous webbased e-learning systems are hobbled by the fact that most universities find
maintenance and upkeep a cost-intensive exercise. There is little by way of returns on
investment in such web-based modes. Cloud computing has increasingly gained
traction owing to its superior on-demand scaling and flexibility. It allows both service
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providers and customers to keep costs down while maintaining a certain level of
standard for performance. It may be said that cloud computing has subsumed most
technologies which would not have otherwise been so effective under resourceconstraint scenarios. There is a need, however, to ensure a smooth and secure
integration of course materials with the requirements of students. The reconciliation
of courseware and mapping of results achieved is important to stimulate overall
progress in academic development of individual students. Ensuring protection of
proprietary learning materials, therefore, becomes important. To this end, the most
common approach often adopted is to encrypt documents at the time of distribution.
While this is an effective approach to contain misuse of a university’s proprietary
training materials, it is only a part of a complex system that can address a fundamental
issue. That fundamental issue concerns trust and online security during live sessions
between the university’s online education portal and its students. In the following
section, we discuss available literature on various methods that have been examined
in assorted research works. In subsequent sections, we present our methodology and
present an analysis of the results of our proposed model. The final section concludes
this work, and discusses scope for further research.

1.2.

Literature Review

In proposing a novel e-learning model called Blue-sky Cloud Framework, the authors
Bo Dong et al. [3] have attempted to address issues related to load balancing and data
caching for education purposes. E-Learning systems are often hobbled by limitations
of resources and improper resource utilization. The authors propose a unique model
that offers five design parameters to address the issues. However, in aligning itself
with service-oriented architecture (SOA), the model is based on six different layers.
Overall, the model aims to deliver robustness and scalability to burgeoning e-learning
systems. A similar approach to introduce better load balancing systems has been
adopted by Anthony Sulistio et al. [1]. The authors introduce CloudIA (Cloud
Infrastructure and Application) model to support a private cloud within a university.
While Bo Dong et al. [3] have adopted a layered approach to the problem of resource
scalability and to address load balancing problems, the authors [1] have gone a step
further by introducing an important component – security and SSO. The CloudIA
framework is designed to act as a generic tool to offer IaaS, PaaS, and SaaS features
to an e-learning environment to aid students in a university. That enhancement of
utilization of lab resources is possible, has been demonstrated by Abhishek Gupta et
al. [2]. The model proposed by the authors makes use of KVM hypervisor and libvrt
API to build a community cloud on top of existing university infrastructure. Our paper
builds on the proposed Billboard Manager model that was introduced by Rajesh Bose
et al. [4]. The authors had, in their research, intended to harness Fog computing
technology to extend services on demand. Using Citrix XenApp as a backbone to their
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work, the authors demonstrate how data exchange and information processes can be
enhanced. Crucially, this work is a paradigm that introduces a concept of
interconnecting a heterogeneous mixture of devices separated geographically. In the
model developed and discussed by the authors, a mobile user’s request is directed to a
node that has been determined to be appropriate after consideration of distance and
availability. In this paper, we posit a similar approach. In our proposed framework,
the contents of a USB pen drive of a registered student once connected to Internet will
be updated to contain the latest courseware and learning materials. The delivery of
such content will be controlled by our proposed Billboard Manager by drawing
materials from nearest connected USB pen drive carrying the desired version of study
material. The work of Idogo O. Philipa et al. [5] infuses open source technologies to
address some of the problems associated with student registration, allocation of
library resources, tuition payments, etc. In the context of our approach, this work is
significant in view of the fact that it highlights the use of web browsers to ease in the
use of resources offered by institution to its students. The paper [5] brings forth a
number of modules commonly associated with course registration, administration,
checking of online results, a library console, etc. The authors demonstrate how
effective open source technologies can be in the framework that they propose. Using a
combination of Apache Web Server, MySQL Community Edition, and PHP, the
authors have presented a system that enables institution to use its online education
services over the internet using client machines that are light on hardware resources.
In an effort to amalgamate cloud computing to e-learning, Md. Anwar Hossain Masud
et al. [6] have postulated an architecture that extends the reach of institutions to
students in far-flung and remote areas. The architecture essentially acts as an
autonomous system that assists students to conduct self-study and self-assessment,
and also participate in group assignments conducted by teachers. Discussing the
advantages of cloud computing in the context of e-learning, Madhumathi C. et al [7]
elaborates on the merits of creating various forms of academic cloud computing
systems. An illustration akin to this model is demonstrated by Meenakshi Singh et al.
[8] in their work involving the Department of Computer Science and Engineering, IIT
Kanpur. The proliferation of e-learning systems has, in our opinion, have thrown up a
variety of questions. Chief amongst which is the question of reliability of information
and dissemination of information to those appropriate and eligible to consume such.
While cloud computing systems do offer security in in web or application layers, and
database layers for example, the feature can be further enhanced by introducing a
relatively low-cost hardware-enabled feature. Adam Bates et al. [13] demonstrate in
their work how USB devices can be used as a means of individual identification. The
authors positively identify USB fingerprinting as a means of cheap and an effective
method at securing against attacks from external sources. We use this concept in our
work to identify and label every unique USB drive corresponding to students’
registration records with a university.
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2.
PROPOSED WORK:
We propose a cloud-based hybrid training architecture that is built using a composite
of two major elements. The first being a small portable box that will contain all the
relevant study materials. The other being a box, which hosts our proposed Billboard
Manager that controls and coordinates the distribution of training materials to
individual boxes. The box can essentially be thought of as a USB pen drive or similar
storage device with a prerequisite that such a storage device must be able to
communicate over USB ports and should contain manufacturer-embedded
information that uniquely identifies one from another. Our model has been forked
from the concept of Internet-of-Things and Fog Cloud computing. We posit that using
a USB storage device, a registered student can transfer relevant study materials from
their e-learning environment maintained by the concerned university or institution
with which the student is registered. We further posit that the contents of such
university or institution-approved USB storage device will be updated with relevant
materials through transfer from nearest connected neighboring USB storage devices.
A student will need to have his USB storage device registered at university office only
once. Alternatively, a student can choose to buy one from university office. After a
USB device has been authenticated and recorded corresponding to student’s
registration, relevant study materials can be transferred onto it. The student will then
be able to read or go through the materials at their leisure even where there is no
internet. From time to time, the student will need to update the materials on the USB
storage device. For this, they would need to connect to the internet. Once connected
and logged to university portal, our proposed Billboard Manager will take over at that
point. The Billboard Manager will determine whether the contents of the connected
USB storage box, or the pen drive, needs to be updated. If so, then the Billboard
Manager will determine if the required contents are available with any of connected
USB devices plugged to its network. Once a suitable connected USB storage is
determined, the Billboard Manager arranges to transfer the required contents. In case
the required contents are not available with any of the connected USB devices or the
connected devices are disconnected, the Billboard Manager initiates transfer of the
contents directly from the cloud-based servers of university.
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Figure 1: Proposed Architecture

3.

EXPECTED BENEFIT FROM THE ARCHITECTURE

The advantages of a USB box-based or USB storage device system are manifold.
1.

A student can set their own pace of learning without having to go online to
access study materials.

2.

In case of loss or damage to the USB box, course materials and progress made
by a student can be restored to a fresh USB box.

3.

Web-based or online attacks can be minimized as a student need not be
connected to the internet every time they want to go through study materials.

4.

Storage space on laptops and desktops need not be engaged.

5.

Universities and institutions are able to push updates relevant for individual
students. Learning materials and course contents can only be downloaded onto
approved and authenticated USB boxes.

6.

If a USB box is stolen or misplaced, university can block access to that
particular device pending replacement purchased by the concerned student.
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4. MYTHOLOGY

The operating features and functionality of our proposed Billboard Manager model
can be explained as a set of prominent features.
1.

Billboard Manager receives user details through a web portal along with
hardware identification details of the USB storage box.

2.

Billboard Manager then registers the details of the device along with
corresponding student’s registration details.

3.

Upon completion of initial phase of registration, the Billboard Manager
categorizes the new registrant according to the class enrolled.

4.

We use an open source database system to service the backend data injection
and extraction processes.

5.

The Billboard Manager relies on this database to send the materials to the
registered device.

6.

The Billboard Manager always checks the status of registered authorized
devices once connected.

7.

Arrival of new courseware or subject matter relevant to a particular course are
automatically flagged for delivery to all authorized devices.

8.

The Billboard Manager also broadcasts latest updates, news and information
on courses and subjects to which students are enrolled. Authorized devices
connected, automatically receive latest updates.

9.

The Billboard Manager also makes it convenient for students to participate in
online training sessions. The link to the training sessions is displayed to the
screens of devices to which only an authorized device is connected.

10.

A registered authorized USB device will be able to act as a gateway through
which online video can be viewed or downloaded on to the device. This would
enable students to recapitulate and review classroom sessions at any later point
even without access to internet.

5.

RESULT ANALYSIS

The following two figures depict how USB detection technology works in our
proposed model. While the first figure, Fig.2, shows the initial screen that is displayed
at the time of registering a particular USB box or device associated to a particular
student, the second figure, Fig. 3, displays the output once a USB box or device is
detected.
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Figure 2: Screen grab of initial console showing the Box Training Module & Student
Registration form of our proposed Cloud Billboard Manager

Upon successful detection of USB box or device, the Cloud Billboard Manager
module displays the manufacturer, model name and identifying number of the USB
box or device. These details are singular features that together form a unique
combination to determine the individuality of the USB box or device, itself.

2086

Rajesh Bose and Debabrata Sarddar

Figure 3: Figure showing registration details of student entered with USB device
detected.

Ensuring end-to-end security is one of the primary goals of this paper. In our design, a
user connecting remotely through a secure session, would be channeled by the
Billboard Manager through an encrypted tunnel to a server suitably selected by
dynamic load-balancing technique.
Here, we introduce F5 BIG-IP VE 11.5.1.0.0.110 system in VMware supported
environment to provide secure access and WAN optimization. In experiments
conducted in our trials, we ran Billboard Manager in a VMware supported
environment. We position our proposed Billboard Manager model at the top of a
pyramidal stack with connected F5 BIG-IP VE 11.5.1.0.0.110 systems in a single
layer below it. It uses a round-robin method to distribute incoming connections and
requests to maintain an optimum load balanced position at all times.
We use Access Policy Manager (APM) and Local Traffic Manager Module (LTM) of
F5 BIG-IP [VE 11.5.1.0.0.110]. We configure BIG-IP APM to use High Availability
(HA) in an Active-Standby deployment scenario with two BIG-IP systems. The
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objective of this is to achieve as near to zero down time of session as possible. In a
projected failover situation, an authenticated client session shall be automatically
forwarded to the active unit with the minimum of disruption. A combination of BIGIP LTM and APM deployment maintains an authenticated client session without
depending on any unchanging protocol connection. This, therefore, enables
subsequent HTTP requests, following any failover, to be forwarded to the next unit
that is active. Thus, a continuous session can be supported.
In order to ensure quick and ready access to materials and courseware, our proposed
Billboard Manager maintains a list of a current count of active connections hosted and
as well as their corresponding inter-connected nodes. The BM will decide the type of
request type, and if no node is available then BM forwards the request to the cloud
servers. In this position, we use F5 for load balancing solution and the request is then
routed to the load-balancer for it to determine which server is best. It utilizes a roundrobin scheme to channel incoming connections and requests, so as to maintain an
optimum load balance at all times possible.
The following figure, Fig.4, demonstrates new and active sessions in which
authenticated users are accessing through securely connected channels.

Figure 4: New and active sessions in which authenticated users are accessing through
securely connected channels.

We create a server pool with two servers for our project. In Fig. 5, we show two
servers demonstrating a “pull” for showing load balancing characteristics.
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Figure 5: Server load balancing features

When the Billboard Manager detects that it needs to update course materials, it looks
up its index to search for connected USB devices in proximity of the current request.
Instead of pushing updates direct from the servers, it pulls relevant data from the
nearest USB device and pushes it to the device that needs to be updated. The
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Billboard Manager ascertains the need to update a USB device based on student
progress, course curriculum, and instructors’ notes or instructions.
In fig 6 we show results after a connection is established. The throughputs from server
and client sides are shown in this figure. On examining the figure, it becomes evident
that our proposed Billboard Manager is able to balance loads at a marked degree of
efficiency making it suitable for the architecture that we have designed.

Figure 6: Results after a connection is established

6.

CONNECTING TO AN OPEN SOURCE DATABASE

It was eminently clear from a design standpoint that security of data and the cost of
storing such information will have to be paired in an effective manner. Upon
examining the various options that were on offer, we settled on Apache Cassandra as
the database system for our proposed model. Arguably, however, one of the principal
overriding considerations in selecting Cassandra as a database is cost. As one of the
cheapest and yet robust database technology, it also meets the basis of our proposed
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model. As a NoSQL database, Cassandra is widely used in environments where high
rates of data volumes need to be exchanged. We selected Cassandra for the myriad
features that it offers in terms of data scalability, fault tolerance and competitive cost
of ownership and maintenance. In the subsequent sections of this paper, we present
three tables that we have constructed, and which form the founding basis of our work.
We have also produced herein the relevant screenshots that provide an insight into the
fundamentals of our proposed model.
1. Box_USB_Detection
2. University_Course_Table
3. Student Registration Table
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Figure 7: Database configuration steps for our proposed model.

CONCLUSION
In the fast paced world of education and information technology, it is clearly evident
that trustworthy information be allowed over secure means of communication. To that
end, our proposed model that combines USB detection technology, SSL VPN and
Cassandra database system, is able to offer a sound and firm base for universities to
maintain strict control over the quality of education provided to their students. While
the aspect of a secure means of disseminating educational information cannot be
overemphasized, we have, at the same time, explored means to ensure that our
proposed model is flexible and modular. Our model offers scalability, reliability and
optimum cost-effectiveness. We have relied on virtualization technology and dynamic
load balancing to ensure optimum utilization of resources. That being said, our focus
has not wavered from enabling a very high degree of secure forms of communication
between a university’s system and its students who may be accessing from remote and
far-flung corners of our planet. In future, our proposed model may be used to serve as
bedrock on which further advancements can be made by harnessing several features
and characteristics of IoT and Fog Computing.
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